nodegrid

User Guide

ZPE Systems, Inc.




Nodegrid Serial Console™
Nodegrid Services Router™
Nodegrid Gate SR™
Nodegrid Bold SR™
Nodegrid Link SR™

Nodegrid Manager™



COXEEGFEN—Yavalx THHLTWET,

KEDEA

BE: VT SATVRAEBETBEBELCL > THRNICERSNTULRVWAIZ Y FOEBE R (FK
BICE>T, HWRERIET 21— —DHERDEN(CRBIZFENHD KT,

DR (. FCGRBIDPart15(CHELY. 772A®F>9NTA41®%WL EMLTWBZEDTR

Th, BRSINTVET, NS DHIRE. HEHNFRARETIET 3HEIC. BELTSEHSEENIC

RETDLDCEREFTTNTVET, COEEL. BERKBITRILF— %EEEJZ fEH. BEIT2&nH
BETCY ., BUREREAE B (CEREMFER LBV E, Wiu*(dﬁ‘itﬂtla%%I%E_L@“T%'I‘_{b\aﬂ)i"g* (E3

—Eﬂﬂfd)c_d)’f%“d)} MEE. BERTSESISRCIIUREMNSDY . ZOHEE. —(&. BE2E&RT
FHEBETIVDENDDET,

HF 5 DEXI

ZDVZAADTIZIVEREE. HF 5 DICES-003CEML TWVET,
Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.
BRME S &N
Z’_TL(EI\ 7 5XA®%UE|ET@— c_O)Hz“[Et .WIEiR_CEZ%:F/fﬁglgic_a—i% 75\55(’) iﬁ_ )]
LORIFE. A—Y—FEBREBEZHELBIUNELHDET,
BADEH

COREE. VIAABHBRMEETY., COREZ RERETHERI S EERBEESITRII S
ENBUERT,
COBEICRERENENREET DL OBRTNBZENHUET, VCCI-A

ZTOMINRTOR—7F. ZNZTNOFRBEECIRBELET. JOXE(CIE. ZPE Systems, Inc. D IEHR
BLWELFFRBEBHRNIEENTUVBRIHEEDHY FT ., AEZOZEEXLISMEE. TORBOEEH.
AR, RCPFEHBIEEREXIRTIT 2EFNZZEIT 2EDTIEH Y T A, ZPE Systems, Inc. H5
DY ERDOFAIGRL BR. ARELHMERTZZLE. BULKEUSNTULET,

©2013-2019 ZPE Systems, Inc. All rights reserved.



BiR

XL&HIC
i E

Nodegrid Serial Console
Nodegrid Serial Console -S 1) —X
Nodegrid Serial Console -R¥ 1) — X
Nodegrid Serial Console - T 1) —X

Nodegrid Services Router 7 7 = 1)
Nodegrid Services Router
Nodegrid Services Router #i3RE> 2 —JL
VSREY 2 - IILEBMF v —+
Nodegrid Gate SR
Nodegrid Bold SR

Nodegrid Link SR

Nodegrid Manager

A1VAR=

N=FoTT7DAV A=)
Ry I ZADAR
Nodegrid Services Router B EY 2 —JLOE T (F
v BT
Ry k=08
BRI — FDELSR

=Ty FREDES
SUTILE =Ty FREDEL
IP5 =7y b TINA ZDIEE

Nodegrid \DELT
VY=L R—kZENUIER
ETHO Z 71 LTc#k4e
Wi-Fi Z 7 UTciZ4
KVM 7R— b &N U T $E4
I/0 7R— k (GPIO)

Nodegrid Manager 1 > A ~—)L
RIEX > > DERL - VMWare
Nodegrid Manager @1 > X k—JL

Ry 7 =0 OHEARE
WEDIP 7 FLRAZHBIUEXT

WEDIP 7 FLRZHBILUET - WebUl
IRED IP 7 B L AZHA - CL
BHNIP7RFLADESR
B IP 7 F L ADES - Web Ul
B IPTYRLADES - CLI
1V59—-7x—X
WebUI
CLI



Shell
TN AT OVEX
TNA AtV ay
TINA XAty a-Web Ul
JE—&R—X ~
TINA Rty 3y -Cl
7T IN1 ZEHR
T INA AEEHDZRT - Web Ul
TINA AEHRDZERR - CLI
TINAZAE 31—
FT=7ILEa—-
Yi)—Ea—
J—REa—
Ry7Ea—
EfgE 21—
RE
TINA ARE
JO-NIIRR
TINA AER (BEWRT /NI X)
BEWNRT /N\NA ADHERE
SUTILTINA X
Serial Devices MFXIE - WebUI
ST ITINA ZDERE - CLI
-0ty TTFNA R
H—EX7OtyTFT/INA ZOIEN - WebUI
H—EX7Oty TN ADEN - CLI
SSH ZBZT=7/\1 X
SSH TF/\4 X ZI1BN - WebU!I
SSH Z{B A T=7/\1 A% 38N - CLI
Console Server
Console Server MiEHN - WebUI
Console Server 7R — + M3BEAN - WebUI
Console Server MIEHN - CLI
Console Server 7R— k- MiBHN - CLI
KVM X1 v F
KVM 21 v FDIEfN - WebUI
KVM 24 v FR— kDB - WebUI
KVM X4 v F DN - CLI
KVM 21 v FR— kDB - CLI
v 7% PDU
v % PDU - WebUI
> v % PDU @i&N - CLI
Cisco UCS
Cisco UCS M3iEfN - WebUI
Cisco UCS MiEfn - CLI
Netapp



Netapp DIESN - WebUI
Netapp D& - CLI
Infrabox
Infrabox MIENN - WebUI
Infrabox M3i&HN - CLI
RV
VMWare 1R3> > DIENN - WebUI
VMRC @1 > A =)L - WebUI
VMWare k38X < > DB - CLI
KVM {RA8X < > DIBAN - WebUI
KVM {38 > > DiEM - CLI
Nodegrid 7 /X1 X
usB >4
KVM E> 5L
Bluetooth
BENRH
Console Server XV KVM R 1 v FR— LD BEENIRHE
Console Server & KVYM 24 v F 7R— ~ O B#I& L - WebUI
Console Server & KYM 21 v F 7R— D BEEE - CLI
Ry RTD=0F7N\A ADBENRH
Xy k7 =0 FNA A0 BENEH - WebUI
Ry cTD=0FNA ZADBERH - CLI
REX> Y OE#EE
RIBX > > O BEIEH - WebUI
RIBY > > OBEIRHE - CLI
DHCP 7 54 7> O BEI&H
DHCP 7 24 7> O BEEIEH - Web Ul
DHCP 7 24 7> D BEENRE - CLI
TINA ZDERTE
R +B&H
RALBREZRET S
[[RR LB®RE] T O—-NIVERTE
TO0—7 £ E—BDIER
RIVFEyvyYay
[ZTL—=F>7F)]
IRT=T¥—=TVR
A— -z \|mNCT S
SSH / Telnet/R— ~
INAFIVT Y+
PTAUT7X
fig
Web URL
7AdY
E-FK
BANHARR
TINA AAT—45 ZADEE



SUTIVTINA R
IPF/)N1 X
[TNAART—H ADEEIND AR LAT )T EDET
F—HOax>y
ARy ~OFV T
77— hcXFINEARI LR ) T+
HAI LT 1 —=ILE
ARV EFEARYLAORVE
V) —E1—-DHRE
TINAADZAT
BRI
BRAZa1—

E
Ty avOERE

We XS

rSyFvd

\’I
NI |

FT—=Tvtvyav
ARV RJR R
S AT NMERE
mEeay
XY kT —=U8E
TN AEt
ATYa—-7
HWEZ% —

I/0 7R— k (GPIO)

N

1>

AT LERE

Nodegrid D&

Ly ay TARILIALTI -

Nodegrid MERE

oJ4 vodeE&

QJ4 > I\F—

fERA%E

VY —=IJLR—k

BRE

Ry LT7=0T7—=F

PXE 7'— k

HAF
NTP 323
EREEES S DR

mES27

DRI LT 14 —ILE

FAVYINT VT

ATy a-—3

JATLAVTF VR
BEgEYry IOV
V7,707 v7TIL—R

H N

<

\



BRECREFLEXT
BREZEHAT S
TIHHEROREICRT
JATLAAVTa4Fal—Yary FzviIHAh
> AT INREBRE
XY D=0V =)l
API
RESTful API
gRPC
SMS U BDT O aYy
SMSE&E
SMS 70> aveEAXytE—I Dbl
SMSRTJA4 R~
TI5I)L1/0
Xy k7—=2
ERE
RARBERALVZ
Ry +T—=0T7 =)A=\~
IPVAB L UVIPve 707 71 I
P7+T—FT427
W—=—TNvIT7RELX
DIN=ZANZR7 1450V T
BEIN—-FT1aIT7=T)
Ry R —VEBEOHRE
RYTaVITA4V9—T1—R
A—PRYy V5T 1—X
ENAMILTO-—RNYRGMA VI —T 11—
VIANA V5 =T x1—X
WIFl4 5 =71 —X
WIFI 77 2 ZAR1 >
WIFl 2247
WIFIZRE
TIVyIA4 I -7 1R
TrOJETLA VI —T 1 —R
ATy I)— bk
FHRA LA
DHCPH —N
XY RT—=0 A Y FDERE
AVI—TI1—RAAYF
VLAN :&7E
FIRUIT IV EAR—+
HIREI LTV IR—+
Ny TL—=VR—k
VPN
SSL VPN
SSLVPN 2547



SSLVPN H—N

IPSEC VPN

FBaE 375
E e
RSA #—
X.509 ;EBAE
‘' rUA
RARERZ B
A RERA R
YA REYAE
RARERIVFTA -
A RERIVFTA
IPSec MERE

BERRY kT — 7 HEE
VRRP (fR#8IL—F TR0 RJL) HR—k

Y—NEEMT B
T —T&EEm

O—AILT7HhHDoV

D_

AY

HIA-H-0EE
JaFERDONRT—R

INRT—=F =)L
TIIWN—=T
TIN—TDEE

1=~ T Ol
O-HLa-¥-&IL—TCemLET
YRFLADT I EAHAEREE TN —TCRVETET
HEBT I — T EE S TET
FNAADT I L AHAEEI Y S TET

TRV FOHTOEYHT

9|\E| FIIL:\I'-IJ-.E7°|:I/\4 9

LDA

PHEIUOT7IT4 774 Lok

TACACS +
RADIUS
Kerberos

RSA

SecurlD 2 EZX:%:

Nodegrid MFE: Web 1 % —7 1 — X

SecurlD ¥ —/\D3EM

SecurlD U —NICT7 VAT 2cdDIEREZERELE T
2 BRI DREEFIENDEID HT

a—4H—

REET TV (V5 REBAEY — EXER)

aJ4

SSHKey 523

ttFallFa

7747

=)l



NAT
H—EX
ZPE Cloud
zpe_cloud_enroll OfEA
5|87 L
5|8 (BEE O — R&EEHRF—)
TOT47 —ER
BEWRT/NA X
BABBLE
SSH
vr7H—EX
E=7O0~all
V95 RY
E7 DHE
75 AT ERE
VA /WK
HENER
AV RT=I
E7 &R

Syslog
SNMP k5 v/
EX—)LiBAN
TEZHIVT
BRTVTL—FDARIRA X
SNMP 7> 7L —k
IPMI&E TV 7L —k
BREAEML
FyvaR—Fk
T—9RA Y FORE
EIa7514E—> 3 DER
whgo =7
mJ>7
v aR— ROER
Fvah— ROKRE
FTIVr—=ay
Docker 7 /U4 —> a3y
Docker 4 A=<
Docker OV 77
TTVr—=av)vy
Ry k7 — e REN
V=3



TUOZHAINTR—F
PR—+FT v EDEE
EE Ny F

VM = NTORBE> U7 )L R— bk (vSPC) D

DC iR
B
-A8VDC R DIHE
+48VDC TBRDIHFE
AC EiR
SUTINR=FDEY T R
ZEM
D499 A VA=)V AL R
RoHS
T — 45 DKEE
V7 RRE
N—FRE - REEES
AR

Ft—]

X e



EU&HIC

Nodegrid 4.1 1—%—<Z 2 7JL(E. Nodegrid Platform/\—3 3 4.1, &V Nodegrid Serial Console
1) — X, Nodegrid Services Router, Nodegrid Gate SR, Nodegrid Bold SR, Nodegrid Link SRZ& &E D
YR—FIZY FEDWTERHELTWVET,



it E

Nodegrid Serial Console

Nodegrid Serial Console®#@ > 1 V(& =/, XKy bV —=J)I—F5ERAvF . AL =Y PDU,
UPS. BXUYUTILIR— FEFDZDMDTNA ZAZELY VT ILIR— MMEGEN L TIEGSNTETNA
AEHe - BEEULEXT,

Nodegrid Serial Console -S 1) —X

Nodegrid Serial Console (S —X) I&, H5RWBET /L > —BEREBICES T 3L IICIESATOE
7, BEIt VY VIR EERTZE. ARL— kT =TI LAY—TH 759 —%FRT 55T
. HEPBEBIETSY 1) — XD Console Server Z{FRTEXY,

BE) XA v F(CiscoxfclZ L HY—EY T L)
16/32/48 ) 7 JLIR—

BHID USB 7R—

TIBHEERFICT v 70 L — RHEEE/RCPU & RAM
WISy 1E#EI1 "y ~

SVUJIVAC, TaTILAC, Ta7)LDC

N—FD 70



AT anBA

CpPU Intel x86_64 72 77JL7 CPU

AED &

AkL— 4 GB @ DDR3 DRAM. 32 GB mSATA SSD
S

2 GB(10/100/1000BT) RJ45 £zl 2SFP+ 7 7 AN AV =T 1 —ADA =Ry
1% —7x—2XE. 1GB/2.5GB/10GB EY a2 —)LEERMAH U ET

15— 16, 32, 48 RS-232 ¥ 7 JLiIR— k. RJ/45 @ 230.400 bps sz A/7R— b,

71—2 1 RJ45 RS-232 Serial Console7ZR— +
1USB3.0/RA L, 1USB2OKRA L, XV 12USB2OKRA ., A4 TAIRY Y
1 HDMI

> )LIF 27 )L AC 100-240 VAC. 50/60 Hz
BIR 7 2 7JLDC: 40-63 VDC
HEBE ) 45 W 1E%

70VE-D7BORFT7ST7v
HA (L XWXH):443x312x43mm (17.4x12.3x1.74>F). 1U

EEE\ ©
W B8:49kg(10.81b). 77> a>CIEUT
70V Y =Ny I XEENyIY =70V 7 77 (RIEATEE)
. BRfE: 0°C ~ 50°C (32 ~ 122°F), 5-95% RH. #&E&E72L
IRIGHY

A kL —3:-20°C ~ 67° C (-4 ~ 153°F), 10-90% RH. &ETERL

19 —-7x—R70V

zpe

NODBEGRID T485




R—Fk s Bg
HDMI HDMIA V5 -7 1 —X
USB USB 2.07k—
&EIRLED
4.
PWR
‘ Z-\/ - ﬁﬁ\
“F 7 -BRENATTY
2 AT In LED
4.
SYS R - BE

- BIERRM - RSTARY ¥ OZ{SHER
ATEREEAY -TIOT1ETARL

Dty kiR5 >
RST <BsTVRATLVEY .
>10s 58 ITIHERIFEAOU Y FEYRATAVEY K

FAN 77V

uSB 1xUSB2.0R—Fk, 12xUSB 1.1 /R—k

A= z—RAN\YY

1" 13 15 17 19 21 23 25 27 29 3 33 35 7 39 41 43 45 47 Flowr o

HEE A

8 10 12 14 16 18 20 22 24 26 28 30 32 24 36 8 40 42 44 46 48 Flwe 357

Ak G
e SV INERRT AT IVERY T Y k-

DTN AVE—T—X

A LYY LED-DCD/DTR- AV IR— b A =T BLW/EREEE T — 7 I EGEH
17.4@1%75\?%‘@\&@/1;

42 LED - RX/TX - | 7 TIOTAETA. A7 70714714720

XY= 0420F9—T 4R

il

EI-RB T 9T 0T 14T« AV BERT . A7 UVIRUIT =TI
Wi/ —H Ry I~I3§

-F/4% -1000BaseT U ¥ 7 iEE



ETHO/SFPO

ETH1/SFP1

arvy-=Jb

USB

H/A LY -100BaseT UV 7iEE
HIFT -0 UIT =TI A - Ry FEE

SFP 1Gb/10Gb:

- R T TIOTAETa AV EBRT. A7 V0B UIT =TI
W/ — xRy FEE

-Fltx -10Gb UV VRE

HBIFLVY-1Gb UV T RE

BIFT -V UIT =TI A =Ry REE

XY ST —=D405 =T 114X

#:

Tl - R T =TT AT, AV EETT. A7V 0RUIT =TI
B/ —H Ry ~EE

/4% -1000BaseT | v ViRE

H/F LY -100BaseT UV Ji&RE

HBIAT - )OI =TI A —Y Ry REE

SFP 1Gb/10Gb:

Ik -RWB: T =T I9TaETq ZVEBRT. A7: V0B UIT =TI
/1 —H xRy FEE

-hltx -10Gb U > VRE

HBIFLVY-1Gb UV VRE

BIFT -V UIT =TI A - Ry REE

VY —=ILMGMT A V% -7 1—2X
A LYY LED BIRIEER - Rl BIROBPE/Z7 (T a7 IIERETIVA). 778
=

B
AR IED Y RTLAT VT4 ETa - R BE. AT7EEEA VT IOTETARBL

1xUSB 3.0

Nodegrid Serial Console -R¥ 1) — X

Nodegrid Serial Console (R 1) —X)|&. Cisco. Arista. Dell, Palo Alto Networks. Juniper’&& DEER
N—RY T 7BIBCESTBLDCHESNTLET, R 1J—X Serial Console(d, BE(CHBIRINiZ%E
Iy IDTyT7IL—RK®dLEO7sy FCRETY,

Cisco EV 77 b 71\1 ADEHE

16/32/48/96 1) 7 JLiR— k

WI19"Sy IZE&EI "y k

SVTILAC, TaTILAC, BXUFTa7)LDC

N—E9 708



AT L anBA

CpPU Intel Atom x86_64 72 7)L17 @ 1.75 GHz CPU
AED &

AkL— 4 GB @ DDR3 DRAM. 32 GB mSATA SSD

S

2 GB (10/100/1000BT) RJ45 £zl 2SFP+ 77 AN AV =T 1 —ADA =Ry ~
A% —7x—2XE. 1GB/2.5GB/10GB EY a1 —)LEERMAH ) ET
15— 16, 32, 48, 96 RS-232 1) 7 JLiIR— k. RJ45 @ 230.400 bps & A/R— k.
71—2X 1 RJ45 RS-232 Serial Console7ZR— +
1USB3.0/RALHLV2USB2O0Y A4 T AIRITDKRA ~
1 HDMI

> )U/I7 a7 )L AC 100-240 VAC. 50/60 Hz
BIR 7 2 7 JLDC: 40-63 VDC
TESEE 45 W (96 7R— )

70V K-U7BUNET7ST7y k
YIEERY HA AL xWxH):443x312x43mm (17.4x123x 1.7 14> F). 1U
BE: 4723 VICIEUT49kg(10.81b)

{E: 0°C ~ 50° C(32°F ~ 122°F). j8fF:5-95% (EBHRET &)

IRIRH . .
kil AR L—2:20°C ~ 67°C (-4°F ~ 153°F), JBE:10-90% (FTBERE &)

A9 —7x—R70VF

zpe

NODEGRID T48R




R—k
HDMI

uSB

PWR

SYS

RST

S&P

BA
HDMIA > % -7 12—
2xUSB 2.0 R— bk

EIRLED

&

‘ Z-\/ - ﬁ%"\

A7 -BENATTY

> A7 L\ LED

&R

R - BE

IR - RSTARY ~ D2 {SHER
CATEREQEFY -TIOTET AL

Jtzy kIR >
<BsTVRATLVEY .
>10s 22E LIHBEERAOU Y FEYZXTAVEY B

A= z—RAN\YY

3 35 37 39 “ 43 45 a7
T v ————

ETHO/SFPO

10 12 14 16 18 20 22 24 26 28 30 32 34 3B 38 40 42 4“4 “6 48

B
IVINEEBTaT7INERVYTY b

)TN AVE T —X

ALY LED-DCD/DTR- A Vi R— b A =T BXO/ERE 7 — T IViEEE .
7. EJEHNTETCLEBA

SR LED-RX/TX-RB: T—9 79 T4EET4. A7 70714 ET 14130

RYRT—HAUH—T AR

#a:

Tl - B T =TT AT AV EERT. A7V 0RUIT =TI
B/ —H Ry REE

/4% -1000BaseT | V7 iRE

H/F LY -100BaseT UV Ji&RE

HIAT - )OI =TI A —Y Ry REE



ETH1/SFP1

arvy-=Jb

uSB

SFP 1Gb/10Gb:

I - R T =97 0T 14T AV EBET . ATV 0RBRUIT =TI
#r/ 1 —Y xRy bEE

-Hlt% -10Gb UV U RE

HRIFLVY -1Gb UV URE

BIFT -V IR UIT =TI A - Ry REE

XY ST —=DA4V5—T 114X

#:

Tl - R T =TT AT, AV EETT. A7V 0RULIT =TI
B/ —H Ry ~EE

/4% -1000BaseT | v ViRE

H/F LY -100BaseT UV i&RE

HBIAT - )OI =TI A —Y Ry REE

SFP 1Gb/10Gb:
Ik - R T AT IO T AT, AV EERT. A7V 0RRUIT =TI
Wi/ — Ry LESE

H/4E -10Gb U Y 7RE

HBIF LYY -1Gb UV VEE

BIFAT7 - )OI =TI A —Y Ry REE

VY —=ILMGMT A V% -7 1—2X
A LYY LED - BIREER- B BIROWIE/ 47 (Ta7IVERETIVA). 7718
=

B
R LED - RT ATV T4 ET 1 -ml B8, A 7XQEF V. 7071 ET 12U

USB 3.0

Nodegrid Serial Console - T 1) — X

NODEGRID SERIAL CONSOLE(T =1 —X) &, LAY —FTNA R &EFERAUEREBECESITZLDICEENT
HPY. LAY—OVY—-ILT—NEEERBRTEET,

LAY —FI\1 2055

16/32/48/96 1) 7 JLiR— k

TWI9"EEI -y

SVTILAC, TaT7ILAC, BXUTa7)LDC

N—FD 70



AT L anBA

CpPU Intel Atom x86_64 72 7)L17 @ 1.75 GHz CPU
AED &

AkL— 4 GB @ DDR3 DRAM. 32 GB mSATA SSD

S

2 GB (10/100/1000BT) RJ45 £zl 2SFP+ 77 AN AV =T 1 —ADA =Ry ~
A% —7x—2XE. 1GB/2.5GB/10GB EY a1 —)LEERMAH ) ET
15— 16, 32, 48, 96 RS-232 1) 7 JLiIR— k. RJ45 @ 230.400 bps & A/R— k.
71—2X 1 RJ45 RS-232 Serial Console7ZR— +
1USB3.0/RALHLV2USB2O0Y A4 T AIRITDKRA ~
1 HDMI

> )LIF 27 )L AC 100-240 VAC. 50/60 Hz
BIR 7 2 7JLDC: 40-63 VDC
TESEE 45 W (96 7R— )

70V K-U7BUNET7ST7y k
YIEERY HA AL xWxH):443x312x43mm (17.4x123x 1.7 14> F). 1U
BE: 4723 VICIEUT49kg(10.81b)

1RE: 0~ 50°C (32 ~ 122°F), 5-95% RH. #&TEHL

IRIRH .
IR A L—2:-20 ~67°C(-4 ~ 153°F), 10-90% RH. #FE/&R L

A9 —7x—R70VF

zpe

NOBECRID T48




R—Fk 7Lz

HDMI HDMIA V5 —T7 1 —X
USB 2xUSB2.0KR—k
EIRLED
R
PWR
¢ Z-\/ -ﬁﬁ\

47 -BRHNATTY

> A7 L\ LED
&R
SYS R - BE
IR - RSTARY ~ D2 {SHER
CATEREQEFY -TIOTET AL

Dty kiR5 >
RST <BsTVRATLVEY .
>10s 58 ITIHERIFEAOU Y FEYRATAVEY K

A= z—RAN\YY

we @

1 3 5 7 9 1 13 15 17 1% 21 2SN R QS 20 S S, 3 3B 7 3 41 43 45 47

e R -

2 4 6 8 10 12 14 16 18 20 22 24 26 28 0 a2 24 36 38 40 42 44 46 48




ETHO/SFPO

ETH1/SFP1

arvy=ib

USB

BL
IVINEIERTaTINERV T Y

SOTPINAVEI—T T —R

A LYY LED-DCD/DTR-F Vi iR— b A =72 SLO/EE 7 —TIViEEGEH
F7 . EFENTETCLEEA

4K LED -RX/TX -8l T =9 709714 ET«4. 7. 70714 ET147%L

XY RT=0A4VI—=T 4R

#a:

EIE - R T 9T 0T ET . AV EBRT. A7)0 UIT =TI
Wi/ — Ry RESE

-F/4% -1000BaseT | ¥ 7&K E

F/7F LY -100BaseT UV Ji&RE

BIFT -V TBRUIT =TI Ry REE

SFP 1Gb/10Gb:

EIG - R T T7 0T AT AV EERT. A7V 0RBUIT =TI
B/ —F Ry REE

B4 -10Gb V) VU RE

HBIFLVY -1Gb UV URE

HRIFT - DOV =TI A - Ry REE

XY LT—=0A4VI—T 1R

#l:

EIG - R T =97 0T ETa AVEERT. A7 V0B UIT =TI
B/ —H xRy ~EE

-F/4% -1000BaseT | ¥V 7% E

F/F LY -100BaseT U Ji&RE

RIFT7 -0 UIT =T IA - Ry FEE

SFP 1Gb/10Gb:

EIG - R T T7 0T ETa AV EERT. A7V 0RUIT =TI
B/ —F Ry REEE

H/4% - 10Gb V) VU RE

HBIFLVY -1Gb UV URE

HRIFT - ORUIT =TI A - Ry REE

AV =)L MGMTA 59— 1 —X
A LVYLED - EREE - 2l EROWE/Z 7 (Ta7IVERETIVE). 77 8%
4F LED - Y RT LT ’774t74 S BE. AT7FREA YV TIOTAETARL

USB 3.0



Nodegrid Services Router 7 7 = 1)

Nodegrid Services Router (&, V7 bD 2 7EHERY b7 —F> 7 (SDN). FiF5h (O0B) B,
DevOps. EHFEFED 7 T —ILA—/N\—, Ry H—_ SD-WAN, UE—NTSVF 771 X, INEIEEE.
BLURY b7 — U HEERENL (NFV) MEER (CERETS N TSy b7+ — A28 T,

Nodegrid Services Router

NODEGRID Services Routerld. V7 bz 7EHERY b7 —F>7J(SDN), FiFINOOB)EHE. DevOps. #
wamD7 =LA —=NN\—, RyH—_ SD-WAN, UE—N/TSVFFT7 1R, IINGEH . Xv+T7—7
HEBE(RABMY, (NFV) #BER (CERETSNEET®Y 25— A -V 75 v b7+ — L858 T,

o #—7V 7L —LA"TJ—7%. Modular Services Router

o JSUXIMBREY 2 —J)L-520y =

e GbE. ¥ 7))L, SFP+ 10GbE, PoE+, USB. M2/SATA+7 T+ AL —Y EiNOVE 21—
Ta4VIBEEYa-IL

e TUTEEI v k

o IVtO-ILTL—VET—5 TL—-—VODEE

N—FD 70

TAT A B
CPU Intel Multi-core x86_64 CPU
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AG/LTEET LD 7 =)L A —/)\—

TF—brD A BIORIVFIV=—T 1 VT T —7)HEE

SSL VPN & IPsec

JE—rUA FRAOFEIPZ DHCP U —/N\ [CEEHRA D, WEDI —FYZETECETRAITT

77470 —I-RE. FzvIRYIREFVICLET

ZE - ERAERESSINEI VT NIS7 v o 70R0ILE BERAM—F LN, BBE

Fryv L™

o EFHIMHEER - ZBENRETDHICKBETRWNIT TNA ADIRREICET 27 7 — FEZ(FEW .
ZOREZBETHRALET,

o F—4U AL —3>3> -Puppet, Chef, Ansible, RESTful, ZPE Cloud

o WEFAH—KRENUTWIFiIRY ARy b EEFET ZH. PoE+/R— L ZNLUTEDDAP (77 2RRA
v h)ZEEMULERT

e SUVEGMERIRIZIEBETCILFITINBA VI —T -

N—E9 70



CpPU

AEUER L
=5

A5 =T 1x—

NIRRT

RGN

7Lz
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CPU Intel Multi-core x86_64 CPU
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B8 1.2kg (2.6 Ib)
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91 New virtual machine - Nodegrid (ESXi 6.5 virtual machine)

<(EITITNND  Seleot oreation type

2 Select a name and guest 0S How would you like to create a Virtual Machine?

3 Select storage

S Create a new virtual machine This option guides you through creating a new virtual

5 Ready to complete machine. You will be able to customize processors,
Deploy a virtual machine from an OVF or OVA file memory, network connections, and storage. You will need

to install a guest operating system after creation.
Register an existing virtual machine
4

e Nodegrid Manager IRIENX > > DT DB/ [ZFi]ZIEV . selectas [ X~0S 7 7ZU—]&EL
TLinux, [7°X k 0S /Y—=23 & UTHEO Linux (64Ey R)EBIRL. [ANEI )Y I ULET

1 New virtual machine - Nodegrid (ESXi 6.5 virtual machine)

v 1 Select creation type Select a name and guest OS
Specify a unique name and OS
3 Select storage
4 Customize settings Name
5 Ready to complete | Nodegrid

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.
Identifying the guest operating system here allows the wizard to provide
the appropriate defaults for the operating system installation.
Compatibility ESXi 6.5 virtual machine v
Guest OS family Linux v
Guest OS version Other Linux (64-bit) v

’ Back l l Next l Finish Cancel

A

o MUWREBRYVAICHERT ST —9 ALL—YDBREZTERL. LAINEV VY I ULET




I %) New virtual machine - Nodegrid (ESXI 6.5 virtual machine)

¥ 1 Select creation type Select storage

V' 2 Select a name and guest 0S Select the datastors i which 10 Store the configurasion and disk Sies.

CE——
4 Customize settings The ) s e SH008 friom T CRstifglon recuscn Tl you SARciNd, Seect e castiogtion datssions for
3 Ready to completo e viral machine confdiguration Sles and o of e VY dieks.

v Capocity ~ Free v Tye v Thnpro.. v Access v

Name > .
‘ aaaston 15718 16778 VWFSS Swpported  Sighe
1 Rems
Back Fingh Cancal

o [REDHIZ Y1 IEET. ROFBEZENDILET:
CPU: 2<br>XE: 4GB
N—R7T 1 X7:32GB
sCSlav wa—Z:iUSiazyo/NZ LI
Ry T —=0T75F 745 _E1000 51 T D2
RN &2y I UET

E COERR/NRETHY . BDELCIKEU GRREIZVEDHVET,

7 New virtusl macking - Nodegrid (ESX) 6.5 virtasl maching)

¥ 1 Salect creation type Customize settings

V' 2 Select a name and guest 05 Contgum 17 vrhas machion Fartunam and vitusl machine addtonsl cptions

Vv 3 Select storage

AT (] i orios

G Ready 10 complete
I Addhard cisk W AGd network adapeer S Add other cevice

» @ cPU 2 O
» Ml Memory 4 G8 v
» 23 Harc disk 1 o ¢8 v
» B3 SCSI Controfher 0 18 Logo Parsiel v

US8 controder 1 USB20 v
» W Network Adapter 1 UM Natwork v G Comect
» R New Network Adapter WM Network v @ Comnect
» %9 CDOVD Crive 1 Hast dmvicn v @ Comnect
» 8 viceo Cad Spacity custom sattings v
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v 1 Seloct creation type Ready to complete

V' 2 Salect & name and goest 08 Raview your setings selecton batore finishing the wizand
v 3 Seloct storage

Vv 4 Customize settings

5 ooy o coven [ =
Name Nodegnd
Datastomn datasioset
Guest OS name Orner Unux (64-be)
Corpatbiey £5X 6.5 wiual machne
vCPUs 2
Memory 2GB
Network adaptens 2
Network Adspnr 1 network VMW Neawork
Network adapear 1 type £1000
Network adapter 2 network VM Neawork
Network adeptnr 2 type £1000
IDE controder O DEO
1DE controder 1 DE1
SCH controfler 0 US! Logic Paraiiel
Hird g 1

Nodegrid Manager O1 > X ~—Jl

Nodegrid Manager V7 b7z 704 >V A k= ILAE:
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@ Nodegrid

NodeGrid Boot live

To proceed with installation you must accept the License Agreement,

'view' to read the License Agreement or 'accept’ to agree with it: accept_

o 1VAL—IJLOBRET., 77MIILREREIYVICOE—an, YATADEHTHEEFHLT
Nodegrid Manager DNEBILE T, [ENTERI &7 1) v U U TEBRZRET 5H . BRHEE TEET
BPOZEFEERT,

A Nodegrid

isk /devssda: 34.4GB

Sector size (logical/physical): 512B/512B
Partition Table: msdos

umber Start End Size Type File system Flags
18649kB 99.6MB 98.6MB primary extd
181MB 281MB 181MB primary
201MB 12802MB iI881MB  primary boot
1282MB i14.4G8 11.2G8B  extended l1ba
1284MB 1384dMB  99.6MB logical

b 1385MB 1I31S5MB  9437kB  logical

| 1316MB 1816MB 588MB logical

8 1817MB i4. 4GB 18.568 logical

hecking current file system

Probe HD: Directory 7var or root home directory not found.

Formatting partitions to ext4 ...

ounting all partitions before start copy

.reating swap areas

Copying rootfs file

Generating factory default settings files
Preparing second boot partition...

Installing grub on 7devs/sda?

emove your installation media, and press ENTER

o ERZEHET S & . Nodegrid Manager MFIE I E—HMERAIEECRL) . BREDEBHENET,



B Nodegrid
Booting ‘NodeGrid Platform 4.8 Cirrus’

input_data: 8xB888868888819ba276
input_len: 8x80800808088429974

putput: BxBBBBBEBBE1868686888

utput_len: 8xB8088888888dd28c8
kernel_total_size: 8x808808080080a606808

Decompressing Linux... Parsing ELF... done.
ooting the kernel.
INIT: version 2.88 booting

Please wait boot ing
INIT: Entering runlevel

Event Notification from nodegrid. Reported on 2818-88-82T11:48:332. Event 1D 181
: The system has started.

26 2818 84:46:81 nodegrid sdevs/ttyl 8.8.8.8

Nodegrid Platform B4 V(L3 &, Ay - RCOJA 7OV T RHARRINET,
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2—=N—2—F—(F. rootTH'Y. T7FILLD/INZAT— RldrootTd, ZDJL—ba1—HF—(F. Linux
OSI[CSHELL 7R TEZEFIN. Web 1M1 V9 —T7 1 —RCET7 IV ERATEE A,

Nodegrid Platform (. &7 #JL L T. DHCP IP BREDEML SNIIRETRESNE T,

i¥:Nodegrid Platform (&, DHCP Y —/N([CEENELE LIBEPER TERWESE. ETHO T
192.168.160.10 TWH&ELZX T,

MEZVHTENTWLWBIP 7RLR OJ4 v ZEEBEIL—Y— & UTNodegrid Platform (C&#RI L .
[Ry T —7#6G] BECBELET,

IRED IP 7 KL AZE#HBIUET - WebUI

o F7#)LFD/INRT—FRadminT. admina1—t%—&LTOd4 > LET
o Xy hJ—UCREREUET &4k



JJL nodegrid & admin@lab-boldsr.localdomain v @ Help ® Logout
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Network anaged Devices Cluster Security Auditing Dashboard

Settings Connections Static Routes Hosts SNMP DHCP Server SSLVPN

Network :: Connections & Reload

Name Status Type Interface Carrier State IPv4 Address IPv6 Address MAC Address. Description

BACKPLANEQ Connected Ethernet  backplane0 up 10.10.10.11/24 1e80::290:fbff:fe63:405a/64 00:90:b:63:40:52

ETHO Connected Ethemet  eth0 Up 192.168.2.178/24 :641:100: | 2601:641:100:c400::8293/128 | fe80::290:fbff:fe63:405b/64 00:90:fb:63:40:5b

hotspot Not Active WiFi Down

IMED IP 7 F L AZHH - CLI

o 774 )LE®D/INRT—FRadminT, admin& LTOY 1 >
o IEDIRTEZ show /system/network statistics/ TN

i 61:

[admin@nodegrid /]# show /settings/network connections/

name status type interface carrier state ipv4 address
ipv6 address mac address description

BACKPLANEO connected ethernet eth0 up 192.168.10.252/24
fe80::290:fbff:fe5b:72bc/64 ed:la:2c:5b:72:bc

ETHO connected ethernet backplane0 up 192.168.29.3/24

fe80::290:fbff:feb5b:72bd/64 ed:la:2c:5b:72:bd

hotspot not active wifi down

FNIP 7 FLADES

o DHCP H—N\ZXY T =V TERTERVGS. £(EEIP HSENIP (CEELEVES.
RYERT—UONSGA—IERELET,
E: AT TlIE, BISC IPv4 Z{ERULE T, IPv6 (£, Nodegrid Platform TRE(CHR—kENT
P, BUAZ 2 —CHEYBERENCHBWNEETET,
B IP 7 RLADES - Web UI
o v kTJ—UI(CFEE: &k
0 RETBDAVI—TT—RETIYY
o NWERFFMEIRM



f nodegrid : & admin@lab-boldsrlocaldomain ~ @telp OLogout

Zednyy Dashboard

Settings Connections DHCP Server

Network :: Connections & Reload

Name: 1Pv4 Mode No IPv4 Address
© oHep

(o
Type: Static

o
Interface:  €th0
IPv4 DNS Server:

Description:
IPv4 DNS Search:

Connect Automatically
IPv6Mode @ NolPv6 Address

Set as Primary Connection Address Auto Configuration

Stateful DHCPVE

" Enable LLDP advertising and reception through this connection
Static

IPV6 DNS Server:

IPV6 DNS Search:

o REFIZEVUYY
AR IP 7 F L ADES: - CLI
e BHORY FT—04Y9—71—RICBBILET

[admin@Nodegrid /]# cd settings/network connections/ETHO/
o XYNT—UAUH—T7 1 —ADRE

[admin@Nodegrid ETHO]# set ipv4 mode=static

[admin@Nodegrid ETHO]# set ipv4 address=<IP_ADDRESS> ipv4 bitmask=<BITMASK>
ipv4 gateway=<GATEWAY>

[admin@Nodegrid ETHO ]# commit

1

[admin@Nodegrid /]# cd settings/network connections/ETHO/
[admin@Nodegrid ETHO]# set ipv4 mode=static

[admin@Nodegrid ETHO]# set ipv4 address=10.0.0.10 ipv4 bitmask=24
ipv4 gateway=10.0.0.1

[admin@Nodegrid ETHO]# show

name: ETHO

type: ethernet

ethernet interface = eth0

connect automatically = yes

set as primary connection = no

enable 1ldp = no



ipv4_mode = static

ipv4 address = 10.0.0.10
24
10.0.0.1

ipv4_ bitmask

ipv4 gateway
ipv4 dns_server =
ipv4_dns_search =

ipv6_mode = address_auto_configuration

ipv6_dns_server

ipv6_dns_search

[admin@Nodegrid ETHO ]# commit

MWELCKHUT, o199 —7 1 —ACDOVWTERUFI

BCHREWLE T,
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Nodegrid Platform (&, WebUl DEJLRZNULTT7 IV ERATEXRT ., COA VI -7 2 —AlEF. IRTD
=Ty bTNAZANDORERT IV CRETZY M7 #—LADBRELEBZEARECLET,

Web Ul (&, ENAILT ST ZEZL HTMLS [CRIET 2 IR TORMT VT (CHIELTLET,
Internet Explorer 11, Edge. Chrome. Firefox [ZEHICT A TN TWB T ZOHTT,

WebUl (&, MTFO—MREIBA LSV F v ZRELET,
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Cluster

Security

st A

TIORAAZ 2 -5, IRTOA-—HF—HIEEBWRT/N\A ACHELCTIEX
TEFXI, ChiCkY, BYRT7 IV EAFAZHFEOI-—F—E. Ev>arvzH
L. BREFIEL. TN\AR0OFXF VT DOFEEERT B ENEEETT,

BIfIAZ 21— (C>E. AT AERERDPY U7 ILR— L O#ETRE . —RRINRHEE
BRE Y AT LABROBEDSRRSINK T,

AT LADAZ 2 —TlE, BEEE (X Nodegrid Platform T—RRIIZEIE Y X &
(77—LVzTOEM. N\vI7v7, BIH ZA4EVARBRE) ERTTEEYT,

[RY FT =TI AZa-D5, IRNTORY bT—=01405 =7 1 — X EHEEND
T EREEEHNAEETT,

EEE(E. Nodegrid Platform /M UTEEI Z2NENHZT /N1 A&, DA
Za—-H5EM. RE. BLUVHIKRITZZENTEET,

BIEE(L, 7 F5AY AZa1—H5 Nodegrid Cluster #REE BB TEX T,

[+ a5 1] AZa—I[C(E. Nodegrid Platform 1 —H%—7 o X &—HFAI7AR
X2 VT1ZFHHITIREA T aVHHESNTUVET,

BEEQE. COAZa—-HIBEBEEILANL. OF—Yay, —HPor/o—-/N)LOoF
VIREEBETEXY,

FyYaR—FTE - -EBBEQPY vy aR—FELR-FZERLT
KRR CEET,

TTVTr—avDOAZa— . BWRREMLS 1 Y A= FERRERISE(CD
HRTINET, BEFE, @S 1 Y ATNFV BKLU Docker 7 U —
YavEBEESLUHIETEET,

CLI A >#%—7 1 —AX%Z 7 LT Nodegrid Platform (C7 VA TEEXY ., CLI(CE, ssho 547> +HO
UV=IR—bENULTT Iy b7+ —ALEBGEUTT7 VA LET, COAM V-T2 —RE. 7oV
F7 2 —LDIARNTOOAVYV =LY =Ty btyvday, BRE. BLUBEBAOT7 I RAEAREICLE
I, CLLARZIF v &, E(CWebUl A STV F v ([CRWVET,

CLI & UMTFO—MEIBA LSV F v ZRELET,
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Bz

TOCAAZa—D5, IRNTOA-—H-—HEEBNRT /NS ACHELCT I ERATEXT,
INEKY, BYRTVCAFTEHF DI ty¥avZEREAEL. EREHIEL.
TNAZAQOF YT OFMERERIT S ENAIRETT,

COT7 A —ICE. Web Ul DSEMAZ 1 —¢EY AT AR a—ZHFEDOETH#EENH
BTN TVWET, BIMERECIE. Y AT AFBRAEDY U TILR— OGRERE . —RRIEEH
FHERE Y AT LABROBMENRRINE T, Y AT LDHEEC KLY . BEE(E Nodegrid
Platform T—RRIBRERY XY (77 —LDx TOEH. NvoT7v 7, EIH. 21tV
RE) ERITTEFXRT,

CO7F#INITE. YAT A EFaUT«. BEH. BIUBENRT /N ADREERTE
A7 a7 IOEATEXRT,

CLITRHZLDOAR VY REATY a v RETNTUOE TN, —BHNBEREE LT, 2 —/BEE
(F. FEDOICLWDOHDERIERITY RICHEIT B ENTRETT,

CLI 3
XV E

TAB
TAB

1s

show

set

commit

cancel

ES7e(Es

revert

51

st A

7 TAB F—DHEAEDOET. REBNTHVERAFIELRINTOIRY B, RE.
EBATYavDI)AMDRRESNET

ARV R 1slE IREO7 #IWIDRA RSV FvEa—8BRRUET
[BWRIGEICRTR] OX Y RE. REAOE 2 —(CIREDKREERRUET

ITARTOEEEREL. set 77YaV=E O—BNBFERADOREIN Y RTHIBIN.
BEREIRDELSBEIMDOART # 7Y av=g iR TZECE>THFEDENT
BECTRVET set A 7/YaVi=fE1 # 7Y 3v2={@2

FEAEDEEFR., BERFEFESNTEVEANN NIV T B EERL. RENDEE
(. commit OAXY RTRTE - ; BMHAINBEIC, show ANV RTLEa—-TBZE
MNEETY, TORERFLEBNTEAL., REITZIVLENHIEDE. OV RO
VT ROBIDRDESBT A + [CX>TCLICRESNET, [+admin@nodegrid /1#

BREZIZY FUTRET Z2UREHBUGS . revert £7c(X cancel AN Y REFEAL
TEEETICRI CENTEEXT,

[admin@nodegrid /1# 1ls



access/

system/

settings/

[admin@nodegrid /]1# show
[admin@nodegrid /]# show /access/

name status

Device Console Serial Connected
[admin@nodegrid /]# set settings/devices/ttyS2/access/ mode=on-demand
[tadmin@nodegrid /]# set settings/devices/ttyS2/access/ rs-
232 _signal for device state_ detection=
CTS DCD None
[+admin@nodegrid /]# set settings/devices/ttyS2/access/ rs-
232 _signal for device state detection=DCD enable hostname detection=yes
[+admin@nodegrid /1# commit
[admin@nodegrid /]#

Nodegrid Platform Tld. ZXL =74 VI X7 LD Shell CHEET7 V7 ZATEXRT, CO7 7 ERE.
T7AIWETRHIL— 21— — () cEBEI1-—Y— (CLIHDB) CRENTUVET, Shell \OEIET Y
TRERF. BEIN T 02— —-[C/HETEXT (VIL-T1EI>avE8R), hE. YRTLF—
A= a3y 7O0CRATERT BHICEE Shell LTIV ERTIZUBNH 21— —(CTRILEET,
Nodegrid (&, ssh F—ZRFEC KX BHFAEM) TR, COLDBRERETR—FULET, Shell AOT7 7~
TAEHZHERL. DELCRUTT7 7R EHRIT I EZHEDULET, Shel \DT7 IV A&, SER
A—RAT AW UTREESNZEDTHBH. FEUTERTINENDWET, Shell ZBL T
Nodegrid Platform QOFEEICMASNIEEEIE. 7ov b7+ —LO—RRNBEEICELEZ R(EIIEE
MHABUET,
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ZDR—7 Access ([CIE, FHAIGERINRTOY =T v b TN\1 ADWEHARRESNET, chlTkb),
A—H—FEENRT /NI RCHECEG L. WEOT NI RADREEERL. =7 v b TN\1 %R
RIDCENTEXYT, RRSNZY—T vy bTN\A RX(E. 12— —D1ER E Nodegrid Cluster / — R®
IREDIREC L > TRESNET,

TN Aty ay

Web Ul ([CO74 Y UIcBCOA—F—DMERATEZRVIDOE 2 —(E. AccessEa—TY, cOEa—I(C
F. A—F D7V XA TE., FHAGERIRTOY —T v FOBEHNRRINET, FEY—T v LIE.
IREDEGIRE S FRAERIER Y1 TZ2RUET,

EHURRERIIRDEH W TT:
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WebUl DNSTNA Rty a vV aERIBT 2D, BEOA TS a VU HRESINTULEYT, BEH Access
T, MAERERY Ty by YaVEEERTL. BRARY VEI U I TBRREITTHLLWVEY Y 3
VERITEEY,

]]1,[[ nOdegrid . &adminglinbsioLzpesystemsocal +  @Help  ®lLogout

= o O o = w & g FE
rackin

Tracking System Network Managed Devices  Cluster uri Auditing Dashboard Applications

Access :: Table ¥ Pinit & Reload
Search: D X Connected | in-Use || Disconnected | unknown
Name Actions Name Actions Name Actions
W Device_Console_Serial = A usbss  Console @ em Console | 1 [ web |

| @ oevice_Console_ssH Console BT reou [E:jj]

INECKV, =Ty by aVDEILISNZFTRI « Y FODNRESET,

root@nodegrid:~# [

[o] (=] [m] [>][2] (@] [o] [+]

D4V EODOTELER. F—Ty by avEI—Ty FTNA RESE [CHIERTRERR Y ¥ DRI S
NI, FRHFIERA TV a3V @ BHRIAITETNA ADORECLI>TREBVET,



A7 3
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¥ Full Screen

M Power Off

& Power Status

® Close Session

st A

[EER] 47> 3V ICE REDOT /NS ADFHEEIRRENET,

[PIWVRTU=V]ITOAY RODMRRL. EEERRTICRVEY, tyvaryosy
FOBKE., TORATA XEBA TSRS NBZEFEHY TR A,

[(BREAV]IA7>av ., #EGESNTULWS Ty PDU =L IPMI FINA REN L
T 9 TYCTNARAD BEREA7(CULET,

[BEREA VATV avE, BESsN TS Sy PDU £=E IPMI FNA X &EN L
T. 9= TYRTNAAD BREAVICLET,

ey R A7V a v, EGESNTULWS Sy 2 PDU EEEIPMITNA ZAZNT L
T 9= T Y bTNAATERIIMIINEEZRTUET,

BREAT—YRICIE., EGESNT=Z v Y PDU £ E IPMI TN\A RIC K> TR N
TINAADBREDERRAT —HF ADRTINET,

COATVaviE. RETIT« 7R3y yaVvERTESRET

7oA S . BEFECHZARY ESA VAT a v ERKBNUET,

tyyavoU«VRUERLUBE. YTy FTNAREHAUSNET,

OdEE—&R—Z

Nodegrid (&, B 7 7V —>av . HTMWLS 37« AIVTNAREY Y av o1V RDETR

by TRIEEDOET, TFRAFOIE—ER—ZFDFHETT,

IEU. ARV =T 4 VI RAT LAOFFHRECEK Y, JE-JR—XAFOREEBMCTBHIC. LT
DEOBF—DIRERBEHFEDEIVELRDB L CTEELLEZTL,

e Windows P LU Linux Tld, OE—(Cld ctrl+ins &. R—RA R (C(E shift+Ins ZERLET .
e Mac CTlEd. OKF—(ClEcemd+c &, R—A (T cma+v ZFEALE T,



TEFALZENAZARL, AUV I TAZa—ZRA<D. Ya—+hy FEFERALET,

root@nodegrid: /# ifconfig etho

etho Link encap:Ethernet Hwaddr 00:90:fb:4e:09:ac
inet addr:192.168.2.152 Bcast:192.168.2.255 Mask:255.255.255.0
inet6 addr: 0: fbff: fede:9ac/64 Scope:Link
inet6 addr: 0: c400:290: fbff: fede:9ac/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:835326 errors:{ Undo

collisions:@ txqueuelen:1(Mety
RX bytes:68164411 (65.0 M Col
Memory:91300000-9137fff el
root@nodegrid: /# [| Delete
Select All
Search Google for “eth0 Link encap...”

This Frame >
View Selection Source

Check Spelling

Inspect Element

(o] [x] [m][»] [o] (@] [»] [+]

FINTL ALy aY-CL

T7OtAE21—I(3. access AZa—@CLI TEAHATE., - —I(3F. cd /access TCODAZa1—(CHIE
BETEXT, REFRAAURERRBRY —T v bZERRTBICE. O]V R show ZFEALET,

1

[admin@nodegrid access]# show

name status

Device Console_ SSH Connected

Device Console_Serial 1InUse

IPMI Connected
RPDU Connected
usbs2 Connected

TINA Aty aviE, TITH5 connect AX Y RTEHIBEMIATEE I, {FF: connect <target

name>

1

[admin@nodegrid access]# connect Device Console Serial
[Enter '"Ec?' for help]
[Enter '"Ec.' to cli ]

login:

ECLIASEIATEZDE. OVY—-IlEyYayhTF A -—ADAI VI —T 11— &ERMHTS
Ty avoOH T,
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HUET,

AE: IRT—T—UT0VRE. TINA ADERETEETEET,

MTFOAT>aVEFRTEET,

g: IA7"7
> =T VR
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g “Ecg REQDI—H—-JI—TERERT
I ~Ecl TNAABRETCEBRBSINTWVWB T L —VESEHEE
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<cr> ~Ec<cr> mA/PIEORY MMESZEIEE
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“Eci WEDY U 7IR— MERERR
s “Ecs REOEYY aveEmsBRUERETE— FICEE
a “Eca REOEY Y aveEsidBU/ETAHFE— FICEE
f “Ecf REOLY Y 3V ZRFINCHEINMV/EEAHFE—FCLET
z “Ecz BEDEGSNEI-Y—tv> a vz
? “Ec? DAYy E—IZEERILET
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EIRHTEY -4y FTERATEEXT, BEAZ1—(F. XOLDCLUTHEIETEEZT "o



Power Menu - Device Console Serial
Options:

1. Exit

2. Status
3. On

4. Off

5. Cycle

Enter option:

TN\A1 AEER

Nodegrid Platform (C&k > T#FSNZET/N\A A(CE. Y AT LLZSEHOT/NA ABHRMRESNLTL
£, - -QBFCOBERE[METE., YATLANTREITSZCLEEFAETT, chE HEDY Ty
kZ#A L WEE (T ICENITY,

REFSNTLVBIERE. BBNCHRESNIE. TN\ AREFICRESNIE. SIUERECEST
TNA A CEE[R T S NBMEREBHFEDELLEDTY,

TINA AIEHR(E. WebUI TY =Ty rBE ) v 0T 3D. CLLADTNA RICEEL T, BET/\1 R
D Access Ea1—[CRRTEXT,

TIN\1 A EEHDFRT - Web Ul

o FZENS Access:: Table

o H—SYLEEIUYITEHE, TN ADRMNERENET



(.

T IN\1 ABHRDRT - CLI

o TS cd /access/
e TIX Y R show ZFEALTT /NI ADEHAZE R

"] Device
] RPDU

| RPDU

Description
Name

Status

Type

Mode

Licensed

Local Serial Port
Baud Rate
NodeGrid Host
1P Alias

Telnet Port Alias
SSH PortAlias
Groups

Device Outlets

PDUID

Outlet Status

Outlet ID Outlet Name

Qutlet 1

Qutlet 2

Value

Device_Console_Serial

Connected

local_serial

Enabled

yes

tyS1

115200

lknbsr01.zpesystems.local

192.168.10.249

7001

17001

admin

RPDU:1:1, RPDU:1:2

Outlet Status

Unknown

Unknown

X



[admin@nodegrid /1# cd /access/
[admin@nodegrid access]# show Device Console Serial/
name: Device Console Serial

status: Connected

TINA AE 21—

WebUl (&, =7y hTNARZERT - VTV CRTBHOEEAEERMLUET., T72ILET. IN
TOA—Y—LCF—T7IN Ea—DRRTN, SIHEIRNTDY Ty ~CHELCTIECATEIENT
XTI, TOMOE2—EFERATE. 7I7/EIEUT A OPTNA ADAT I AORBEHE@MESTEE
¥, ROE1—ZFRATEXT:

F—7IEa—
VI)—Ea—
/J—kREa—
Ry 71—
Ef%E 1—

E1—H—F. OJA VBICRRSNZT 742N FODE2—FZZETEET, cnlCE, 12— —(F8BE
Ea—%ZHE. pin 1t RY VEFALET., 2 Pinit

S F—7I Pa—ld. CLl CEATE3—0OE1—T9.
F—T7IEa—

T—=7IEa—T, INTDY—T Y LTI RAEZDTNA ALY a VI ICERELCTIVEATEXT,
ChlE. BTNA ADREDREZFEICHIPI 2T —7IlCa—ZRMHLET, Ea—-CE. 2=y +
CIRERGESNTVBIIRTOTNARE, V72 2A9BEEZ N U TERTERZMOINRNTDY -7 v bH
RTRSNET,

nOdegl’id l & admin@lknbsr01 zpesystems.local v

Access :: Table ¥ Pinit & Reload

Search: D X | connected [ in-Use || Disconnected || unknown
DS coie | o |
Name Actions Name Actions Name Actions
| ¥ oevice_Console_serial m A usbss m | @ e mmm
| @ oevice_Console_ssH [ consote | weo Il [ 22  console | web

Ea—-TE REDTNAADRAT =9 APZOMDRRFHTREDI A LET 1 VIV TTER
¥, MEDTNARADRAT—FIATT74INIV Y TTRICE. AEBOTNARRT—9AT7A IV &Y
Dy 7 UET, UMTORITE, ZERRE (ZEHEERP) TTNARET 4 NF VYT ULTVET



nodegrld : & admin@lknbsr01.zpesystems.local ~ @ Help O Logout

Access :: Table ¥ Pinit & Reload

L
Searchs D X [ I 1 oiscomnected | unkoown
DI cone | o |

Name Actions Name Actions Name Actions

| ¥¥ oevice_Console_serial [ console Il [ s LT [ console | wes I 17/ MY [ consote | kv | wes

FUBERBRREATY a v BRRT7 4 —ILRDSFEATEEXT, #FHAICOVTE. Z N\ RDEEES
BLTLEZW,

YI)—Ea-—

Y1) — Ea—I(Cld. Nodegrid €y b7y 7OMERBCEDKINRTODY Ty hHARRIN, &5 —
Ty ~DOEGERIBTEEXT, Nodegrid &, HE., 7—F V57 —R. T&IvIRE. 2Z0OT —
avCEDWEY Ty FTNAALCERELCT IV EATEEXY, Ea—to>¥aviE. or—ave
TINAADIA TICEDL 71 L9 ERIEUET,

nodegrld : & admin@lknbsr01 zpesystems.local v @ Help ® Logout

Access :: Tree ¥ Pinit & Reload
D
Search: D X | connected | in-Use || Disconnected | unknown
Sresults
View Name Action

Devices | 9 Iknbsror m
Appliances A usbs3 m
e e Enm

| @ Device_console_sst @n

| B reou [ consote | wes
G | o e | e
1

"I Outlet Name Outlet ID Outlet Status
O | 2] outlet 1 1 unknown
O | (=] outtet 2 2 unknown
O | (2] outlet 3 3 unknown
0 | (2] outlet & 4 unknown
O | (=] outlet s 5 unknown
O | 2] outlet 6 6 unknown
O | (2] outlet 7 7 unknown
7 | (2] outtet 8 8 unknown

| ¥¥ oevice_Console_Serial m

FUBEBRRATYa v BRET7 4 —ILRDSFEATEEXT, #HIICOVTR. TN\ XDEEES
BLTLLEZ,

/—FEa—
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JS2AIRDITRTDY —7 v k& Nodegrid 1=y FORERWENEFE(CESINET, Ea—TH—
Tyh/—REIVVYOITRE 9=y b TNA RABREBEH(CT IV ERATEET,

FUBEBRREATY a v BRRT7 4 —ILRDSFEATEEXY, #FHAICOVWTE. Z N ADEEES
BLTLEEE,

Iv7TEEa—

Ry7Ea—TRE, 7O0-/NIIyTLEDTNA RADBRED AT — Y REERTE, 2 AIADINT
D% =47 v k& Nodegrid 1Zv FOREBBEIEENE T, Xy 71— (& EERUEBBREEYL
NIVETHRRCEXT, Ea—TR. =Ty /—FREIUYI LTI =Ty T N1 ADIEHR &1
CT7 I EATEEXT,

Jo—-/N\)bEa—
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Access :: Map X Pinit £ Reload
L
Search: D X
4results
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‘ L nOdegl’id ] & admin@lknbsr01.zpesystems.local ~

Access :: Map ¥ Pinit & Reload

Search D X

4results

De
€U0 Stragy

KVBERKREA 7> avid. RE7 1+ —ILRDSEHRTEEY, #FHMCDOVTE. ZTN\A RADREES
BLTLEEU,

BEEE 1—

BEfRE 1 —Tl&. Nodegrid 1=y b, =7 v b TNA1 R, BLUBEEBEROHRAYLE 2 —ERRTE
£9., 707y at I —ERCKZIEENINETYT, FHCDOWLWTIE. BAHYI— TR— |k suppor
t@zpesystem.com [CHBULVEHE LTZE0Y,

RE

Nodegrid Platform (&, BE(CIRETE . MEBERFERDY—T Y bTNAALT IV EATES . SERIR
REREERM UK T,

FINT ARE

TINAZRRREFE, IRNTOFT/ VT XE2—TERTE. BE2—-THY—T vy bTNA AZBECRES &
U74IF VY ITEFRT,

TNA AERRF, FE2—DELRBCHZIRE7+ —ILRE CLLOT7 V7 EZAAZ2—0OIOX Y K search
ZEA LT WebUl TPV EZRXTEEXT., NodelQUERSRBIRETIE. HRILT7 1 —ILREZLTNA
A27ONT 14714 —ILRERRTEEXT, COMEEL. RY >V R70V1=y OB, Cluster BRERAD T
ANTO Nodegrid 1=y FE2ATHARCEELET ., YRATATIE. TNAMRORE, FiLEMNETNET


mailto:support@zpesystem.com

NAR BIONY I TS0V RTOTONT 1 CEATZINTOERIPBE TERNE T,
BREZ7 4 —ILETR. KTFOF—7— I R—- SN TVET,

F—7— K

sli:lﬂ

z]
[MREXFI] RENREBZDINFIDO—FHXICEEEERTREXFS

AND M OREYZEIE AND TEHEHEET

o R ORELTINE OR THBEDEET . BHOREXSIIEOST 1L - Ol
S5

NOT BREXZINIC—HTZIRTOY 4 v LIRS NEBA

Zﬁ‘”F BRDOT 1« — )L REBICHT BREXTFIOMHRELT LET

FF—T7—FAND, ORB LU NOT FAXFENWXFEXBTSH. Tandy . Tory .

Moty (FREXFIIE LTHBISNE T,
ERET 4 —ILRT—FEDRILT = ILRET—% (“BEE I —-TREDTI-T&SD). IPT7ERL
2., FEFEFEETNA RERETB(CIE. UTOFICHRE> TLIESLY

AND Z{ER U7l
“PDU AND IPMI"
Search: | PDUAND IPMI D X | connected Jin-use || Disconnected [ unknown
1result
Name Actions
@) e mmm

[admin@nodegrid search]# search "PDU AND IPMI"

search: PDU AND IPMI
results: 1 result

page: 1 of 1

[admin@nodegrid search]# show

name status action

IPMI -

OR Z{EM UT=ffl

"PDU OR IPMI"



search: | PDUOR|PMI ‘ D X

4results

Name Actions Name Actions
@ EDmE 1@ enm
| ¥¥ oevice_Console_serial  console |

[admin@nodegrid access]# search "PDU OR IPMI"

search: PDU OR IPMI
results: 4 results

page: 1 of 1

[admin@nodegrid search]# show

name status action

IPMI -
RPDU -

Device_ Console_ SSH

Device Console_Serial

"PDU IPMI"
Search: ‘ PDU IPMI ‘ D X
4results
Name Actions Name Actions
® EDmm 1 eom
| ¥% oevice_console_serial  consote

[admin@nodegrid access]# search "PDU IPMI"

search: PDU IPMI
results: 4 results

page: 1 of 1

[admin@nodegrid search]# show

name status action

IPMI -
RPDU -

Device_ Console_ SSH

Device Console_Serial

NOT Dl

"PDU AND NOT IPMI"

Name

Q) Device_Console_ssH

Name

G} Device_Console_ssH

| connected | in-use

| connected | in-Use

Disconnected || Unknown

Actions

Disconnected || Unknown

Actions



Search: | PDUAND NOTIIPMI D X Jcomected Jinuse [ oisconnected [ unknown

Iresults

Name Actions Name Actions Name Actions
| E& reou B | © oevice_console_ssH EEB 199 oevice_console_serial  Consoe

[admin@nodegrid search]# search "PDU AND NOT IPMI"

search: PDU AND NOT IPMI
results: 3 results

page: 1 of 1

[admin@nodegrid search]# show

name status action

RPDU =
Device Console_ SSH -

Device Console Serial -

71—V EREFERLESH

n . n
name:PDU
Search: | name:PDU D X | connected  [in-Use | Disconnected || unknown
1result
Name Actions
1@ o EDm

[admin@nodegrid search]# search "name:PDU"

search: name:PDU
results: 1 result

page: 1 of 1

[admin@nodegrid search]# show

name status action

RPDU -

JO0-NIVRE

JO0-NIBREA T 3V, WebUl TIERTEEY, [RR] 7« —J)LERE. BEOI-Y—iEReOYy
TOCATYavoECHZIZBEBEOLIBICHDET, J7O-/NIURRE., T/\1 AREKEREERICHEEL.
BUF—T7—RZHR-—FULEXT., RREIXNTOEBERTHETE., IRXTOY—T Y ETNAREY —
Ty bty avCERICTIVEATEXY,



TNA AEHE (BENRT /NI RX)

EBENRT/NI X7 a v TR =7y bTN\1 ADFRE. 1ERL. BIBRHAEETT . Nodegrid
Platform(d. U 7JL, USB, £fldRy b —VRBHATEGNDY—T vy bTNA RETR—FUZE
9, BE. XY ET—=I9XR=ZADT/\1 R Telnet, SSH, HTTP/S, IMPINUI—>3>, $KXU SNMP
TlE. Zo7O0RJIDBTR—FTNTVET,

BWHADIER. FILWY =Ty T NA AZERT B ODERA T avHHb) £, FEITHEMH/ME
B, FIC(FRENFIRETT,

AT ACEBMESNIEEEEBYRTNAR(E. TS0 1 €V X% 1 DFERALEIT. E1Zv b
(. "MER— FDEENN-—FTBDCTRRKATA YV REFHEATHEBINTLEDT., MEBR-FZ
FHTBHCENUNLEDSA LY ABRESDY TR, BT NI AOEEZAREICT B7cHC. O
ZYRCIAEVREEBMT B ENTEXRT, F1 2 ROFMHRNMINTGL Y ¥ AT ADSHEIFREN
VT BE SAEVADEHEBABZTNA AR, AT =Y AN ESM Y X" ORELCEESINE
¥, TOBHREZ AT ALRFSNEIN, 4BV RADBWTNA RET I EAR-J[CRRENT .
A-—F—-BFENSCEETET B, TIEAR-JCRB MV RN T N1 ADHHRRETN, 7
VLA EEBRBICFERATERT, BEENRT/\7TXE2a—DORLRBIC. YATLRDOESA VX, ERAF
DESA VA, FRATUERBES A EYADRRSNET, #FHlE. 24V 2ESRBL TS,

Nodegrid Platform (&, ATFD% A4 7OBEWNRT/NA REYR-—FLET,

e RS232 7O hIJLEERT SV —)LiE4%:, Nodegrid Console Server & KU Nodegrid Services
Router 7 7 1) —THR— TN TULET,

e UTFZEFEHIZY—EXTOYyT—FTNIA:

IPMI 1.5
IPMI 2.0
HP iLO
Oracle/SUN iLOM
IBM IMM
Dell DRAC

o Dell iDRAC
e ssh 70Ok JJLZ{#EMA L7=Console Serveriz4i
o BT #{EMA LT=Console ServeriZ#i
VertivACS 72>y 77=1)—
Vertiv ACS6000 7 7 = 1) —
Lantronix Console Server”7 7 = 1) —
Opengear Console Server7 7 X 1) —
Digi Console Server”7 7 1) —

o Nodegrid Console Server”7 7 =) —
o UTEFEARALILKWM(F—R—F, ETZF. XVR) R v F

o VertivDSR7 7=1)—
o VertivMPU 7 7X1)—

O O O O O O

O O O O o



o Aten Enterprise KVYM 7 7 = 1) —
o RaritanKVM 7 7 = 1) —
o ZPEYRFTLKYMETY a—-)L
e Sv7 PDU
APC
CPI
Cyberpower
Baytech
Eaton
Enconnex
Vertiv (PM3000 & & U MPH2)
Raritan
Ritttal
Servertech
® (isco UCS

0O O 0O 0O 0O o o o o

(¢]

e Netapp
® |nfrabox
o UTHLDRERY Yy a3y

o VMWare
o KVM
°« Y-
o ZPEVRTLDBREELEEELY Y —

FRTNARE, T/NIIAZ2—[CEBMTEXRT, AZa— LR, ROF TV avERHLET:

enable . disable. reset . OKIUMIER— ~(CIEGHGINT=T /N1 X configure
add . configure. BLURY R T—VEGEEN U TEGEINTET /N1 X delete
rename BEFEDT/\A R/R—

clone BEEDT /N1 X

BGEE—FZIEWP<SKEET SI(CIE on-Demand

2 1) 7 I)LIR— k D{ES Bounce DTIR ZIE(ET B (C(X

INBEDIRTDVWTNOERTTBICIE. TORYVEI I T, FITT/\1 AEEIRL WebUl D
RIVEII)Y I TS, FEECLOORY FEERALET,



WebUI ESER— + 1 0fl

[ no d e g g i d : & admin@lknbsr01.zpesystems.local + @Help ® Logout

&

Managed Devices

Managed Devices :: Devices & Reload

Access: ( Licensed | Used | Available ): 17]15| 2
Filter Monitoring: ( Licensed | Used | Available ): 00 |0

144 | e J oY e ctoe | cratte st Jon e | it ] curem

~1 Name Connected Through Type Access Monitoring

Device_Console_Serial ttyS1 local_serial Enabled Not Supported

ttys2 tys2 local_serial Disabled Not Supported

CLI BEIZER— ~ 2 Ofl

[admin@nodegrid devices]# rename ttyS2
[admin@nodegrid {devices}]# set new_ name=Port2

[admin@nodegrid {devices}]# commit

STIVTINT X

Nodegrid Platform (&, FBERIEERS U 7ILBLVUSBS V5 —7 1 —RAEN LT, RS-232 ¥ 1) 7 L%
ZYR—FULET., R—FEEIRESNT[TNA AN AZa—([CRRSN, BEREBITBIENTER
T =T Y RTNAZANDT IV EZRERBITZCE. ER—FZEMCLUTRETIUNENHVET,

Nodegrid R— R ZERET DHIC, =T Vv T NA ROV Y = I)LIR— FDREERIETICHEB LT
W REDTNARIE. R— DT 7 #)L T3 9600,8,N,1 ORELEFALET

Nodegrid Console Server S 1) — X (&, EVERE (LAY —HLUCisco) EEGREZHENICKRET S
LT BE/OEREHEMNTZSELREMREEYR—FUET,

Serial Devices M:iX7E - WebUI

o TZEN Managed Devices:: Devices
o R—+&EVUYITED. R—rZEBIRUTEAit &V Vv I ULET, EEHR— ~ZREIRATEE
o ROEZMHALET:

© Baud Rate ¥ =7 v b7 /N\A ADREC—HITBZELVREECRESINTLIHE DD,
Auto
o parity IETERIREIRME: AL (T 7 IV ). FH. FEEH
O Flow Control ?aE—Jﬁ RME: LU (T7 IR VIO N—RKDxT
© Dpata Bits JEERIRE/RE: 5. 6. 7. 8(T 7 #JL k)
o0 Stop Bits 3E E—J BETRE: 1
O RS-232 signal for device state detection IERERJBE/RE: DCD (77 # )L k). & L. CTS
© Mode IETEFRIREIME: BRI A>T N>R HR



o 773V T. CORTNARODRREEFEFIHT 2REEAEITZENTEET, FMICDOL
Tl N1 2ADEEZESRBRLTLIESU)

i [ nodegnd & admin@lknbsr01.zpesystems.local v @ Help ® Logout
Managed Devices
Preferences
Access Management Logging. Custom Fields Commands
Managed Devices :: Devices :: ttyS2 :: Access C Reload

Name:  tys2 Address Location: B] @
Local Serial Port: 52 Coordinates (Lat,Lon):
Type: local_serial WEB URL:
Launch URL via HTMLS

BaudRate: | 9600 : lcon m =)

Mode: | Disabled

Parity: None

Flow Control: | None
DataBits: | 8
Stop Bits: 1

RS-232 signal for device bco
state detection:
Enable device state detection based in data flow
"] Enable Hostname Detection

Multisession

| Read-Write Multisession

ST IVTINA ADFRE - CLI
o TZEfS /settings/devices
o R—rBRDIY Y Redit ZFEALT. R— FREEZRBEUET, BER— FETEHTHE
e X K show ZfFA LT, MEDEERRS
e OV YV Fset Z{FAULTUATOEERAELFT:
o baud rate =7V ;TN\A ZADFREC—HITBELVERECRESINTULIHE DD\

Auto
o parity IBERBEGME: KL (T 7 2Lk, F#H. £c31BE
o flow control IBEABERME: AL (T 72V Y7k 7 N—F7x7
0 data bits IBEABERME: 5. 6. 7. 8(T 7 #JLF)
o stop_bits FEERIBE/RME: 1
O rs-232 signal for device state detection IETERJEE/R{HE: DCD (T 7 #IL k). & L. CTS
o mode IETEFIREME: BRI, A>T XK. B
o #73aVT. COBTNARORTEEFEHHT ZREZRHET B LN TEXT, FMAICOWN
T TN\A 2ADEFEESRBLU TS




o commit INY RT. REEEHULET,

[admin@nodegrid /]# cd /settings/devices
[admin@nodegrid devices]# edit ttyS2
[admin@nodegrid {devices}]# show

name: ttyS2

type: local serial

address location =

coordinates =

web url =

launch url via html5 = yes

baud rate = 9600

parity = None

flow_control = None

data_bits = 8

stop bits =1
rs-232_signal for device_ state detection = DCD
enable device state_detection based in data flow = no
enable hostname detection = no
multisession = yes

read-write multisession = no

icon = terminal.png

mode = disabled

skip_ authentication to_access_device = no
escape_sequence = “Ec

power control key = "0

show_text information = yes
enable ip alias = no

enable second ip alias = no

allow_ssh protocol = yes

ssh port =

allow_telnet protocol = yes

telnet port = 7002

allow_binary socket = no

data_logging = no

[admin@nodegrid {devices}]# set mode=enabled baud rate=Auto

[admin@nodegrid {devices}]# commit

H—EX7O0tyvTF/IN1T R

Nodegrid Platform (&. IPMI 1.5, IMPI 2.0, Hewlett Packard ILO's, Oracle/SUN iLOM's, IBM IMM's.
Dell DRAC # & 1} IDRAC 72 E DEHID IPMI R— XD —EX 7Oy HEHR—FLTWET,

Nodegrid TTNEDTNA REBBITB(CIE. 7—T v bTNA ZANDBENBERY b7 —VEGEHDNNET
9, Zhld. Nodegrid BIEOERRY T =04 V9 —T7 1 —AENULT. £EEFEORY b7 —04%
GENULTITSZENTEZEY,



Nodegrid (&, H—ERX 7Oty OROMEE Y R—FUET,

Y -—EXRTOY Y OMEEC K > T, —HBOEBEEFER TS RVEENH VXY,

Serial Over LAN (SOL)

Web 1/ >%—71—X

KVWM tv>ay

RIEBAT « 7DHR—F
BHER

F—=50Ff>7

ANV ~OFVT

Z v PDU &N LTI E R

SOLZHTIOVY -7V AT BHEEF. T—NLETBIOSIVYY—=)LUFAL I EOSTVY—IL
)54 LY~ (BE Linux OS A) €EBMICT BUENDUET,

.|j.

EX70tvyYF/\1 XDIEN - WebUI

Managed Devices:: Devices [CREEJL.

MYV Add &7y I LT TNAREYRATACEMULET, COBIOBENE LT, LTOIEHRE

RHLET:

BN 3T —NOEZRZEANNLET,

H—EX70vyYDIP7RLRZEANLEZFT, Nodegrid Platform T IP 7 K L A (CEIERBER O
EEERLUET,

Type 7 4« —)LR T, FHEPOY—ER 7Oy (C—HIT 251 TEIBIRUE T, I8ETEERE:
ipmil.5, ipmi2.0. ilo, ilom, imm. drac. idracé

OJ4 VBRI -Y—EREHRZIRMT 3158, T—EX7Ot YO username & password & A\
79I BH. Ask During Login 7 /> a vV aERULET

REFEIRYVED VY I UET,

A7 avT, COFTNARADRRENEEHHT IHREERAET S ENTEFT, FMAECDOL
TlE. TNA ZADHFEEESB LTI,




1)\ nodegrid PR
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Managed Devices Cluster
Preferences
Access Management Logging Custom Fields Commands
Managed Devices :: Devices :: IPMI :: Access £ Reload
Name: 1PMI Address Location: Limerick, Ireland @
Type: ipmi_2.0 v Coordinates (Lat,Lon): 52.661252,-8.6301239
1P Address: 192.168.10.10
a WEB URL: http://%IP
Launch URL via HTMLS.
wsemame: | admin o i @
N
Mode: | Enabled +
Credential @ SetNow
Password  ewseuens ® Expiration @ Never
Date
Confirm Password - @

") Days

sk During Login

H—-EX7OtyHT/I\1 ZADIEN - CLI

o TEESC /settings/devices
® add ONYV RT. MilRTN\A REFERLET
® set INVRT. MTFTOREZES
O name
o type IBERIREIME: ipmil.5. ipmi2.0. ilo. ilom. imm. drac. idracé
O ip address
o username KXV, OJ4 VEFICI—TF-ERBEHRZRHBIT 3155, T—EX7OvH
M password . E7c(d Ask During Login 7 /Y aVEIEIRULET
o LEZ{RIF commit
¢ A7 3T, COBRTNA RDRREBEEHEHT 2REECHEIT 2 ENTEET, FMllCDOL
TR ZNA 2ADFFEESRUTLESL,

[admin@nodegrid /]# cd /settings/devices

[admin@nodegrid devices]# add

[admin@nodegrid {devices}]# set name=IPMI
[admin@nodegrid {devices} ]# set type=ipmi 2.0
[admin@nodegrid {devices}]# set ip address=192.168.10.11

[admin@nodegrid {devices}]# set credential=ask during login
or

[admin@nodegrid {devices}]# set credential=set now



[admin@nodegrid {devices}]# set username=admin password=admin

[admin@nodegrid {devices}]# commit

SSH ZHATcT NI R

OV )a—avE, SSHENLTY =Ty hT N1 ZAOEBEEBZHR—UET, Nodegrid (. <5
DT NA ZOLATOHEECIIIELET:

avyV—=ileyay
F—#OxvY

HAZ LIV R

Web v ay

Z v PDU & ULT=ERHIE

SSH TF/\1 X%&jJEfN - WebUI

Managed Devices:: Devices NZFJUL .

R addZI v LT, TINARAEY AT AICEMULET,

B3 —N\—DRBZANLET,

FINAZADIP 7 RLZA&EANSILET, Nodegrid Platform TIP 7 R L R (CEERTRERC L &AL
ES IR

Type 7 4 — )L R T, FRAFD ssh £7z(J telnet (C—KNT 25414 TEIBIRLUE T, F8EFIREIRE: 7/V
7 XAV —=)_

OJ4 VECI1——BRERZTIRMT 3155, ssh —/\D username & password Z AT %
M. 772 3 Ask During Login ZiEIRULE T

REIRIVEV)YIUET,

F723vT, COBTNARADRRENEEHEHT IREZAER TS ENTEXRT, FMAICDL
Tl TN\AADHREESRBRLUTLLIEEL,




] ‘ nOdengd . &admin@lknbsiolzpesystemslocal+  @Help  ®logout

Managed Devices
Preferences
Access Management Logging Custom Fields. Commands
Managed Devices :: Devices :: Device_Console_SSH :: Access £ Reload
Name: Device_Console_SSH Address Location: 46757 Fremont Blvd, Fremont, CA 94538, USA @
Type: device_console + Coordinates {Lat,Lon): 37.5418582,-121.9750624
1P Address: 192.168.10.252
WEB URL: htps://%IP
Port: Launch URL via HTMLS
usermame: | root OO scicc con Y

Mode: | Enabled
Credential @ SetNow

Password  esuuues Expiration @ Never

) Date

Confirm Password  susseees
Days

) Ask During Login

SSH A T=7/\1 A%ZiEN - CLI

o TLENHC /settings/devices

® add ANV RT. FilTN\A REERLET

® set DNV RT. UTOREEERE

name

type IEEABERME: 7/V7 XV YV —)L_

ip address

username KXV, OV A VIFICI—F—BERBHREREIT 555, 7/\1 XD password . £

fo|d Ask During Login A 7/ a vV ZEERUET

o TEZRTFE commit

o A7 avT,. CORTNA ADKRREEEZHIHT 2REZHERT D ENTEEXT, FMICDOW
TR TN\A2DEEZESBLTLESL),

O O O o

[admin@nodegrid /]# cd /settings/devices

[admin@nodegrid devices]# add

[admin@nodegrid {devices}]# set name=Device Console SSH
[admin@nodegrid {devices}]# set type=device console
[admin@nodegrid {devices}]# set ip address=192.168.10.252

[admin@nodegrid {devices}]# set credential=ask during login

or

[admin@nodegrid {devices}]# set credential=set now



[admin@nodegrid {devices}]# set username=admin password=admin

[admin@nodegrid {devices}]# commit

Console Server

CDV')a—avIE, Avocent B&K U Servertech @ Console Server ZE5H, TXSFBRAR VS —DE
DY — R/)N—FT 1 & Console Server 2 /R—LET., 5D T/ 4 (& Nodegrid Platform (CiBHN
TE, BESNEY -7 v % Nodegrid 7 724 7V AICEREG UIED DL D (CERTEEXT, U—
K/X—7 1 D Console Server &, 227 Y 7 TEBMTEEXT ., RIDRATY T TH—RN—F1 7734
7 > ZAH  Nodegrid [CBIIETN. KDRT Y T TEWNRITRTOR— ~H Platform ([CIBMETNET,

Nodegrid [&. ZNBEDT /N1 ADATOHREICTIIELET:

avyV—=iley>ay

pa A n L 227)

ARSI LIV R

Web v av

Z v % PDU Z N LTS R

Console Server MiEfN - WebUI

Managed Devices:: Devices ~BEFU.

AddRYVEVD)Y I LT, TINAREY AT AICEBMUEY,

iBANY % Console Server DEEZEANSIUET,

Console Server M IP 7 KL XZE AN LE T, Nodegrid Platform TIP 7 KL X (CEERIGERC & &
wRALET,

e 71 —JLK Type T. Console Server (C—F T 3514 TZBEIRLEX T, I8ERIEE/RME: Console
Server_nodegrid. Console Server_acs. Console Server_acs6000. Console Server_lantronix. Console

Server_opengear. Console Server_digicp_

o OJ4VRICA——BRBEHREZIRMH T 3155, Console Server @ username & password & A9
dh. 77> 3 ask During Login ZIEIRUET

o REFEIRIVEV Y I LET,

® X7 avT. COBTNA ADRREIMEZRIHT 2RTEZRABEIT B EHDNTEEXT, FHHICDL)
TR ZN\A ZADERFESRUTLIESL),




L nOdeg rld “ & admin@nodegrid.localdomain v
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Managed Devices

mmﬂmym

Managed Devices :: Devices @ Reload
Name: Console_Server ] Address Location: @
Type: console_server_acs6000 v ‘ Coordinates (Lat,Lon):
IP Address: 192.168.2.151

WEB URL: http://%6IP

Port: Launch URL via HTMLS

Username: admin = Icon m =

Mode: Enabled

“~

Credential @ SetNow

Password ovase ® Expiration @ Never
Date
Confirm svane @ -

Password Days
" Ask During Login EndPoint @ Appliance
. " Serial Port

Enable device state detection based on network traffic (icmp)
~) KVM Port

Console Server 7R— ~ MBI - WebUI

® Managed Devices:: Devices NBE)IL .

o AddRYVEVIYI LT, TNNAREIRTACEMULEY,

e JBfNY % Console Server IR— FDEBBIEANDULET,

e ConsoleServer M IP 7 KL XZ AN UE T, Nodegrid Platform TIP 7 K L R ([CEERIRER C &%
WALET,

e 71 —JLK Type T. Console Server (C(—F T 3514 TZREIRLET., IEERBE/RE:Console
Server_nodegrid, Console Server_acs, Console Server_acs6000, Console
Server_lantronix, Console Server_opengear, Console Server_digicp

o OJAVEICA—Y—BIREHREZIRM T %155 . Console Server @ username & password & AT
%H. #7> 3 Ask During Login ZIEIRUFT

® End Point U FZNFR—FEUTERL, R— B SZANHLET

o REFEIRIVEVIYILET,

ER— FEEETRE - BIMShEX T, FAE. BEMRHE I a Vv EZRBLUTIESTL



- ‘ (r nodeg rid . & admin@nodegrid.localdomain v © Help
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Managed Devices

Preferences
Managed Devices :: Devices < Reload
Name: Console_Server_Port_5 B Address Location: @
Type: console_server_acs6000 T ‘ Coordinates (Lat,Lon):
1P Address: 192.168.2.151
WEB URL: http://%IP
Port:

Launch URL via HTMLS

Username: admin = Icon m =

Mode: ‘ Enabled

«

Credential @ SetNow

Password  wuseeee ® Expiration @ Never
) Date
Confirm  wuusss ® -
Password Days
Ask During Login End Point i Appliance
- ] . ) © serial Port
Enable device state detection based on network traffic (icmp)
Port Number: 5
| Enable Hostname Detection
) KVM Port

Multisession

Console Server MEHN - CLI

e FZEfS /settings/devices
® add ONXYV RT, FifRTN\A REERLEXT
¢ set INVRT. MTOREZES

© name

o type I5TE FIBE7RfB: console_server_acs,
console_server_acs6000,console_server_lantronix,console_server_opengear,console_server_digicp

O ip address
0 username HLU., OV A VEFICI—T —BERBHRERMHET 5155, 7 /31 AD password . £
el EA 7> 3> ask During Login ZIBRUEXT
0 endpoint 771 7 XEUVTCERT BDMNENHVET
o THEZ{RIF commit

® #72avT. COBMTNAADRTEMEZERHT 2RELZHEITZEDTEET, FMAICTDOL
T ZNA 2ADEEESRUTLILETL,




[admin@nodegrid /]# cd /settings/devices

[admin@nodegrid devices]# add

[admin@nodegrid {devices}]# set name=Console Server
[admin@nodegrid {devices}]# set type=console server acs6000
[admin@nodegrid {devices}]# set ip address=192.168.2.151
[admin@nodegrid {devices}]# set end point = appliance

[admin@nodegrid {devices}]# set credential=ask during login
or

[admin@nodegrid {devices}]# set credential=set now

[admin@nodegrid {devices}]# set username=admin password=admin

[admin@nodegrid {devices}]# commit

Console Server 7R— ~M3&HN - CLI
25 /settings/devices
® add DNV RT. MilRT N1 REFERLET
¢ set ONVRT. MTOEREZES

O name

o

type ¥&E I BE/RME: console_server_acs,
console_server_acs6000,console_server_lantronix,console_server_opengear,console_server_digicp

O ip address
o username LU, OJ A VB CA——ERIBMRZIRMT 5155, 7/31 AD password . £
feld ask During Login F7avERIRULET
O endpoint SUTFIR—+_EUVUTEBRTDUNENHVET
o port number R— FESEUTERTI2LENDWVET
o LTHZRTF commit
® #723avT. CORTNA RADRREINEZEHIHT ZREZRHET S EDTEXRT, FMAICOWN
TR ZNA 2ADFFESRUTLLIESL),

EAR—HIEBTRYE - BIilchE T, FHlE. BEEEEI Y aYESRLTLIETW

[admin@nodegrid /]# cd /settings/devices

[admin@nodegrid devices]# add

[admin@nodegrid {devices}]# set name=Console Server Port 5
[admin@nodegrid {devices} ]# set type=console server acs6000
[admin@nodegrid {devices}]# set ip address=192.168.2.151
[admin@nodegrid {devices}]# set end point = serial port

[admin@nodegrid {devices}]# set port number = 5



[admin@nodegrid {devices}]# set credential=ask_during login
or

[admin@nodegrid {devices}]# set credential=set now

[admin@nodegrid {devices}]# set username=admin password=admin

[admin@nodegrid {devices}]# commit

KVM X1 v F

ZDV')a—23vIE. Avocent B&K U Raritan DHEBREZL, TESHBRY Y —DOEEOT — F/N—
T4 KIMAALyFEFR—FULET, INS5D7T /N1 X(d Nodegrid Platform ([CIBIITE . Eianic
¥ —7y k% Nodegrid 7 724 7V AICEBEG UEHD DL D (CERATEELET., T—RKN—=FT1 DKM
A4y F@, 2AT7Y T TEBMTEEXY ., RMDATY T TH—RN—=FT1 77 >4 7> ZAH Nodegrid (C
BT, RORT Y TTEMNRIRNTOR— LD Platform [CEBIMESNET,

Nodegrid [&. CNBEDT /N1 ADATOMEEICKIIELET:

e KW Mtzv>¥ 3w
e Webtzvy¥ay
e S v/ PDUZEN LIEERFIE

KVM X1 v FDiEHN - WebUI

Managed Devices:: Devices NEZF L.
AddRIVEV VI LT, TNNAREY AT AICEMULET,
EBINY 3 KVM XA v FOEBZANNLET,
KVM 24 v FDIP 7 RLRAEANHDLZET, Nodegrid Platform TIP 7 R L R ([CEIERTRE/RC & & 1
BLUET,
e 74 —J)LRType T. KVM RA Y F(C—HT 35414 TZEBRLUEX T, IEEAIEERE:
kvm_dsr. kvm_mpu. kvm_aten. kvm_raritan
o OJAVEICA—Y—EBIRBEHREZIRMIT B15E. KVM X1 v F O username & password Z AT T 3
M. #7337 ask During Login ZiRIRULFET
o (REFEIRIVEVIYILET,
o 7 3VT. COBTNA ADRREIMEZEFIHT 2RTEERET B ENTEXT, FMIICDL)
TR ZNL2ADFFESRLTIIEE),
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5 =2
Managed Devices Cluster
Auto Discovery Preferences
Managed Devices :: Devices 2 Reload
Name: KVM_Switch @ Address Location: @
Type: kvm_aten : ‘ Coordinates (Lat,Lon}:
IP Address: 192.168.2.23
WEB URL: http://%IP

Launch URL via HTMLS

Username: admin m lcon =

Mode: Enabled :
Credential () Set Now
Password  suesee ® Expiration @ Never
) Date
Confirm  wusees 0) -
Password O Days
" Ask During Login EndPoint @ Appliance
— " Serial Port
Enable device state detection based on network traffic (icmp)
) KVM Port

KVM X1 v FR— kDB - WebUI

® Managed Devices:: Devices ~FEEIL .

¢ RYVAdd&VUvI LT, TNARAEY AT LAICEMULET,

e BT DKM RSy FR—EDBRBMEANNLET,

e KIMZAALYFDIPT7RLAEANNIULUEY, Nodegrid Platform TIP 7 K L R (CRERRE/R C & ZhE
BUERT,

® 74—JLK Type T. KM RA v FICL—HT 291 TERIRLUE T, IBEEAEERE:
kvm_dsr. kvm_mpu. kvm_aten. kvm_raritan

o NJAVEICA——BIRBEHRZIRMHIT B5E. KVM X1 v FO username & password Z AT 3
M. 77> 3 ask During Login ZTiEIRLF T

® End Point KM K— FEUTEIRL, R—FBESZEAHDLET

o (RFIRIVEV VY ILET,

ER—FEBEETRE - BichEX T, FAIE. BERHEI Y a3V ESRBLUTIESTL



] | [ nodegrid 1 & admin@nodegrid.localdomain v © Help

Managed Devices Cluster

Auto Discovery Preferences
Managed Devices :: Devices < Reload
Name: KVM Switch E' Address Location: @
Type: kvm_aten : ‘ Coordinates (Lat,Lon):

1P Address: 192.168.2.23 WEB URL: http://%IP
) p:

Launch URL via HTMLS

Username: admin lcon m =

Mode: Enabled

«

Credential () SetNow

© Ask During Login Expiration © Never

) Date
| Enable device state detection based on network traffic {icmp)

" Days

Multisession
EndPoint @ Appliance

| Read-Write Multisession Serial Port

" KVM Port

KVM X1 v FDiEfN - CLI

o F2ENM /settings/devices
® add ONYV KT, FilRTN\A RZERLET
® set INVKRT. UTOREZER
O name
© type IETE R BEIRMME: kvm_dsr. kvm_mpu. kvm_aten. kvm_raritan
© ip address
© username HLV, OFJ A VLI —BRBERERMET 2158, 7/ 1 AD password ., £
fo|d Ask During Login # 7/ a vV ZEBRUET
© endpoint F7 T4 7 XREUVUTEERITDUNENHYET
* LEZIRTF commit
o ATYIVT. ZOBTM RORREMEEHNT SREEHET 5T EHTEET, HATOL
Tl ZNA2ADEFEESRLTLLREEL),

[admin@nodegrid /1# cd /settings/devices
[admin@nodegrid devices]# add
[admin@nodegrid {devices} ]# set name=KVM_ Switch

[admin@nodegrid {devices}]# set type=kvm aten



[admin@nodegrid {devices}]# set
{devices} 1#

{devices} 1#

ip_address=192.168.2.151

[admin@nodegrid set end point = appliance

[admin@nodegrid set credential=ask during login

or

[admin@nodegrid {devices}]# set

{devices} 1#

credential=set_now

[admin@nodegrid set username=admin password=admin

[admin@nodegrid {devices}]# commit

KVM X4 v FR— DB - CLI

o TLE)HC /settings/devices
® add ONYVRT. FifTN\A RZERLET
® set INV KT, U TOREZER
O name
o type ¥8ERIRE/RME: kvm_dsr. kvm_mpu. kvm_aten. kvm_raritan
© ip address
© username PLU, OJ A VEFICI—T—ERBRERMET 2158, 7/\1 AD password . F
fe (3 ask During Login A7 avEIERUET
© endpoint U FZIR—bk_ EUTCERIT BDUENHYET
© port number R— FESEUTEERITIVENHVET
o THEZIRIF commit
o ATYIVT. COBTN AORTEMIEEHET ZREEEET 32 EANTEET,
TlE. TN\AADHREESRLUTLIEETLY,

FEHRCDLY

ER— IEEBTRE - BIIShE Y, #FlE. BBREEI Y aVEZRULTESY

[admin@nodegrid /]# cd /settings/devices

[admin@nodegrid devices]# add

[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid

[admin@nodegrid

or

[admin@nodegrid

[admin@nodegrid

{devices} ]# set
{devices} |# set
{devices} |#
{devices} 1#
{devices} 1#
{devices} |#

set
set
set

set

{devices} ]# set

{devices} |# set

name=Console_Server Port 5
type=kvm_aten
ip_address=192.168.2.151
end_point = kvm port
port number = 1

credential=ask_during login

credential=set now

username=admin password=admin



[admin@nodegrid {devices}]# commit

Zv7 PDU

DY) a—>3avIE, APC, Avocent, Baytech, CPI, Cyberpower, Eaton. Enconnex. Geist,
Liebert, Raritan, Rittal. Servertech DEEBZEL. SXSHXLBAV T —DEHROY—RN—-FTs &8Iy
2 PDU ZHR—FULTWLWEYT, 50T /N1 (. NodegridPlatform (ZIEMUL TS v~ PDU ([C#E&: T
XY, Ty PDULMEEZE T R— L TL\2158(E. ERFIENTETT, RC. VY FERED
=Ty bTNARCEEMTDZENTARETT, chick) ., A—F—EFZDY -7y bT /N1 ZAD%s
EOERIVEY FEEEHIHTEEXT,

Nodegrid (. TNBDT /N1 ADATOHEEICTIIELUET:

avyv-=iletvyrayv
F—=A0Ox>7
HAFZ LRV E
Web tyv>ay

H 77 BT ) i

E: BRFIEEEN. S v PDU THR-bSNTLVIRENGUET ., 1FEETT L CTHEEIMERR
BEDEDSNE. v U PDUDRZaFILEER L TLIESLY,

Z v 7 PDU - WebUI

b )| Managed Devices:: Devices

MY add &)y I LT TNAREY AT AICEMUET,

BiNT3ZvY PDUDBRIEANNLET,

Sy PDUDIP 7 RLRAZEANSNULEY, Nodegrid Platform T IP 7 K L X (CEERRER C & HHER
L&,

714 —)VK Type T, Tv Y PDU (C—HT 2541 TZEIRUEXT ., IEEJREE:

pdu_apc. pdu_baytech. pdu_eaton. pdu_mph2. pdu_pm3000. pdu_cpi. pdu_raritan. pdu_geist.
pdu_servertech. pdu_enconnex. pdu_cyberpower. pdu_rittal

OJ4 VECI1—Y—EBRERZTIRMT 3155, 5 v PDU @ username & password Z AT %
M. 77 3 Ask During Login ZiEIRULE T

REFEIRY V&I )Yy IULET,

A723avT. CORTNA ADRREIEEHHT 2REZRHET S EHDTEXT, FMAICOW
TR TN\M 2ADEFESRUTLIESL),




n O deg ri d " & admin@nodegrid.localdomain v © Help ® Logout

Managed Devices

Auto Discovery Preferences
Managed Devices :: Devices Z Reload
Name: Rack PDU ] Address Location: @
Type: | Pdu_servertech v ‘ Coordinates (Lat,Lon):

1P Address: 192.168.2.39 WEB URL: http://3%IP
: p:

Launch URL via HTMLS

I |
Username: admin m lcon m -

Mode: ‘ Enabled

“~

Credential @ SetNow

Password . ® Expiration @ Never
) Date
Confirm nene @ -
Password Days
) Ask During Login

7E: 77 # )L T, Nodegrid (dssh/telnet ZEHLTZv 2 PDU &EBELET., chbEDI V5 —
71 —RZFATS v PDU OREREEE. BEEECELRVERT, D, AIEETHN
(F. v PDU &EDEEIC SNMP Z{EFRIT 2 EEHENOLET,

e 72E) Managed Devices:: Devices
o ILLEBMENESYY PDUDName &I v I LET
® A 31— commands [CRFILTCIEFEV)Y I UET

N Od eg rl d : & admin@nodegrid.localdomain ~ @ Help

Managed Devices Cluster
Auto Discovery Preferences

Access Management Logging Custom Fields Commands Outlets
Managed Devices :: Devices :: Rack_PDU :: Commands Z Reload

~ Command Command Status Protocol Protocol Status

] Console Enabled SSH Enabled

Data Logging Disabled None Not Applicable
| Outlet Enabled SSH Enabled
] Web Enabled HTTP/S Enabled

® protocol @ SNMPICEEL., REZ7Jv I ULET



! n Odeg ri d : & admin@nodegrid.localdomain v © Help ® Logout

5

Managed Devices Cluster

AutoDiscovery ~ Preferences

Access Management Logging Custom Fields Commands Outlets
Managed Devices :: Devices :: Rack_PDU :: Commands Z Reload
Command: Outlet
Enabled
Protocol: SNMP v

The command will only be available if the protocol it uses is enabled under management.

® X~ 31— Management [CEEIL. Sv¥ PDU DRECEHETSNMP EEZEFHFLET, UTEY
I)w 7 save

T AR EEESAHT I ERAERMT B SNMP OFAEFRLET, HHBYEROERIERE
{§M9 % &, Nodegrid Platform (FERHE N EHETEL A,

V nOdegrid H & admin@nodegrid.localdomain v © Help ® Logout

Managed Devices

Auto Discovery Preferences
Access Management Logging Custom Fields Commands Outlets
Managed Devices :: Devices :: Rack_PDU :: Management £ Reload
N £ Discover Outlets
Device € Discover Ou
Interval [minutes): 60
Name: Rack_PDU ]
Scripts
Protocol

«

Run on Session Start: ‘
SSH/Telnet

«

Run on Session Stop: ‘
Credential @ Use Same as Access

«

") Use Specific Run on Device UP: ‘

«

Run on Device Down:

SNMP
SNMP Version ~ Version 1
© version 2
Community: private

" Version 3



e S5y PDUHAHEEEMRESINET., SvZ PDUICL-TIE., COTOCRACHOBHHBIEESH
HUET,

Z v % PDU MIEN - CLI
o TLE)M /settings/devices
® add ONYV RT., FifRTN\A REERLET
® set INVRT. MTFTOREZER
O name
O type }E7E PIRE/RE:
pdu_apc. pdu_baytech. pdu_eaton. pdu_mph2. pdu_pm3000. pdu_cpi. pdu_raritan. pdu_ge
ist. pdu_servertech. pdu_enconnex. pdu_cyberpower. pdu_rittal
© ip address
© username PLU, OFJ A VEFICI—T—ERBRERMET 2158, 7/\1 AD password . F
fe (3 ask During Login A7 avEIERUET
© endpoint Z 71 7 XEUVTCERIT BIMNENHWET
o LEZ{RIF commit

e 7723avT. CORTNA ADRREHEZERIHT 2REZHABT LD TEXYT, #FMAICDON
T ZN12DHFRFEESRBUTLILES L,

7 77 #JL T, Nodegrid (& ssh/telnet Z L T>v 2 PDU EBELET ., 501 V5 —
7 1—AZEHATES5 v PDU DOREREIE. BEIEECOELRVET, CDfsh. AIEETHN
(£, Svo PDU EDBEICIEZSNMP Z{FHT B EEPEIHLET,

o TZE)HC /settings/devices/<device name>/commands/outlet
e YOLIJLESNMP CEELET

o F2ENJL /settings/devices/<device name>/management

o SNMP ZB#M(CL. DERSNMP N—Y 3> EFMAEBEIRLET
o LTHEZRTF commit

E AR EEEANHT I EREIRMT Z SNMP OFMAEFERALE T, smHBYEROERIESRE
A9 % & . Nodegrid Platform (EBRH A ZHIHTEEZ B A,

e v PDUHANBEIREEINET. Sy PDU[CL>TE. 2OTOCRACHDEHINBIHEEN
HIVET,

[admin@nodegrid /]# cd /settings/devices
[admin@nodegrid devices]# add

[admin@nodegrid {devices}]# set name=Rack_PDU
[admin@nodegrid {devices}]# set type=pdu servertech
[admin@nodegrid {devices}]# set ip address=192.168.2.39

[admin@nodegrid {devices}]# set credential=ask during login

or



[admin@nodegrid {devices}]# set credential=set now

[admin@nodegrid {devices}]# set username=admin password=admin

[admin@nodegrid {devices}]# commit

[admin@nodegrid /]# cd /settings/devices/Rack PDU/commands/outlet
[admin@nodegrid outlet]# set protocol=snmp

[admin@nodegrid outlet]# cd /settings/devices/Rack_ PDU/management/
[admin@nodegrid management ]# set snmp=yes

[tadmin@nodegrid management]# snmp version = v2

[tadmin@nodegrid management]# snmp commmunity = private

[tadmin@nodegrid management ]# commit

Cisco UCS

COVYUa—2avE, VY —ILIR—bEBEBAI VY —T7 11— XZBU T CiscoUCS EBBULET,
Nodegrid [&. ZN5DOT /N1 ADUTOMEECIIELET:

avV—=ileyay

F—vOFxvy

AR ~OFVT

Cisco UCS 7754 7V RZEN LIERHIE
Jr7tyvIav

HAF LRV R

Cisco UCS DBl - WebUI

Managed Devices:: Devices NZ&EIL .

AR VZEV )Y I LT, TINARAEY AT LAICEMULET,

CiscoUCS 7L — FOREFZAN L TEMULET,

TL—RYvy—=—YDIP7RLRZANDUET ., Nodegrid Platform TIP 7 K L R [CEERIBE/R C &

ZHERUET,

Type 714 —ILR T, P77 SATVAC—RT 251 T&ERUEX T, 1EERBERXME: IMCUCS

® cChassis IDHBLVT L —RZEKT Blade IDZEANHLET

o OJAVKICA—T—EBRBERERMHIT 58, 7L — K>+ —>D username & password Z A 1]
9 BH. Ask During Login A /Y avaEBERULET

o REFEIRIVEVIYILET,

o 7 73T, CORTNARADRREEBEEHHT 2RECHEIT B ENTEET, FMllCDL

Tl TN\A ADHFEESRUTLLIEEU,




J|(C nOdegr‘Id ] & admin@lknbsro1.zpesystems.local + @Help ® Logout

Managed Devices
Preferences.
Access Management Logging Custom Fields Commands
Managed Devices :: Devices :: Cisco-UCS :: Access & Reload
Name: Cisco-UCS Address Location: @
Type: | cimc_ucs v Coordinates (Lat,Lon):
1P Address: 192.168.10.152
B WEB URL: http://%IP
Chassis ID: 1 Launch URL via HTMLS
Blade ID: 1

Mode: | Enabled
Credential @ SetNow

PassWOrd  eusvsenn ® expiration @ Never

Date

Confirm Password  cuuerans (D o
ays

) Ask During Login

Cisco UCS D3iEjN - CLI

o TEESC /settings/devices
® add ONYVRT. FiflTN\A RZERLET
® set ANV RT, UTOREZEZLET

OnmeEMén%jb—F
o type }E7E FIRE7XE: CIMC_UCS
© ip address JL—RIv—%
© chassis id 7L —RI¥v—%
0 blade _id 7 L —FKH—N
o username ;R(C, OJA VB (CI-Y-ERBERZRMHITSZHES. 7L—FZv—2
M password ZAN/19 %M. Ask During Login 7 7/ a v &ERERIRLET
o TEZIRIF commit

® I72avT. CORTNA ADRRENFZERIHT 2REZHBT 2 EDTEXRT, #FMAICDOW
T ZTN12DHREESRUTLLES L,

[admin@nodegrid /]# cd /settings/devices

[admin@nodegrid devices]# add

[admin@nodegrid {devices}]# set name=Cisco-UCS
[admin@nodegrid {devices} ]# set type=cimc_ucs
[admin@nodegrid {devices}]# set ip address=192.168.10.151
[admin@nodegrid {devices}]# set chassis_ id=1 blade_ id=ls

[admin@nodegrid {devices}]# set credential=ask_during login



or

[admin@nodegrid {devices}]# set credential=set now

[admin@nodegrid {devices}]# set username=admin password=admin

[admin@nodegrid {devices}]# commit

Netapp

ZDOV)a—23aviE, EOBBA VY -7z —REN LT Netapp 7 7547V ADEBZEYR— ML
F9 . Nodegrid (. IN5DT /N1 ZADUTOMEECIIBLET

avVy-=lleyray

F—=AOF¥vY

ARy ~OFV YT

Netapp7 724 7 > X% LTz E R
D7ty av

ARHZ LRV R

Z v PDU &N L= E R

Netapp DIESN - WebUlI

Managed Devices:: Devices NEZF L.

AddRTVEV )Y I LT, TNAREY AT AITEMULET,
EBMULEWP 72147V AOZBRENNUET,

TINAZADIP 7 RLAZEANSIULEY, Nodegrid Platform TIP 7 K L R (CRERRE/RC & HREAL
x9,

Type 7 4 —)LRT. Netapp 7 754 TV AIC—ET 25414 T RIRUE T, IBERJBEIRE: Netapp
OJ4 VLI -Y—ERIEHRETIRMT 5155, username & password @ ANJT B H. Ask
During Login # /¥ aVZ&EBEIRUET

REIRIVEV)YIUET,

F723VT, COBTNARADRTENEEHET PREZRAB TS ENTEXRT, FMAICDL
Tl TNAADHREESRBRLUTLIIEEL,




1\t nodegrid’ I
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Managed Devices Cluster

Preferences.

Managed Devices :: Devices & Reload

Name:  Netapp B] Address Location: @

Type: netapp : Coordinates (Lat,Lon):
1P Address: 192.168.2.223

WEB URL: http://9%IP
Launch URL via HTMLS
Usermame:  admin @ Y it con [
Mode: | Enabled 8
Credential @ SetNow
[ - ® Expiration @ Never
") Date
Confirm Password  wusensee ®

Days

) Ask During Login

Netapp D&M - CLI

o TZENHMC /settings/devices

® add ONYVRT. FifTN\A RZERLET

® set INVKRT. UTFOREZERLEXT

name

type 8 RIBE/RfE: Netapp

ip_ address

username P LV, OJ A VEFICIA—T—ERBREIRMET 2158, 7/\1 AD password . F

fe (3 ask During Login F7avEIERUET

o THEZIRTF commit

« F7Y3VT. COBT RORREMIEEHNT BRELBET BT EANTEET, HMAICOL
Tl ZNA2ADFREESRLTLLIETL),

O O O o

[admin@nodegrid /]# cd /settings/devices

[admin@nodegrid devices]# add

[admin@nodegrid {devices} ]# set name=Netapp
[admin@nodegrid {devices} ]# set type=netapp
[admin@nodegrid {devices}]# set ip address=192.168.10.250

[admin@nodegrid {devices}]# set credential=ask _during login

or

[admin@nodegrid {devices}]# set credential=set now



[admin@nodegrid {devices}]# set username=admin password=admin

[admin@nodegrid {devices}]# commit

Infrabox

ZOYUa—23avIiE, InfraSolution DSy oY) a—>3a>y 77547 R (Infrabox) DA — +7 Y
X3V FO-ILIEKIELET . Nodegrid (&, SNE5DT/NA XD T OHEECHBLET:

o 77
e VxTJ7tyvIav
e T v PDUZN UIcEIREHIE

X TTSATVANDOBIEICIE. 7TSAT7 >V ATSNMP Z:58E T 20ENHUET,
Infrabox MIEHN - WebUI

® Managed Devices:: Devices NE#F] L.

¢ AddMRYVEV YO LT, TINARZEY AT ALEMULEYT,

e EBMULIEWTTSA 7V ADEFMEANALET,

o FNAADIPT7RLRAEANAULET, Nodegrid Platform TIP 7 K L X (CRERIEEIR T & ERERA L
IR

® Type 7 4 —JLRT. Infrabox 77 SA 7V AC—HITZ5 4 TZIERUET., IBEABERE:
Infrabox

® Ask During Login ZERU. 1—H—ERIBERERMM LA

o REFEIRIVEV Y I LET,

® 77 3VT. COBTNA ADRREIMEEFIHT ZREERET B ENTETT ., FMAICDL)
TR ZN\A 2ADERFESRUTLLIESL),

[ nodegrid’ Asimngradegidioaidonsn~ QW Ologat

=

Managed Devices

AutoDiscovery ~ Preferences

Access Management Logging Custom Fields Commands

Managed Devices :: Devices :: Infrabox :: Access & Reload

Name: Infrabox @ Address Location: @
Type: | infrabox #\ Coordinates (Lat,Lon):
1P Address: 192.168.10.12
O WEBURL:  http://5IP

Launch URL via HTMLS

Credential () Set Now

© AskDuring Login Expiration @ Never

7 Fnahle device state detection hased an network traffic liemn)



® Management A1 —(CRBEIL., 77547V ADRECENDETSNMPEZEFHULET
e UTZTV YYD save

. nodegrid & simingnodegidiocldomain~
2
Q_l )
.
Managed Devices Cluster
Preferences
Access Management Logging Custom Fields Commands
Managed Devices :: Devices :: Infrabox :: Management Z Reload
Device Scripts
Name: Infrabox Run on Session Start:
Run on Session Stop:
Protocol
Run on Device UP:
SNMP
Run on Device Down:
SNMPVersion () Version1
© version2
Community: public

") Version3

Infrabox M3EHN - CLI

T2 /settings/devices
® add ON YV RT. MilRTN\A REFERLET
® set ANV RT, UTOREZEZLET

name

type 157E I BE/RME: Infrabox

ip address

username B KV, OV 4 VECI——BRIFRERMBT 2158, 7/\14 XD password . £
feld ask During Login F7avERIRLUET

o THEZ{RIF commit

® 772 avT. CORTNA ADRRENFZRIHT 2REZHBT 2 EDTERT, #FMAICDOW
T ZNL2ADEEESRUTILETL,

O O O o

o F2E)JL /settings/devices/<Device>/management/
® set ONVRFT. SNMPEZEZLEXT

O snmp_ version

O snmp_community

o THEZIRTF commit

[admin@nodegrid /1# cd /settings/devices
[admin@nodegrid devices]# add

[admin@nodegrid {devices}]# set name=Infrabox



[admin@nodegrid {devices}]# set type=infrabox
[admin@nodegrid {devices}]# set ip address=192.168.10.250

[admin@nodegrid {devices}]# set credential=ask during login
or

[admin@nodegrid {devices} ]# set credential=set_ now

[admin@nodegrid {devices}]# set username=admin password=admin
[admin@nodegrid {devices}]# commit

[admin@nodegrid outlet]# cd /settings/devices/Infrabox/management/
[admin@nodegrid management ]# set snmp=yes

[tadmin@nodegrid management]# snmp version=v2

[tadmin@nodegrid management]# snmp commmunity=private

[tadmin@nodegrid management ]# commit

REI> >

DY) a—avE, VMWare [RIEEY > V& KVM RER YV OEERZ T R— b LET, Nodegrid (&,
INEDTNA ZADUT OHEEICIIIELET:

e MKStvy¥aYy (VMWare ¥V EH)

{R#8Serial Consoletz v ¥ 3> (VMWare X< > EH)
aAVV—=Illty>ay (KVWM XY VER)
NAIN=I\A T —Z N ULT-EIRHE

TINAAND Web vy 3V

VAT LIE. ESX\DEEELS. £72(3 VSphere H—N\A\DQ#EGHEETR— FUET, EGHEETHONE
BE . ESX =)\ [Vmware IR R R vCenter T—Y 1 M #EeE HR— F T 3NENGH L) . ESX T —
NZAEVZAENUTEMETEELET, EEXH—N\DNTOMEZ T R— L ULTWVWIHEIHEERT B(C
(F. ESXRARCOTA VU, [ZAEV REEI I a v (CBEULET., RRARCHR—FEINTLSE
FARIEER 1 £ R EHREZE R ICRUET,



localhost.localdomain VMware ESXi, 6.0.0, 2494585

Getting Started ' Summary  Virtual Machines ' ResourceAllocation ' Performance Users ' Events ' Permissions
Hardware Licensed Features
Health Status ESX Server License Type Edit...
Processors
Product: VMware vSphere 6 Enterprise Plus Licensed for 1 physical CPUs (unlimited cores per CPU) a
Memory License Key:
Storage Expires: Ne
Networking Product Features:
Storage Adapters Unlimited virtual SMP
) H. 264 for Remote Console Connections
Network Adapters vCenter agent for VMware host
Advanced Settings vSphere API
. Storage APIs
Power M, t
ower Managemen VMsafe
vSphere vMotion
Software X-Switch vMotion
) vSphere HA
» Licensed Features vSphere Data Protection
Time Configuration vShield Endpoint
vSphere Replication
DNS and Routing vShield Zones
Authentication Services Hot-Pluggable virtual HW
Stor. vMotit
Virtual Machine Startup/Shutdown \S’hsg:’eeéeSmarta(g.‘.:rd l!oeao;er
Virtual Machine Swapfile Location vSphere FT (up to 4 virtual CPUs)
s Profil Virtual Volumes
ecurity Profie APIs for Storage Awareness
Host Cache Configuration Storage-Policy Based Management
at vSphere DRS
SYSISi REsICe Reservaton Remote virtual Serial Port Concentrator
Agent VM Settings MPIO / Third-Party Multi-Pathing
Adv. d Setti vSphere Storage APIs for Array Integration
stk Big Data Extensions
Reliable Memory
vSphere Distributed Switch
vSphere Host Profiles v

Name, Target or Status contains: ~ I Clear

X

D N

. w01t . T - N - [ i

iE: VMWare 18X >V TVSPC A 7Y a VEERT 5 (CE. R—FZREXS Y ETRET 20E

DHVET, RONBEEZSRT L VYM Y= /N\TORES

1) 7 JLiR— b (VSPC) DEETE

VMWare R >~ DiENN - WebUI

e VM Manager & &%

o EH Managed Devices :: Auto Discovery :: VM Managers

o addZx7 v LT, $iLLVWWM Manager aEHLE T

o 74 —J)LK vM server [C vCenter/ESXi IP £7z(& FQDN ZigELE T
o 1t —/\® username H KV Password ZEZULET

o ME(CHUTHTML console port ZiHEUET

o UFZETUvyY save
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Managed Devices Cluster
Types Auto Discovery Preferences
Network Scan VM Managers Discovery Rules Hostname Detection Discovery Logs Discover Now

Managed Devices :: Auto Discovery :: 192.168.2.217 :: VM Managers < Reload

VM Server: Vcenter 8]

Username: admin E|

Password  aessene ®

Confirm Password  wessases ®

Virtualization Type: VMware v ‘
HTML console port [http, 7331,7343
https]:

VMRC 1 > X +—JL - WebUI

EEWET/NA Z-HERE VM IRX—I+—O [VMRC ZA4 VA +—JL] (Vmware UE—F3OV YV —)l)
EOV)y o TBE. BYREENIYT 57 « DILTINA G EREII UADIYVY — LT U ADEEEIC
RVET,

nodegrid i & admin@GateSR.localdomain v © Help & Logout

-
racking System Network Managed Devices Cluster Security Auditing Dashboard
Devices Views Types Auto Discovery Preferences
Network Scan VM Managers Discovery Rules Hostname Detection Discovery Logs Discover Now
Managed Devices :: Auto Discovery :: VM Managers 2 Reload
m Install VMRC
") VM Server Virtualization Type Discover Virtual Machines Discovery Polling Interval [minutes]

o F)\1 ZADIER

o F2ENYt Managed Devices:: Devices

o AdARIVEIVIYI LT, TNAREY AT AICEMULET,

o BETBREIYVOBAENSLET, BEIENT -1 T —DOBAE—BT ZNENGY
=N

o ATV aviREARIVDIPTRLRAEANALET

o Type 74 —J)LRT, REXIVERBUY A TEERUET ., IEERIRERME: REDVY —)L
VMware

o 74 —JLK VM Manager T, XY UNERTITBIBEUR/NAN—NAHF— ERIRULET



o REFEIRIYVEIIYILET,

J)|f nodegrid Ssimiglbstipesamsioal= Oty Ologt

Managed Devices

Auto Discovery Preferences
Access Management Logging Custom Fields Commands

Managed Devices :: Devices :: virtual_machine :: Access < Reload

=
Name: virtual_machine Address Location: @
Type: | virtual_console_vmware v Coordinates (Lat,Lon):
1P Address: 192.168.10.50 2=} WEB URL: http://%IP
Launch URL via HTMLS
Enable device state detection based on network traffic (icmp) \con m vm
VM Manager: 192.168.10.11 s Mode: ‘ Enabled
Multisession Expiration @ Never

Date

VMWare R8> > DB - CLI

e VM Manager & E#
o FE)S /settings/auto discovery/vm managers/
© ZMadd IXYVRT, VMY R—T v+ —ZERLET
o set ANV RT, UTOREEERLEXT
" vm server :vCenter/ESXiIP £7=(&X FQDN ZRMELEXT
B username ZE# L. password

m MWE(CIHUT html_console port ZiAE LK
o ZEZRTF commit

[admin@nodegrid /]# cd /settings/auto discovery/vm managers/
[admin@nodegrid vm managers]# add

[admin@nodegrid {vm managers}]# set vm_server=vCenter
[admin@nodegrid {vm managers} ]# set username=admin
[admin@nodegrid {vm managers} ]# set password=password

[admin@nodegrid {vm managers}]# commit

o FTINA ZADIEMR
o REYL /settings/devices
© add XY FT., #ifTN\A RZERLEXT
o set ANV RT, UTOREEERLEXT



®  name

" type ¥EEAJREIRME: RETI > Y —)LVMware

m A7 avT YTy rTNARZXELT ip_address

® ym manager . BEFD VM X RX—I + [CERTE
LEZRTF commit

A723aVT, COBTNARADRREIEEHIH T ZREERHEIT DI ENTEEXT . FMIC
DWTE. ZNA ZADERFEESRBL TS,

[admin@nodegrid /]# cd /settings/devices

[admin@nodegrid devices]# add

[admin@nodegrid {devices}]# set name=Virtual Machine

[admin@nodegrid {devices}]# set type=virtual console vmware
[admin@nodegrid {devices}]# set ip address=192.168.2.151

[admin@nodegrid {devices}]# set vm manager=192.168.10.11

[admin@nodegrid {devices}]# commit

KVM R8> DB - WebUI

o FTINAXDIER

(e]

(e]

(e]

TEENST Managed Devices:: Devices

Add R VEIV)Y I LT, TINARZEY AT LAICEBMUET,

BT IREYIVOBRBMZEANNUE T, BRIENAN=N\AF—DRAEIE—HT 2NEHBH W
ESH

KVWMN\AN=NAF—DIP7RLAEANNUET
KVWMNAN=NAF =D - —BFENRT—RERBELUET

Type 7 4« —)LR T, REXIVERUY A TEZBIRUEX T, I8EIBERE: /RED VY —Ibkvm
REFEIRY >V ED VY I UET,
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Managed Devices Cluster Security Auditing

Types Auto Discovery Preferences.

Managed Devices :: Devices & Reload

Name: virtual_machine_kvm Address Location: @

Type: | virtual_console_kvm s Coordinates (Lat,Lon):

IP Address: 192.168.10.11 WEB URL: http://%IP
: D

Port: Launch URL via HTMLS

o
Username: oo lon [l v

Mode: | Enabled 0

Credential @ SetNow
PasSWOrd  susseens Expiration @ Never
Date

Confirm Password — suuseese :
Days

KVM R8> >~ DiENN - CLI

o F/)\A ADIER
o L /settings/devices
© add XY FT. filRT N1 REERLEXT
0 set ANV RT, UTOREZEZLET
" name FEFRBIIVDIHEE. CNENAN—NA1F—LEDITVDRERIE—HT ZNE
NHWET,
®  type 157 AJRE/RE: RAED > Y —ILkvm
B ip address KVM /\1/N\—/\1 T —
B KVM /\1/N\—/\1 F—®D password & username ZigftUx 9
o LEZRIF commit
o ATV aVT. TOBTNA RORTEMEEHNT ZREEEET BT ENTEET, HMIC
DWTR. ZN\A Z2ADFEEESRL TS,

[admin@nodegrid /]# cd /settings/devices

[admin@nodegrid devices]# add

[admin@nodegrid {devices}]# set name=virtual machine kvm
[admin@nodegrid {devices}]# set type=virtual console vmware
[admin@nodegrid {devices}]# set ip address=192.168.10.11
[admin@nodegrid {devices}]# set username=root
[admin@nodegrid {devices}]# set password=password

[admin@nodegrid {devices}]# commit



Nodegrid 7/\1 X

UsB z>H

Nodegrid USBBEH L WBE (&, Nodegrid ¥ A7 ATEHEREINET., TN\1ADY 1 7 (FZH
&) T usb_sensor [CAEINEXT., T/N\AM ZADRHESINIER T, TNA RZEZBMCTZ2DENHWET,
CDETNA ZADEFENEN, BRET - ABRBICERAAEERVET,

KVM K> J)L

USBKVM RV U ZERAT3E. VGAB LU USBIEGZGZN LU TCLAY —F—/NNICKVM Yy > 3 v ZEHEIL
TEZXYT, RVITIE., B5SNBETSCVRATALRL>THERESNE T, TN\AREFHMCT S
3T,

Bluetooth

Nodegrid Platform (&, ECERE loT 77U —2 3 EF O Bluetooth 7/\1 R&EFR—FUET,
Bluetooth #gE(&. Nodegrid Service Router 7 7 =) — C{FF T& % Nodegrid WiFi €Y 2 —JLEN LT
REINET,

77 #JL kT, Bluetooth #EE(FEMC/R> TS T, FHIDHIICFHTENLIT D2UEAHYET,

IRTE. ROOX YV FZERTIBCET, BBEI -V —NShell ZBUTH —EREBME T B ENTE
9.

[admin@nodegrid /]# shell sudo su -

root@nodegrid:~#sed -i s/ ABLUETOOTH_ENABLED=O /BLUETOOTH_ENABLED=1 /g
/etc/default/bluetooth

root@nodegrid:~#sed -i s/"#AutoEnable=true/AutoEnable=true/g
/etc/bluetooth/main.conf

root@nodegrid:~#sed -i s/"#InitiallyPowered=true/InitiallyPowered=true/g

/etc/bluetooth/main.conf

Z D%, Bluetooth 7/\4 X% Nodegrid EX7 UV LT, BR® 0T 77V —> 3V TERATEE
_6-0

bluetoothctl XY RZFARALT. TINA RAEXRT IV I TBZEDABETT



root@nodegrid:~#bluetoothctl bluetoothctl
[bluetooth]# devices

Device 00:16:94:1A:EA:2C Sensor
[bluetooth]# pair 00:16:94:1A:EA:2C
Attempting to pair with 00:16:94:1A:EA:2C
Pairing successful

[bluetooth]# connect 00:16:94:1A:EA:2C
Attempting to connect to 00:16:94:1A:EA:2C
Connection successful

[bluetooth]# quit

Nodegrid Platform Tl&, Xy b T =0 FNA X, VYV —ILT—NOBEW TNV Y =)L, KVM R
Ay F . AREZ U T ILIR— b (VMWare) $ X MRIEY > > (VMWare) ZBEI&RH U TEMNTEER T,

COHEEL. BEEOTNAZAHNSZD7O7 7MIWC—HT2TN\1 AERE LTy O—-VER L. E89
TORRIIWN—TZBELUET, COMETRROEREBZEHIC. 7O-VIER7OERXTSERIT 3
TNAZAD, EUKRRESNTVWBZEZBALTLKETVY, TNARICT7VEZA LT, 2—-HY—-& N\
AT—FR, BLUIP7RLADELWCEEERLET, OV 770 EZEBLT, 7—907 &MY
FOJDFRENELWC EZERLET, 1INV EEYZalL—FU, BAMNMERSINEHE DD ZEHED
LT, 7=9070&ARY FOJICEDOVTARY FHIRESNTWVWBR CEEERLET, T/N1 ADN
EULWTP U AEEBATCEBYRBARIIN—TRCHBEEEALET,

BENRE (X, A TFO—RRINR7TOER([CRHVET:

o TUTL—ETNAREERLET ., COTNAREF, RESNIETNA ANDORGEOFEERE .
INTOREZIO—VTBEDFERASNET, TV RTNA RCKRRSNBZ IR TOREFEEIC
EMTY,

EY—TYRTINARDIATZEL, TVTL—bTNA REERT DUENHYET,

o Xy rT—U TNAADIFEFUATZ1ER Network Scan

o RIEXIVDIGEIFUTZIEM Virtual Manager

o C“OF|ETIX. Discovery Rule ZERT B2 IRTOT/NA AW ULT., TV L—rTNA AER
HIL=ILDN) Vo h, RESNEIRTOTNARATEDT7 VY a vy HRITINBIDDRESNE
9,

o RHUTOCRZMBLET., COFIRE. BMESNETNARADYA TR UTEITERITINE
9. RETOCRE, 7TSATVADT Ty b7 #—AlBINSNIERECES THEAT
. /settings/auto discovery/discover now/ WebUICLI A ZE7z(d Managed Devices:: Auto
Discovery:: Discover Now CLI D5, FERDFA CFEITHIRT 2 ENTEXT



nodegrid”

Network Scan VM Managers Discovery Rules Hostname Detection Discovery Logs Discover Now

Managed Devices :: Auto Discovery :: Console_Server_Ports :: Discover Now 2 Reload

1 Name Type

Console Server XU KVM X4 v FR— O BEIEH

BERE 7O RZFRTZE. S —RN—F ROV Y-ILT—/\NR—EHBLU KM XA v FR—FD
BOZEENRT/NA AZBHTEN - RECTETET., COTOLAT. EBWRT /41 T7 VA LEDT

NTDOBEMBIR— EDERESINET, Console Server 7754 7V AB LIV KM A1 v FE. Ry ~T—
DTNAATOCATIRETEET, Y T F7 N1 20EFHEHESRLUTLIETL),

Console Server & KVM X1 v F h— FOBEIR L - WebUI

o TUTL—ETNAZDIERK

o EK Managed Devices:: Devices

o AR VEVIY I LT, TNARZEY AT ACEMUET,

o BMULIEWFY7L—FDBEBIZANLET

o IP7ELRIC127.0.01 EANDULEXT

o 74 —)LK type T. Console Server [C—HT 3541 & ERULET, I8ERIBELE:
console_server_acs,
console_server_acs6000,console_server_lantronix,console_server_opengear,console_server_digicp

o 3®EIR Ask During Login

o U TFIKR—FEFKM K— FOWLWITNHZE End Point & UTERL., R— B SZANL
ESCl

© Mode #NERERIRTBE. TNA AN TV EAR=IJ[CRRINBVKLDICUET

o fREFEIRIVEV VY I ULETY,

o A7 3T, CORTNA RAORREEEZEFIHT 2REEAERIZENTEET, FMIC
DVWTR ZN\A ZADBEEESRBLTLESL,




7|t nodegrid o e

Access Management logging  CustomFields  Commands
Managed Devices : Devices : Console_Server_Ports_Template :: Access 2 Reload
Name:  Console_Server_Ports_Template Address Location: @
Type: | console_server_acs6000 4 Coordinates (Lat,Lon):
IPAddress:  127.00.1 WEB URL: htp://%IP
Port @ Launch URL via HTMLS
me s - O o
Mod ‘ Disabled
redential Set N L
PPPPP I — ® Expi Never
Date
firm Password — sueseeee O b,
) Days

© Askpuring Login EndPoint ) Appliance

® Serial Port

PortNumber: 1

(1) Enable Hostname Detection

o REIL—ILEERULET

o TBENSG Managed Devices:: Auto Discovery:: Discovery Rules

o addZV7 vV LT, FiLLWIIEREIL—IL] ZEIMLET

o RHEIL—ILDT=HD Name ZANIULET

o RHIN—ILDTHD status ZIBIR UK T, ERARIBERE: 5L, &L

o Discovery Method & U T. Console Server iK— k E£1zld KM K— FOWIT DO ZEBEIRLET

o Port List [CDWTE, AF+ VI IUNENHZR— LDV +ERMBUET, $01,3,510-20

o /N\TA—% Host or VM Identifier Z{EHULT. 71 ILY —ZSS([EHITBZENTEE
T, BENMEESNTVBIHEEE. R—FRO—LIMEE—HITINENHVET,

0 Action [CDWTIE, FILWLWTFNA RIRERFCRITINE 7V a3 VEERUE T, IBETEER
B oO0->(E—REZ)., 20— (E—RF>7FI>R). 20— (F— RERHER. &H
SNET/INT X ERE

© Clone from field C. BIICERESNIET Y7L —FTNA AZERLET

save Z 7 )y O ULTIL—ILEERRUET

o



nodegrid’ Ssimbomicgiusionin O Olapon

Managed Devices
Types Auto Discovery Preferences
Network Scan VM Managers Discovery Rules Hostname Detection Discovery Logs Discover Now
Managed Devices :: Auto Discovery :: Console_Server_Ports : Discovery Rules 2 Reload

RuleName:  Console_Server Ports
Status: [ Enabled 4
Discovery Method () DHCP
© VM Serial
© VM Manager

® Console Server Ports

Portlist: 148

Lookup Pattern: list of £ 135,1020).

© KvM Ports

© Network Scan

Host or VM Identifier:

Action: | Clone (Mode: Enabled)

-

Clone from: [console,server)omjemp\m

-

e Console Servers £FcF KM ZRA v FT7 TSA 7V REEMUE T, #4(E. Console Servers Mi&
mESBLTLESLY,

o 7TSATYAMMEMEINS & Nodegrid Platform (XfER M7z Discovery Rules [CEDUL\TIE
N7 N\A ADREZBENICHIRLET., CO7O0ERE. RTTBDLHIHIDVET,

<--working-->

nodegrid” A mnoigticisoran Onp  Glogue

Access :: Table ¥ Pinit & Reload

Search: | Connected | In-Use | Disconnected | Unknown
i nodesri (223 (20
Name Actions  Name Actions  Name Actions
| & console_server EZO | T console_server_Port D[ | I console_server port2 [ consote [ wes |

Console Server & KVM 21 v F ;Rh— O BEN&RDE - CLI

o FUTL—ETINAZRDIER
o L /settings/devices
0 add ANV RT. fiRTN\A REERLET
0 set OINVRT. UTFOREZERZLET
B name
®  type }ETEATRE/RME: console_server_acs,
console_server_acs6000,console_server_lantronix,console_server_opengear,console_server_d
igicp_
® ip address 127.0.0.1 &L T
s - -REEUTDOLDICEREUET Ask During Login



® endpoint U ZJLIR— b FE/ZFKYMA—FEUTERT DDENHVET

" port_number R— FESEUTERT DUENHVET

" mode & HICREULUEXT
o BEZRTFE commit

°© F7avT. COBTNAADRTEMEZHHT S
DVWTIE ZNL ZADRFEE

[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid

[admin@nodegrid

208

EZn l\/T < Tl:\\éll\o

/1# cd /settings/devices

devices]# add

{devices}]# set name=Console Server Port Template
{devices} |# set
{devices} ]# set

{devices} ]# set

{devices} ]# set port number=1

{devices} ]# set

{devices} ]# set mode=disabled

{devices} 1# commit

o RHIN—IEERLET

o F2ENJT /settings/auto discovery/discovery rules/

0 add OX YV RT. REIN—-IZEMT S

o set ANV RT. U TDRE

EEZRELEY

" rule name RHIL—ILDIHFE

B status IRESNEIL—ILDIZECEZSNBIE: FXI. XY
" method & T2 Y=/l —/)N\IF— FETZBKYMAR— F_OWIThbH(C

REEHBEITBENTEET,

type=console_server_acs6000
ip_address=192.168.2.151

end point=serial port

credential=ask_during login

Fa—)

X AE

LEXY

" port list AF+ VI BINENHZR— DR +ERMH, 41,3,510-20
" host_identifier NI A=Y ZFRALT, 74 I Y—ES5CBRITZIENTEE

¥, EIHEESNTLBHERE., R— FBO—HIMEE—RITIBENHIET,

A (C

0 action [CDWTIE, FTLWTNA RIRHERF(CETINRET I a Vv ERIRUE T, IEERTEER

fB: 2O0—->F— KRB, 2O0-F—RF>FIVR, 20-F—Rig. BETINA Z_
o clone_from MAICERENET Y 7L — b7 /N1 RICERE
o THEZ{RTF commit



[admin@nodegrid /]# cd /settings/auto discovery/discovery rules/

[admin@nodegrid discovery rules]# add

[admin@nodegrid {discovery rules}]# set rule name=Console Server Ports
[admin@nodegrid {discovery rules}]# set status=enabled

[admin@nodegrid {discovery rules}]# set method=console server ports
[admin@nodegrid {discovery rules}]# set port list=1-48

[admin@nodegrid {discovery rules}]# set action=clone mode enabled
[admin@nodegrid {discovery rules}]# set clone from=Console Server Ports Template

[admin@nodegrid {discovery rules}]# commit

e Console Servers £z KVM RA vy FT7 754 7V AEER LE T, #4(E. Console Servers DB
mzESBLTLSEETL,

o 7TSATAMMERETNBE . Nodegrid Platform (fER S N7z Discovery Rules [CEDL\THE
N7 N\1 ADREZBEMNICHERLET., cO7/O0ER(E. BTIT2DLCEHDIDNVET,

2y 7= FN\414 ZAOE}IRE

RYRID=0T7 7547 A% BEICHRHE L. Nodegrid Platform [CBITEE Y, Th(C(E. Telnet,
SSH. ICMP. Console Servers, KVYMR A v F. X IMPI 7O LI REEYR-ET2T7TS147 >
ADEENEKT, 7747 VARG 3D0EFIAY Y REFRHUTRETEXT, Tho3HEFEDE
zb) . MBICERT B ENHBETT:

o BT NAZA(FOYTHI I AZa—Hm5T /N1 AD1DEER).
o R—FrZEXF+>YU. [R—bFURXR 74 —ILRECR-—FDURXFZEANALET .
e Ping

2y bE7—=0 FINA ZAOBENRE - WebUI

o 7T L—krTNAXDIER

et Managed Devices:: Devices

AddRYVEVD)Y I LT, TINAREY AT AICEBMUEY,

EBmMULEWT Y7L —FOBRIZEANLET

IP7RFLZAIC127.0.01 EAHNULET

7 14 —JL K Type T. Console Server (C—¥ T 254 TZIZIRUEX T, I8EJRE/RE:

device_console. ilo, imm. drac. idrac6. ipmil.5. impi2.0. ilom. cimc_ucs. netapp. infrabo

X. pdu*

o OJAVEICA——BI&BEHRZTIRMH T %155, username & password Z AT BH. AaAsk
During Login # /¥ a3V ZEBEIRUET

O Mode #NEREIRTBE., TINA AN TV EAR=JICRRETNBZVKLDICUET

o fREFEIRIVEV YU ULERY,

o A7 avT. CORTNA AORREEEZFIHT 2REEHEITZENTEEXT, FMIC

DWTE. ZN\A ADEEESRBLUTLLESULY,

O O O O o
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Managed Devices

Types Auto Discovery Preferences
Access Management Logging Custom Fields Commands
Managed Devices :: Devices :: Network_Template :: Access < Reload
Name: Network_Template Address Location: @

Type: [ device_console

«

Coordinates (Lat,Lon):

IP Address: 127.0.0.1 WEB URL: http://%IP

Port: Launch URL via HTML5

=
Username: Icon m =2

Mode: ‘ Disabled

o |

Credential ' SetNow

O Ask During Login Expiration @ Never

o Xy hI—URF+VDIER

o F2E)JT Managed Devices:: Auto Discovery:: Network Scan

o AddZV Uy LT, HiIiLLWRY FT =V XF+ 2 ZEER

o MEHIZEANS Scan ID

O IP Range Start CAF ¥ T B7HIC, IPEMHEESE IP Range End

0O RD3IDDAF+UHED 1 DULZRIRUTES:
® Similar Devices [CDWTIE, T/\1 ADHACERTNZEFOT V7L — FZER
» Port Scan [CDWTIF. TN\A AL TRETRELBR- OV +EER

" ping [CDWLWTF, ZNULDOREFVHESHDFEA
© Enable Scanning JL—JLZBMHE L. D TEHEIEE TE D Scan Interval ZEH
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Managed Devices Cluster
Types Auto Discovery Preferences

Network Scan VM Managers Discovery Rules Hostname Detection Discovery Logs Discover Now

Managed Devices :: Auto Discovery :: SSH_Console :: Network Scan Z Reload

Scan ID: SSH_Console
IP Range Start: 192.168.10.1

IP Range End: 192.168.10.254

Enable Scanning

" Similar Devices

Port Scan

Port List: 22

List of individual ports separated by commas and/or port range separated by dash (e.g. 1,3,5,10-20).

Ping

Scan Interval (in 100
minutes):

o RHIN—IEERLET

2815 Managed Devices:: Auto Discovery:: Discovery Rules

add 27Uy LT, LWL IR - ZEBMULEY

REIL—ILDT=HD Name AN UET

REIL—ILDTCHD status ZFEIRL X T, [EHAIEERE: BFZI. EY

Discovery Method & UT. Xy ATV —0OXXF+%ZER

Scan ID DTz®IC, FERULIERY FT7 =T ZXF + 2 ID ZI1ER

INT A—% Host or VM Identifier ZEA U T, 74 I —ZES5(CBRIZENTEE

¥, ENMEESNTLBIERE. R—FBO—EIMEE T ILENHIET,

o Action [CDWTIF. FILWLWTNA ZIRHEBFCRITINRET VY aVEBRUE T, IEEATHER
B: 20— (E— KB, 20-(E—RFA>FIVR)., 20> (FE— R&RLEEH). &
FNIET/INTIRERE

O Clone from field T. BIICIERSNIET VY7L — T NA AZEERLET

save 27 v UTIL—ILEERLET

O O O O O o o

(e]
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Managed Devices Cluster

Preferences

Network Scan VM Managers Discovery Rules Hostname Detection Discovery Logs Discover Now

Managed Devices :: Auto Discovery :: Network_Scan :: Discovery Rules £ Reload

Rule Name: Network_Scan

«»

Status: Enabled

Discovery Method ) DHCP
~) VM Serial
") VM Manager
_ Console Server Ports
) KVM Ports

© Network Scan

“«»

ScanID: SSH_Console

Host or VM Identifier:

Lookup Pattern: any substring of hostname or virtual machine name from discovered device.

«~

Action: Clone (Mode: Enabled)

«~

Clone from: Network_Template

©2013-2018 ZPE Systems”, Inc. +

e Nodegrid Platform (&, fER{ S M7z Discovery Rules [CEDWT., T/\1 ADE#RHERMIBLE
¥, COTOERE, RTITBDCHHDPINVET,

2y LD —=0FN\A AOBEHIRE - CLI

o TUTL—brTNAZADIER
o F#ESC /settings/devices
© add ANV RT. FifTN\A REERLET
0 set ANV RT, UTOREZEZLET
n name
" type JE7E AJRE/RME:
device_console. ilo. imm. drac. idrac6. ipmil.5. impi2.0. ilom. cimc_ucs. netapp. inf
rabox. pdu*
® ip address 127.0.0.1 &£ UT
s OJA4VEICO——BRBEHRZIRIM T 5155, username & password Z5RET D\
Ask During Login A 7> avV&EEIRULET
" mode Z HLYCHRELET
o BEZ{RTF commit



0 A7 avT., COBTNAADRRETEEHHT 2REECHETZENTEET,
DULWTCIE. TI\1 2ADEEE

[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid

[admin@nodegrid

or

[admin@nodegrid

[admin@nodegrid

[admin@nodegrid

[admin@nodegrid

08

Zhn

AT
LTLiEELY,

/1# cd /settings/devices

devices]# add

{devices} ]# set
{devices} ]# set
{devices} 1#
{devices} |#

set

set

{devices} ]# set

{devices} |# set
{devices} ]# set

{devices} 1#

o Ry hT—URF v VDR

name=Network Template
type=device console
ip_address=127.0.0.1

credential=ask_during login

credential=set now

username=admin password=admin

mode=disabled

commit

o FE)S /settings/auto discovery/network scan/
© add OXYVRT, XY +T—URF+VEERTS
FT. U TOREEZERELEXT

o set INXV
| |

enable scanning %z [&( CEXE

scan_id XY F T =V RXAF ¥+ VDBEEANNT S

ip range start CAF ¥V INERY F ) —VEHEZEHI % ip_range end

==

L. AF+VZEBHMCTT S

B 3DDAF ¥ UAHEEHNS 1 DULZEES:

similar devices Z{EHT B7coI(C.

device ZREUT. BBEFEDOT/N\A ADT Y

TL—bO—DC—HETE3

port_scan Z{FHT 37 (C.,

FCRELET

port list &7 /\4 AL TEREAGERR—FDUX

ping Z{ERAT d7HIC. TNULDREFAE

n DB TEHFEERE CE D scan_interval ZRET D

[admin@nodegrid /]# cd /settings/auto discovery/network scan/

[admin@nodegrid network scan]# add

[tadmin@nodegrid
[tadmin@nodegrid
[+tadmin@nodegrid
[tadmin@nodegrid

[tadmin@nodegrid

{network scan}]# set
{network_scan}]# set
{network_ scan}]# set
{network scan}]# set

{network_scan}]# set

scan_id=SSH_Console
ip_range start=192.168.10.1
ip _range_end=192.168.10.254
enable scanning=yes

similar devices=yes



[tadmin@nodegrid {network scan}]# set device= network_ template
[tadmin@nodegrid {network scan}]# set port scan=yes
[tadmin@nodegrid {network scan} ]# set port list=22
[tadmin@nodegrid {network scan}]# set ping=no

[tadmin@nodegrid {network scan}]# set scan interval=100

[tadmin@nodegrid {network scan}]# commit

o RHIN—IEERLET

o F2E)JL /settings/auto discovery/discovery rules/

© add ANV FT. REIN—-ILEERT S
0 set ANV RT, MTOREZEHELET
® rule name RHIL—ILDIHFE
m status RESNTI—ILDIFEICEZSNSE: 55, #EX
" method XRY ~T7—0AF ¥V _([CEREULVEXY
® scan_id MBIERULTcRY T —20 XF+ > ID ZEIRT %
® host_identifier NI A=Y ZFRALT, 749 —ES5CBRITZIENTEE
T, EIMMEESNTUVBIHEE. R— FBO—HPHIMELE T IUELHDEXT,
o action [CDWVWTIE. FILWLWTNA ZIEHEFICETINET I a VEBIRLET ., 1IEETEER
8 oO0->FT— KRB, 20->F—RF 7R 20-2F— RELH. BETINA Z_
O clone from MBIICERSNET V7L — b7 /N1 RITERE
o TEZRIF commit

[admin@nodegrid /]# cd /settings/auto discovery/discovery rules/
[admin@nodegrid discovery rules]# add

[admin@nodegrid {discovery rules}]# set rule name=Network Scan
[admin@nodegrid {discovery rules} ]# set status=enabled
[admin@nodegrid {discovery_ rules}]# set method=network scan
[admin@nodegrid {discovery rules}]# set scan_id=SSH Console
[admin@nodegrid {discovery rules} ]# set action=clone mode enabled
[admin@nodegrid {discovery rules}]# set clone_ from=Network Template

[admin@nodegrid {discovery rules}]# commit

e Nodegrid Platform (&, fER{ S M7z Discovery Rules [CEDWT., T/\1 RADEIRHERMIBLE
¥, COTOERE, RTITBDCHSDDVET,

RIEI >V OBEIRE



VMWare vCenter (CK > TEBEINZ{REII V. FEFESXi ETEITINZREII VZRE - BT
BTENFRETYT, CO7OERIE. EEIMIC vCenter £ (F ESXi RA R ERF+ > L. FILEBIITN
eREXYY VZERELET., REXT V@, ®ED /‘/—Jbvmware FrEQF REDT7IVA—FDOULWTN
MDY ATEUVTEBMTEXY, THRYM S —/\TORE> ) 7)LR—k (vVSPC) DREESRBUTTS
LY,

F: ESXi BRAREYR— s TULEREA,

REX >V OEENIERH - WebUI
o TV L—kTINAADIER

f28)5% Managed Devices:: Devices
AARIVZEIV Y I LT, TINAREY AT AICEMULET,
iE)JI] LicWTF>7L—bOBRIZEANLET
7 ERELRAC127.001 EANSDULET
Type7»r—Jl/ RT. REXYVEBUY A TEBRLE T, IBEARERME: /REIVY -
VMware
o OJAVEICA——BI&BEHRZTIRMH T %155 . username & password Z AT BH. AaAsk
During Login # /¥ a3V ZEREIRUET
O Mode FNEERTBE. TNAADT I EAR=J[CRRSNBVELDCULET
o REFIRIVEVIYILET,
o FT7avT. CORTNARAOKRREEEEHIET 2REZRAEI B ENTEEXT . FAI
DVWTR ZNAADBREESRBLUTLIESL),

O O O O o

& admin@nodegrid.localdomain v

Managed Devices Cluster
Preferences
Access Management Logging Custom Fields Commands
Managed Devices :: Devices :: Vitual_Machine_Template :: Access < Reload
Name: Vitual_Machine_Template Address Location: @

Type: virtual_console_vmware v Coordinates (Lat,Lon):

MKS command requires VMware VMRC package installed. Contact su 2 tems.com for details.
eq packag ppor@zpesys! : WEBURL:  hutp//slp

1P Address: 127.00.1
¥ Launch URL via HTMLS

Enable device state detection based on network traffic (icmp) lcon B

Mode: | Disabled
VM Manager:

. Expiration ~ © Never
¢ Multisession B

Read-Write Multisession Days

Enable Send Break

o REI—ILEERULET

o F2E)H Managed Devices:: Auto Discovery:: Discovery Rules



AddZI Uy LT, fiLWLMHIL—IILZEEBMULET

REIL—=ILDT=HD Name EATUET

BREI—ILDTHD status ZRIRUEX T, [FRTEERE: BRI #LY

Discovery Method & U T. VM ManagerziERUEXT

CNEDYWEIV ) —DAF vV ETAIINITBCE. 773> T 714—ILE

Datacenter H LU cluster ZFALET,

o /\TA—% Host or VM Identifier ZFFIL T, 7«4 )Y —ZS5[CBAITBIIENTER
T, EHIEESNTUVRIERE. R— FRO—EIMEE—HNTIUNENBVET,

o Action [CDWTIE. FILWTNA RIREBFCETINET VY 3V EBERUET, 1EERIEER
B oO0->(E—FRER)., 2O0-2(E—FRF>7IX>R)., 20> (FE— RFEHE®. %4
SNeT/INT IEHE

© Clone from field C. BIICERESNIET Y7L — T NA RZEERLET

© save &V Uy U UTIL—ILEERLET

O O O O o

& admin@nodegrid.localdomain v @ Help O Logout

&

Managed Devices

Preferences

Network Scan VM Managers Discovery Rules Hostname Detection Discovery Logs Discover Now

Managed Devices :: Auto Discovery :: Discovery Rules 2 Reload

Rule Name: Virtual Machines

Status: Enabled

Discovery Method DHCP
VM Serial
® VM Manager

Datacenter:

Cluster:

Lookup Pattern: any substring of andfor cluster

Console Server Ports
KVM Ports.

Network Scan

Hostor VM Identifier:

Lookup Pattern: any substring of hostname or virtual machine name from discovered device.

Action: | Clone {Mode: Enabled) N

Clonefrom: | Vitual Machine_Template N

©2013-2018 ZPE Systems”, Inc. +

e VM Manager &%

*%@]5'5 Managed Devices :: Auto Discovery :: VM Managers
AddZV7 Uy LT, HiLL\VM Manager ZE&HY %

7 14 —JLR vM server [C vCenter/ESXi IP 7z (& FQDN Zi2ELE T
Y —/\D Username EBJZU Password EE% LET

O O O o



o ME(CHUTHTML console port ZiHEUET
o LAF&EV )Y save

no d e g r | d : & admin@nodegrid.localdomain ~ @ Help ® Logout

= w

Managed Devices Cluster

Preferences

Network Scan VM Managers Discovery Rules Hostname Detection Discovery Logs Discover Now

Managed Devices :: Auto Discovery :: 192.168.2.217 :: VM Managers 2 Reload

VM Server: Veenter E'
Username: admin ]
Password R ®
ConfirmPassword  eveaues ®
Virtualization Type: VMware ¢ ‘
HTML console port [http, 7331,7343
https]:

o BNV DIRHEFBEICT D
o ZMNT. Nodegrid Platform (&, vCenter Rz ESXi ¥ RTALIEHELEX T, CNTEF-DHD
BIZENHIET
o MULIERB LUEHZINEEDEY ) v UEXET VM Manager
o RIERYURHEA T a vV ERET BTHCA TS 3 discover Virtual Machines Z B3]
1t U. /@ pata center H KV Discovery Polling Interval EUTEHBULET,
o UFZEVUYY save



¥| Discover Virtual Machines
Discovery Polling Interval 15
[minutes]:

Discovery Scope Options

Datacenter List Cluster List Add Remaove

Discavery Scope

Demao-DC:

R > > OBEERE - CLI

o FUTSL—rTINARDIER

o FZENSC /settings/devices
0 add ONYV RT. FifTN\A AZERT S
0 set ANV RT. UTOREEERZLET
B name
= type IEEAIRE/ME: virtual_console_vmware
® ip address 127.0.0.1 &L T
® mode ZHNCERELEXT
o TEZIRIF commit
o AT avT. CORTNAADKRREIEZHIHT 2REZHEI D ENTEET ., FMIC

DVWTIRK, TNNA 2ADEBEESRBLTLLESTL,




[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid

[admin@nodegrid

/1# cd /settings/devices

devices]# add

{devices} ]# set name=Virtual Machine Template

{devices}]# set type=virtual console vmware
{devices}]# set ip address=192.168.2.151

{devices} ]# set mode=disabled

{devices} ]# commit

o RHIN—IZEERLET

o F2ENJL /settings/auto discovery/discovery rules/

0 add ANV RT., BEI—IZERLUET
0 set ANV RT. UTFOREEERZLET
® rule name RHIL—ILDIFE
" status BRESNEIL-ILDISGECEZZ SN E: B HEL
" method _vm_manager [CER7E _
T AV —BLUOVTRYICEDVNT I 4 I EFEET BICIE. datacenter
& cluster 7&1%% ULEXT
® host_identifier NI A—FZFRALT, 714 I —ZSSCERAITBENTER
T, ENEETNTLBIERE. R—bBO—EIMBEE T 2NEHNGHVET
0 action [CDWVWTIE. FILWTNA ZIRERFICETINET O a Vv EBIRLE T, IBEIRER
fB: 20->F—REH. 20->>F—RA>FIR. 20->F— KRR, BRETINA Z_
0 clone from DARIICIER S NIET V7L — T \1 RICERE
o BEZRTFE commit

[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid
[admin@nodegrid

[admin@nodegrid

/1# cd /settings/auto discovery/discovery rules/

discovery rules]# add

{discovery rules}]# set
{discovery rules}]# set
{discovery rules}]# set
{discovery rules}]# set

{discovery rules}]# set

rule name=Virtual Machine
status=enabled
method=vm_manager
action=clone mode enabled

clone from=Vitual Machine_ Template

{discovery rules}]# commit

e VM Manager = &%

o 1%EfSt /settings/auto_discovery/vm managers/

0 ZMadd ANV KT, VMXX—Y+—ZEHULET
O set ONVFRT. UTFTOREZERELEXT
® vm_server :vCenter/ESXiIP £7c(&X FQDN ZigHLFT



® username ZEH L. password
s AECIEU T html _console port ZiHEUXT
o BEZ{RTF commit

[admin@nodegrid /]# cd /settings/auto_discovery/vm managers/
[admin@nodegrid vm managers]# add

[admin@nodegrid {vm managers}]# set vm server=vCenter
[admin@nodegrid {vm managers}]# set username=admin
[admin@nodegrid {vm managers} ]# set password=password

[admin@nodegrid {vm managers}]# commit

o REXIVDREZERBECLETY

o ZNT. Nodegrid Platform (&, vCenter £z ESXi ¥ AT ALIEHELEX T, CnTEFHDHDH
BIGENSBVET

o TULLERRLIcEDZEY 1) v I3 VM Manager

o RERIYUREA T aVERET B1H(CA TS 3 discover Virtual Machines ZHZ
L. &/)\@ pata center H KXV Discovery Polling Interval EUTCEHBULET .

© save &V )v7Y

[admin@nodegrid 192.168.2.217]# show
vm server: 192.168.2.217

username = Administrator@zpesystems.com
password = **kkkkk*x*%

type = VMware

html console port = 7331,7343

discover virtual machines = yes
interval in minutes = 15

discovery scope = Demo-DC!

DHCP V54 7 O BHENIRL

Nodegrid Platform (&, BERXY T —VHWDI ZA4 7>V DO DHCP H—NEULTERTEEXY, <hb
DT N1 ASLBEEICHEE SN, Nodegrid Platform(CiBMSNET, ZDH#EEIE. O— )L Nodegrid
Platform /5 DHCP ) — X% (FEBIB DHCP V 54 7 b DO FEHYR— b LET, DHCP F—/\DEEH
EDOFFME. DHCP = NESRBR LTI,

DHCP V54 7 FOBENIRHE - Web Ul

o FVTL—kTNAXDIERK
o F2ENYt Managed Devices:: Devices
O RFVAAEIIY I LT, TNARZEIY AT LAICEMULET,
o BMULIEWFY7L—FOBBIZEANLET



o IP7RLRAIC127.0.01 EANUET

o Type 74 —JLRT. BRIV VERBUYA TEERLET,

o OJAVEICA—Y—EIBEHREIRM T 5155 . username & password Z AT BH. Aask
During Login 7 7/ a vV &EIERLUET

© Mode #NEREIRTBE. TNA AN TV EAR=IJ[CRRINBVKLDICUET

o fREFEIRIVEV VY IULETY,

o A7 avT. CORTNA ADORREEEZEFIHT 2REEAERIZENTEET, FMIC
DVWTE. ZNLZADFEESBUTLLIESL),

n Od e g I‘I d : & admin@lknbsro1.zpesystems.local v @ Help ® Logout

&

Managed Devices

Types Auto Discovery Preferences

Access Management Logging Custom Fields Commands

Managed Devices :: Devices :: Network_Template :: Access & Reload

Name: Network_Template Address Location: @

Type: device_console : Coordinates (Lat,Lon):

IP Address: 127.0.0.1 WEB URL: http://%IP

Port: Launch URL via HTML5

=
Username: Icon m =2

Credential ' SetNow

O Ask During Login Expiration @ Never

o RHIN—IEERLET

et Managed Devices:: Auto Discovery:: Discovery Rules

AddZ7 Uy UT, SiLLWREIL—IL] ZEMULET

REIL—=ILDT=HD Name EA ST UET

REI—ILDTcH D status ZIERUX T, (ERAFTREME: L. Z3Y

Discovery Method & U T. DHCPZEIEIRYT 3

Z72 3T, MAC Address ZFFLTC. INSOHREIV RV ZET 4 IILY BT S

INT A—% Host or VM Identifier ZFFILT. 7«4 Y —ZES5[CBATBIIENTER

T, EPEESNTUVBIHEE. R— FBO—HIEE—HRTBIUELH DX,

o Action [CDWTIF, FILWLWTNA ZREBFCRITINET VY a3V EBRULE T, IEEFRER
B oO0->(E—RAR). 20— (E—RF>FXR)., 20— (E— RELHEHR). &4
SNIETNTIERE

O Clone from field T. BICIERSNIET VY /L — T NA AZEERLET

o save &V Uy U UTIL—ILEERLET

O O O O O o o



JL—ILAMER SN, DHCP 7 RL X &S (FE%H. DHCP 7P RL A —2AZB#FHIT3ET<IC. TINAL R
FEFNICY AT ALEMESNET, PTRLAU—-IXBHOT 7 IV MEK, 1095 T&ETY,

DHCP V54 7 FOBEERHE - CLI

o TUTL—hrTNARDIER
o F&E)S /settings/devices
© add ANV FT., FifRTN\A RZERLET
°© set INVFT. MTOREZERLXT

®  name

" type 8 FJBE7RE:
device_console. ilo. imm. drac. idrac6. ipmil.5. impi2.0. ilom. cimc_ucs. netapp. inf
rabox. pdu*

® ip address 127.0.0.1 &£ LT

n OJ4VEICI——BRIEHRZIRMT 51558, username & password ZiRE I DD\
Ask During Login 7 7> a vV &EERULET

® mode & HLYCHRELET

o BEZ{RTF commit

°© A7/ avT. COBTNAADKRTEIEEHHT 2REEHABTZCENTEEXT, FHMIIC
DUWTIE., TN\AADEFESBLTLLESL,

[admin@nodegrid /]# cd /settings/devices
[admin@nodegrid devices]# add

[admin@nodegrid {devices}]# set name=Network Template
[admin@nodegrid {devices}]# set type=device console
[admin@nodegrid {devices}]# set ip address=127.0.0.1

[admin@nodegrid {devices}]# set credential=ask during login
or

[admin@nodegrid {devices}]# set credential=set now

[admin@nodegrid {devices}]# set username=admin password=admin

[admin@nodegrid {devices}]# set mode=disabled

[admin@nodegrid {devices}]# commit

o RHIN—IZEERLET

o F2E)JL /settings/auto discovery/discovery rules/

0 add ANV RT. REIN—IEERULET
0 set AINVRT. U TOBREEEHZLET



® rule name RHIL—ILDIHFE
® status RESNTIL—ILDIFEICEZSNSE: 55, &R
® method dheplCEREULET
m 733V T, 714—)VRmac_address ZFHALT. CNSDEFEDIV KU ZE T 1)L
Y—EBUEXT
® host identifier NTA—FEFEALT. 71 I —ESS([BRAIZIENTEE
T, ENEESNTVBIHEEE. R—FRO—HIMEE—HTBINENHVET,
o action [CDWTIF, FILWLWTNA ZRHEBFCRITINET VY aVEBRULE T, IEEFTRER
B o7O0->F—REHE. 20-F—RF TR 20-2F— REL, BETINA Z_
O clone from MABIICHERSNIET V7L — b7 N RICRELET
o TEZRIF commit

[admin@nodegrid /]# cd /settings/auto discovery/discovery rules/
[admin@nodegrid discovery rules]# add

[admin@nodegrid {discovery rules}]# set rule name=Network Scan
[admin@nodegrid {discovery rules}]# set status=enabled
[admin@nodegrid {discovery rules} ]# set method=dhcp

[admin@nodegrid {discovery rules}]# set mac_address=00:0C:29
[admin@nodegrid {discovery rules}]# set action=clone mode enabled
[admin@nodegrid {discovery rules}]# set clone from=Network Template

[admin@nodegrid {discovery rules}]# commit

FEAEDTNARIE, BNDREATVavittyTa VI CWIELTWET, 2OEYY 3V Tl
N5y T VI EZDERERELCDODVWTEY LEIFET,

RA FRIRE

COWEEICKY ., OJa4> 7OV 7~ 7OV R, FEENF—=LCEDWNT, =7 v T /\1 AD7K
AR RY D=0 FEIUTI) B TRETEET,

T7#IETI TV DADTO-THHBY . MTDEEAEDTNAZADY AT E—HULET: PDU,
NetApp. Console Servers, Device Consoles, Service Processors,

Nodegrid BBMID 7O~ 7E#EL. —HEFEET, —HULAVBER. 2 BEEUEO 70— 7 H—]
THETIRCRESNET, —HT 3L, ZOFN\AROTO-EVIREELET,

RAFBIRBLZERET S

FEAEDIHE. DEREREF. =T v T N\A ATHEZBENWLT B EEIFTTY, COeHIC
[Z. Managed Devices (WebUl) E£7z(3 settings/devices/ (CL) I a>vDF /N1 R CEEBHL. ZD
HEEZBMICLET,



WebUI

2 Managed Devices:: Devices

(=T Yy b TNAR &)Y LT, BRELTVEZALET
MICHDRY IV RICFT YV EANNET Enable Hostname Detection
REEREFLEYT

=Es)

Name: examplel
Type: ilo
IP Address:

Address Location:

Coordinates (Lat,Lon):

WEB URL: http://9%eIP

@ Launch URL via HTMLS

Usarname:

Credential ‘@ SetNow

Password ssssrenn
Confirm Password PR
O ask During Login

I_J Enable device state detection based on network traffic {icmp)

[} Enable Hostname Detection

) Multisession

() Read-Write Multisession

[2) Enable Send Break

CLI



o BEL /settings/devices/<Device Name>/access
® cnable hostname detection Z [ELVCERELET
o TEZETEITS

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]# set enable hostname detection=yes

[+admin@nodegrid /1# commit

[RR FREE] 0 O—/NILERE

Fle. B9 -0 v bTNA ADMHEEBEZBNICT BTHIC. L TDEREZ Managed Devices:Auto
Discovery:Hostname Detection (WebUl) £7z(d /settings/auto discovery/hostname detection

(CLI) CHREITBZCENTEXRT
MTFo7O0-NIey T4 VI ERETCSET

o JO-T7DHALT YL TO—T7#51%(C Nodegrid NN EFHT B0, BN TOYA LT
|\

o BT HAOPFBETERL - IEBEIC. 7O0-TDHT N1 A ICHBETNZEE

o RESNIEREICTNAABET YT T—r92: COREET72ILETEMCR > TLETH,
MCTITBZET, "I B EOIMRESTNEIEETET/NA ABEEHINRLLRVET,

o FILKBHETNETNAAN, IV T7UY FRLCZOREZRETZ: COA T avEENCTEE
T, BHOTNA DB BRI ERDHE. COBBI CRESNERIOT /NI ANZORFEZ (T
BUEY,

o JO—7:FNARITEEFEIND [XFH (TFRAR)] DEFEHDETY., TD%E. COEHIEEFED
[—BXFI] EBESNET, BEFEO7O0—-70:REDHLLSO—- 7 OEMDAEETT,

o [ &F. TO-TDOHENE—HKT B RegEx XTI, —HLIBE. RA BN HH TN, 7\
ABDEHINET, BEEFEO—HDFEDLHLUW—HOERHIIEETT,

/u\

L S
—RRAIRERTE
Devices Views Types Auto Discovery Preferences
Network Scan VM Managers Discovery Rules Hostname Detection Discovery Logs Discover Now

Managed Devices :: Auto Discovery :: Hostname Detection Z Reload

Global Settings

Probe timeout (sec): 5

Number of retries: 3

Discovered name updates device name

[~} New discovered device receives the name during conflict.

70— EBE—HROIERK



WebUI

e F2E)JL Managed Devices:Auto Discovery:Hostname Detection

o BBMIZEYVYITS

o UFHSEZEEIRT S string Type

o [ FEF[TO-T]ICRB [XFI EHEELET,

E[H CDWTIE. RegEx DRI NE T, B 2n ZFA L TRAMBOMUEERLET

Devices Views Types Auto Discovery Preferences
Network Scan VM Managers Discovery Rules Hostname Detection Discovery Logs Discover Now

Managed Devices :: Auto Discovery :: Hostname Detection Z Reload

String Type: Match

String: [\n\r]%H (l|L)ogin:

CLI

o F£E)H /settings/auto_discovery/hostname detection/string settings
e 547 add

o OV RsetZFEALT., —HEFLEFTO—-7& LT string_type EEHIT 5
o IXVFsetZFALT. 7O-T7&FERE—BXFIZEERT D

e BMtL. BEEZUTCTRIFT % comnit

E [ CDWTIE, RegEx XN RAISNE T, B 2n ZFEA LU TRAMBOMUEZERLE
El

RIVFry>aYy

Multisessions D I—TF—HEFCRAIULTNA AT IV EZRATESZLSCLEYT, IRTOI—
F—HEUENZERRTEDLDCRBVET, 774 LT, RO —([CHRIRV/ESAHFT It
ZEMIETh, BOIRTOI-—H—-CEEYY a v ADHRFRUVERD 7V ZREMISSNET,

C MDA TS 3 Read-Write Multisession ZHHICT BT ETTOIERFBETE., BEHINTLDET
NTCDIA-—Y—[Cty ¥y a ADHRIFRI/EEAHF TV CRENMIETNET, CDiFE. —EIC1AD
A—Y—-FEIFCESAHFT7VERENSZAEN, Ey Y ary THRIPLLF-ADLELDIELTWVWE I —
[CEZTAHENBBNCIVEDY X,

[TL—F2TFI]), COMRER. TNARIVY -ty a vy TERATEET,
WebUI

o TEENH Managed Devices:: Devices

o [F—FYEFNIRIEI I LT, RELCTI/EALET



o WICHBIRAYIAICFIVIZEANNET Multisessions
o A7 av: HWICHBIRYIRCFIVvIEANET Read-Write Multisession
o REZMREFELEXT

=Es)

Name: examplel
Type: |ilo v
IP Address:

Address Location: @

Coordinates (Lat,Lon):

WEB URL: http://3IP

@ Launch URL via HTMLS

Usarname:

Credential ‘@ SetNow

Password sserens
Confirm Password PR
O ask During Login

) Enable device state detection based on network traffic {icmp)

|} Enable Hostname Detection

) Multisession

() Read-Write Multisession

[2) Enable Send Break

CLI

e TEHST /settings/devices/<Device Name>/access

A —]

® nultisession ZIXLVCERE



e F7> 3 write multisession % [EULNTERE

® commit &LE

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]1# set multisession=yes
[tadmin@nodegrid /]# set read-write multisession=yes

[tadmin@nodegrid /]# commit

[T L—F2TFI]

COATVaveEFERATBE. sshaAVVY—IIlzy¥avENULTTL—F YT FIEEETEEXT, 2O
WEET. TNARAZEDBMUET L—FY =TV ADREMMTATT,

| Read-Write Multisession

Enable Send Break

Break Sequence: ~break

WebUI
o T2ENYT Managed Devices:: Devices
o (=T Y b TNAR &V )Yy LT, BELTIVEZALEXT
o WICHDIRYVAILFTYvYUZANET Enable Send Break
o NWE(C[HU T Break Sequence iR L ET
CLl
o TZE)HC /settings/devices/<Device Name>/access
® cnable send break Z [XUL\CERTE
o ME(CHU T break sequence ZifAEUEXT
® commit ZZE

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]# set enable send break=yes
[tadmin@nodegrid access]# set break sequence=~break

[tadmin@nodegrid access]# commit

IRT—T—UUR

IRT =TTV REFERTRE BREOEY Y aVDNSIRT -7 UTAZa—&RRLIEY., B
AZ1-DRTDEDBFEY AV EEERTI B ENFRELCRVET,



Nodegrid [&. 2 DDIRT =T =TV REYR—EULTWVWET, 1 DIIBELRYYa Vv AZa—H. 2
DHEERESNTWVBIEE) Y —T Yy rTN\A AOBERERFRHEZJECTZIERAZ2—HTYT., (AT
ZHR: EHHE)

EEL5DIRT—T =T VRE, T7AINMETERRESNTVEIN, BELCIEUTEEARET
_a-o

F7AIWEY—=TUR

IRT—T—TVR NEC CTRL+SHIFT+E ¢
BEIRHIE+— Ne) CTRL+SHIFT+O
WebUI

o TZEN Managed Devices:: Devices
o (=T TNAR] &V LT, BREICTIVEALET
o PE(CIHEUT. Escape Sequence X7cld Power Control Key ZiHEEUEXT

Escape Sequence: MNEC

Power Control Key: i¥e)

CLI

e TZFST /settings/devices/<Device Name>/access
o ME[CISU T, escape sequence X7-|d power control key ZHHEULXT

commit ZZEE

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]# set escape sequence="Ec
[tadmin@nodegrid access]# set power control key="0

[tadmin@nodegrid access]# commit

- Ry 'U- IJIL;\ITIIEE ,my}] (:a_ %

T7#4WET 9= Y rTNARCT VAT ZE, I—F—(FHRWIC Nodegrid 1= v + XU T3
%13'5’14\%75\350) %@1&7‘/\’1’X%)I bT?z.;uéhiﬁ' 4%E®EEEIH‘CL_TL75\7FE7E%D\ L_O)Hzﬁb
SET /N1 AD Nodegrid Rl BMCTEXY,
EINEKY . TOTFTNA ZADTARTD Nodegrid sB3EAENENCRVET, y—T v R TNA
ACTHERBEANZALDRESNTVNBD L ZRARLET,

WebUI



o FZENSG Managed Devices:: Devices
o (=Y bTNAREV )y LT, BRELTVEALEXT
o WICHBIRYIACFzVvIEANTT Skip authentication to access device (NONE

authentication)

o FLE)M /settings/devices/<Device Name>/access
o TIEZEHMIMICT B(CIE. skip authentication to_access device Z (FWCEREULEXT

commit ZEH

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]# set skip authentication to access device=yes

[tadmin@nodegrid access]# commit

SSH / Telnet’R—

INEDHEEC K, BEELY—T v T NA ZAADHFED sshR— FFfc(d telnet R— FZERTE
ES I

T7F#IWETEY =Ty bTNARICE BEARR—FEUTR—F 7000 ER— FESERFDERD telnet
R—EDBVHTENTVWET, sshEGDIHE. 77 2L EDR—ED. IRNTOT 7 1)L~ TOELIC
FRSNET,

SSHR— k& Telnet /R— ~E. BECHU TGRETEXT,
JE: SSHV1 (FHFHERT T, IR SSH2 DHZETR—FLTVET,

WebUI

o F2E)JC Managed Devices:: Devices

o [F—TYRTNAREV)YI LT, RELTIVEALET

® Ry ZAMMED Allow SSH protocol /o[ Allow Telnet protocol Z7 v I ULET,

T EBEL0ATYavET T AILETEMH TN TUVET,
o RMELCWUTR- FESERERCITRHELET



Allow SSH protocol

SSH Port:

Telnet and Binary Socket require enabled Telnet Service to Managed Device
Allow Telnet protocol

Telnet Port: 7006

~ Allow Binary Socket

CLI - SSH

o FLE)M /settings/devices/<Device Name>/access

® set IXV RT. allow ssh protocol Z [[FL)] (CERELEXT
® set INVRT. ssh port ESZEHUET

® commit BZF

CLI - Telnet

® FZEST /settings/devices/<Device Name>/access
® set OX Y RT. allow telnet protocol Z [[FUL)] [CEREULET
® set ONXV KRT. telnet port EEZEHULXT

® commit &LE

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]# set allow_ssh protocol=yes

[tadmin@nodegrid access]#set ssh port=17001

[tadmin@nodegrid access]#set allow_ telnet protocol=yes
[tadmin@nodegrid access]#set telnet port=7001

[tadmin@nodegrid access ]#commit

N1 FIVTy

INF VT y hEEEEFERT3E . MBNICEGSNTULEDHIDESC. H—RN—F 4 RXTLDT
INA ZANDEIET VAN ARECRY £T, FSFEEREEFEIN. telnet £feldssh 7O RIILTHT &
IMbehFEtA, BEOR—FZEVHTIURENRHYET,

WebUI

fZEn i Managed Devices:: Devices

(=T Yy rTNA R Z7 )y I LT, BELTIVEALET
M(CHBIRYVAICFTy PV ZANET Allow Binary Socket
DELCIHUTR- FESEHEERCTRBLET



Allow Binary Socket

TCP Socket Port: 15001

CLl
e FLE)M /settings/devices/<Device Name>/access
® set OJXV KRT. allow binary socket Z [[ZL\] (CERELFET
® set IXV RT. tcp socket port HESZEHZUET
® commit ZHE

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]# set allow binary socket=yes
[tadmin@nodegrid access]#set tcp socket port=15001

[tadmin@nodegrid access]#commit

IPTAU7R

aVVY =)Lty avid, WebUl® CLIDSHIBT B EE. sshitelnet 7 547 L&EN U TEIERA
TBZEEFRETT, sshIS14 7Y RIMERATNZEES. BEDY -y bTNARCT VAT B
C. T72IERTINGA=DELTY =Ty bTNARABENALET,

R—FIAVTRCE>T, A=Y —R@FIP7RLRZEFERBLTY -7y b TNA RA[CEGETEEXT, &IP
IA)7RAE. BELCHUT telnet R—~ENAFUR—FOERBETR—FLULET,

Nodegrid V' a—>avld =7y bTNAAZELHEKR2DDIP 7 ELAIA U7 ADEDHTH
HAJRETY . TDHEEE. IPv4, IPV6 7 FLAICHBUET .
WebUI

o F2E)JC Managed Devices:: Devices
o (=Y brTNAR]ZEV)YI LT, BRELTIVEALET
o MCHBIRYIAILFTYYVZEANET Enable IP Alias
o BMRIPT7RLAZEELEXY
o IPYRLALCTVEATEZBBMNERY T =04V 5 -7 1 —XEERULET,
O Allow the Telnet ME([CZUT., 41 ¥ —7x—XB07O0+I)L
= BWECIEUT, R—rEFBLET
0 Allow Binary Socket DE(CIEUT. HEET7VAH
» RECHUT, R—FERBLET
o RDOF|E%E#VIRUEYT Enable Second IP Alias



Enable IP Alias

IP Address: 192.168.100.25

ar

Interface: eth0
Allow Telnet Protocol

TCP Socket Port: 23

~| Allow Binary Socket

CLI

o TZE)HC /settings/devices/<Device Name>/access
® set OX YV RT. enable ip alias & [[FL\] [CEREULEXT
e set INVERT. MEBLCRUTRDEEZEERELEXT

ip_alias-IP 7 FL X
A V=T 1 —R-FRHETNDZRY T —DA VT —T 12—
ip_alias_telnet - telnet OB/ EL
ip_alias_telnet_port ;R — - {EF TN % Telnet R— ~

o ip_alias_binary -4 % =7t —ZXHBNA T UV Ty MEREYR— T 20ENH 315G
o RDF|IE#ZE#IRUZXT enable second ip alias

O O O o

® commit TE

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]# set enable ip alias=yes

[tadmin@nodegrid access]#set ip alias=192.168.10.249
[tadmin@nodegrid access]#set interface=eth0

[tadmin@nodegrid access]#set ip alias_telnet=yes

[tadmin@nodegrid access]#set ip alias_telnet port=23
[tadmin@nodegrid access]#set ip alias_ binary=no

[tadmin@nodegrid access]#set ip alias_binary port=15001

[tadmin@nodegrid access]#commit

ug

BETNA R UECEEN TR EDNTEXT, UBEDOFHFME. TNAREZDRAT—FREXYT
Ea1—(CRRTBLCHCERINET,

UEL, EMOFE. ICRIBELEEOEZERERBUTCERTEXT ., UEDENMEFRZN LU TRE
TN3I568. BELBECHRIT BEHC. 1VF—XRy MEGHDEICRVET,

WebUI



o TZEN Managed Devices:: Devices
o [I—TYrTNAR] &V )Y LT, BRELTVEALET
e 7« —JLF Address Location [C{FFfZANL. HEOOT -9 74V ZEHU T, BELBREDEEZ

ZEnlUET,

o XL BMLBELEEOEZZEREELEXT

CLI

Address Location: 46757 Fremont Blvd, Fremont, CA 94538, USA @

Coordinates (Lat,Lon): 37.5418582,-121,9750624

FCLNE, FAESRUTENRBE EBREDOERCERT ZHWEZTR—FLTULEEA,

f&&E)% /settings/devices/<Device Name>/access

set ANV RT. BNBERLEEDOEZFEIRELXT

o XER@7FLAZEELEXT

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/

[admin@nodegrid /1# set coordinates="37.5418582,-121.9750624"

[tadmin@nodegrid access]#set address location="46757 Fremont Blvd, Fremont, CA
94538, USA"

[tadmin@nodegrid access ]#commit

Web URL

Web URL (X, TINNM AZCEICEBTEEXT, URLIEZ, T7AI R TETNA A TERTES web IX VKR
(CERSINET,

IARTODIPR=ADEYYavVHACERINTET 7 4L D URL (Ehttp://%1P T, ZN(TKL s1P

(&

BTNA AU TCERSNIPY FLRABICK > TESMASNET, T74)LFT, URLIEFDV S

A7 RCERESTND HTMLS 7 L—ARTHEAMET, LD, TINAMRAZRY FT—J (LA ART S
TERL, EF AT 4 TIRESNTULWARWT NI A Web M V7 —TJ 1 —REBBIT BT ENTEFT,

COWEREZBIMNICTBCECE>T, INZHFETZENTEEXI, Launch URL via HTML5S

WebUI

fZEn it Managed Devices:: Devices

(=T Yy rTNA R Z7)y I LT, BRELTIVEALET

MECISEU T, weB URL DEZEFAEUET

MHECHUT, BENS HTMLS 7« >~ RO TO URL DB Z BN E T (FEM(CLUET Launch URL
via HTML5



WEB URL: http://%IP
Launch URL via HTML5

CLI

o FLE)M /settings/devices/<Device Name>/access

® set DNV RT, MTFZHRHBUXT web_url
® HTML5 7« > R TOD URL DEENZE . RE CBMNXZIFEMC LUET launch_url via_htmls

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]#set web url="https://%IP"

[tadmin@nodegrid access]#set launch url via html5=yes

[tadmin@nodegrid access]#commit

74

ETNAADIATERT 7TAIVEERTEEXT,
WebUI

o TZEN Managed Devices:: Devices
o [V Yy bTNARZEV )y I LT, BELTIVEALEYT
® select IconZ V7 Uy I UTHFEDT7AIVERRL, TINARAT7A IV ZERFHELET

lcon Select Icon -4

CLI

&% /settings/devices/<Device Name>/access

set INY RT. icon ZEMRMEIHELET., 577 DEMA-ZORFRTtab-tab Z{E> THMED
A RERRULET,

commit ZZEE

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]#set icon=switch.png

[tadmin@nodegrid access ]#commit

7 )\1 A Mode (&, Nodegrid Platform (CK 27T /N1 ADEEBHEE . TNA ADAT—H AEWRI DH
FBEERLET, YATLRBABEOE-FECXHELTVET,



=1

- $408
p—_— CDE—RTE. TN REEHNTY, Ly avaERLZENTET ., Nodegrid (E7 /N1
W R CEBETRENE SH DR ETVE L .
0 CDE—RTE. TNAREBEMT, By avERIBTEET, Nodegrid (&, 7/\1 RIC
P BETRENESAERALET,
i-; CDE-—RTE. N1 REEWT., Ty avzERIRTEET, Nodegrid (. 7/31 RIC
;P SETENESHERBLEE A
b CDE-RTE. TNA1REENTT, ty>aveERLZENTEY . Nodegrid (7 /N1
o, ACHEREHESHORBETVE LA, TOE-FE, TN ADRETOLREEL
" TYRAFACEMINECEERUET,

WebUI

o TZENS Managed Devices:: Devices
o (=T YrTNARZEZV)YI LT, BRELCTIVEALEY
o ROVTHIUUAZa—DEEWMEBE-—RZBEBRLT, TN1RAE—RZRELEXT

EREEH] I YATLARAT—FADHEDTRERRTSE A

e IO . |
On-demand
Disabled
Expiration Discovered

CLI

F2E) /settings/devices/<Device Name>/access
set INY RT. mode ZIATOWVWITNNCHAEBLET
o BM
o EX
o AVFIVE
LE%Z commit UEXT

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]#set mode=enabled

[tadmin@nodegrid access ]#commit

B EDHEARR



EBTNA RCBMEREZEENHBEIBETSE. TOHMUET /N ASEENICERTERLRVE
I, TOT 7 )L MBI Never T, CODEIBIFGE. TINAREZOT—F IV ATLAAIC. BEEI—
F—HDZNZHIRT B2 ETHREFESNET,

Bif -7\ 2E. RSN BN ETEATETT., ZORAMEE pisabled T— RICRES N, BEE
1Y —EZD%E 10 BEE 72 3 VERFTEET, 10 B, FAIREZTDF—FRYRFLDS
Bl NET,

Bt - 747D k- [CUTVETH, EESNICABEZBL TET /NS ADREHINEHRTNRLN
Ba. TNAREZDT Y I RTLADGHIFENET, chlE. TNA ADOEREFEFERHVEE
/Ilo

VM BRIV RV +(TEM. B8, BlkfEh3 ESXi H—N\EFET 3o CAFEBROTmANEEAE
D VM T N\A XITBASN. Nodegrid [CEEENZTNA X5 A 22 ADMEAFRECRV XY,

E: COWEEX. IPRX=ZADTNA ATOHMERTEET,
WebUI
o F2E)JC Managed Devices:: Devices
o [(I—TYErTNAR] &IV LT, BRELTIVEALET
® Never . Expiration Date . F/c(d Expiration Days DUV\VTNHOEIEIRL . BYREEILELE

ER

o HfY: Bf¥&. F-R-H (EFFF-AR-BR) OEATEELET
o AN fBIX 1 H5 999999999 DRI TIEELFT

Expiration ) Never
© pate

Date (YYYY-MM-DD): 2019-03-01

) Days

CL!
e TEEST /settings/devices/<Device Name>/access
® set ONV RT. expiration ZATFTOWVWINMNCHEULEXT
O never

O date

m set ONYVRT, BWHIBREZIEELF T expiration_date
O days

B set ANV RT. 0H5 9999999999 XFTHOEMHEEIEE LUXT expiration days



® commit TE

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/
[admin@nodegrid /]#set expiration=date
[tadmin@nodegrid access]#set expiration date=2020-01-01

[tadmin@nodegrid access]#commit
or

[admin@nodegrid /]#set expiration=days
[tadmin@nodegrid access]#set expiration days=5

[tadmin@nodegrid access ]#commit
or

[admin@nodegrid /]#set expiration=never

TINA ART—5 A&

Nodegrid (3. BME—FOIARTDT/NAZXT, TN\A ADIREFERRENE SDERTT/NA AAT —
TADREZETR—FLUET,

SUTPITNA R

77 # )L T, Nodegrid (&> 1) 7ILFT/)\A ADDCD £=E CTSESEFERLET, BHET /N1 R (CTh
SOEENEELRVERIE. fDVUICT—470-%&FHAT3LDCTNA AAT— I ADBREELE
TEXYT, TOBE. AT Y RAEITNA RCEL > TEETNBZIEROT — Y CEDVWTRESNE T,

CODMEBEZT{FRA T B (C(E. #%BE Enable device state detection based in data flow ZHBIMtLT 3
MWENHET,

IPTNA R

PR=ZADTNAZADT 7 AIVSDAAZZXALE, POT 147 sshtty>aryaT N4 ACHILLTE
RUET,

T5(C, ICMP (ping) Fx v IV ZEBMICLT. TN ADENHE DN ZEERTEXT,

CODMBEE(FR T B(C(E. #BE Enable device state detection based on network traffic

(icmp) ZHINUT 2RENHDIET,
WebUI

o TZEN Managed Devices:: Devices
o (=T Y brTNAR]ZEV VYOI LT, BELTIVEALET
e Ry VREFIYIUTTNAADRAT — % ARHEBMNCLET



o Y7 J)LDIFSE: Enable device state detection based in data flow

IC]I Enable device state detection based in data flow

o FDMDTI/INA ADIBES: Enable device state detection based on network traffic

(icmp)

" | Enable device state detection based on network traffic {icmp)

CLI

e TZE)HC /settings/devices/<Device Name>/access
® set ANV RT. TINAMRADAT =9 ARHEEBAMELLUET

o Y1) 7 )LMDIFE: enable device state detection based in data flow

o ZOMDT/INA ADIHFAE: enable device state detection based on network traffic
commit CEEZRIFLET

[admin@nodegrid /]# /settings/devices/Device Console Serial/access/

[admin@nodegrid /]#set enable device state detection based in data flow=yes

or

[admin@nodegrid /]#set enable device state detection based on network traffic=yes

[tadmin@nodegrid access]#commit

[T\ ART—H ADEBINOHRI LRI )T FOET

COMEEEFERTZE. - T—BERBETNA ADAT—IAEBCHRAILRY VT REEVHTBZ
ENTEZXT, TOHEEL. IRV MBHNEBATERAT—YADEBECWUTHEED 7V a v EETT
BZINENDBIESICECFRAINET,

MUMTDRAT—5 ABEIMERTINET
vy avHEA
vy aviEE
TINAATYT
FINAR T

Z7VT R BEFLETO7 2y a Il —ERZNEBE U TER - RESNIZIUNELHWET,

APV TrZTINA ART—4% ZAICEI)HTSBEIIC. Nodegrid (COE—F2MENHVET, AV T
%7 #I)% /etc/scripts/access [CECE T R2MEANHVET, EXVUTRE. - —1ERTEITH
BEERBIMENDHVET,



WebUI
e &)Y Managed Devices:: Devices
o (=T Yy brTNAR]ZV VYT UTHRELTIEAL, UT(CEUEXT Management
® Scripts U a3V T, FEAREBRIV VT FETNARART =Y ACEIVHETET

O Run on Session Start
O Run on Session Stop
O Run on Device UP
O Run on Device Down
Scripts
Run on Session Start: ‘ provission_port.py 3‘

ar

Run on Session Stop: ‘

4r

Run on Device UP:

4r

Run on Device Down: ‘

CLI

o FEE)S /settings/devices/<Device Name>/management

¢ set AINVRT, RVVTETNAZART—FAICEIVETET
O on_session_start
O on_session stop
O on_device_up
O on_device down

¢ commit CEEZREFLET

[admin@nodegrid /]# /settings/devices/Device Console Serial/management/
[admin@nodegrid /]#set on_session start=sessionstart.sh

[+tadmin@nodegrid management ]#commit

F—yOEyy

ECOMEER. U7 EYYa V™ SsSshR—-ADty > avigeE, INTOTFARNR—ZAD
vy avTERTEXRT,



Data Log BEZBMICT B LT, TNAADST—YOJZERNETELDCTYATLAZERELET,
T—=507@ TNAADEZETBIRNTCOBEREF v 7F+ LET . TN ADBENE— FDIHFE.
- =BT NA ALCEHELUTVWRWEETE. T—5707B7—7Z2RELET, chiCkW ., OV
V=IltyYaVCEESNBIYRAT LAYy L= 0OF Y IHEREICRY XY,

INEETNf=T—4 07 (L. Auditing :REICIS U T Nodegrid O—HILICRFESNZH. UE— L THRE
TNET,
WebUI

o TZENS Managed Devices:: Devices

o (=T Y brTNAR]ZEV )Y UTHRELTIEAL, UTFICBEUEXT Logging

o 73 avEBMICUET pata Logging

| Access Management Logging Custom Fields Commands

t Managed Devices :: Devices :: Serial_Console :: Logging

|
|
i
|
|
| Name: Serial_Console
|
|
|
n
|
|
|
u

Data Logging

| Enable data logging alerts

CLI

285 /settings/devices/<Device Name>/logging
set IN Y FT. data loggingfB%Z yes (CEEULFXT. £ld no
commit TEEZHFRFLET

[admin@nodegrid /]# /settings/devices/Device Console Serial/logging/
[admin@nodegrid /]#set data logging=yes

[+tadmin@nodegrid logging]#commit

ARy kOFv o
FCOMEEZ, T—EXTOYyYRLIUOIPMI LYY 3V CERTEZT,

COMBEERMCTEE., YRATLARY—ERTOyTARY FOJT—YINERACERESNE T, IX
EENBT—9DY17F. T—ERTOCRDHEEELRELC LI > TERVET,



5%7E Log Frequency & Log unit D\5., [BHROUNEREZFEH TEEY ., INEMKBIE. 1 9H5 9999 BF
BOEHH TIRETCEEXT,

INESNET - 07, Auditing FRE (IS LT Nodegrid dO— HILICRESNEH. UE— FTRE
ThET,

WebUI

fZEn it Managed Devices:: Devices

(=T Y rTNAR]EIVVY I UTHRELTIVEAL, MTFICEEUEXYT Logging
73 avEBMCUET Event Logging

MECISUT. Event Log Frequency Ec(X Event Log Unit DEZRHEUEXT

Access Management Logging Custom Fields Commands

Managed Devices :: Devices ::ilo :: Logging < Reload

Nam !
") Data Logging Event Logging
") Enable event logging alerts
Event Log Frequecy: 1
Event Log Unit: hours
CL!
o FEF)S /settings/devices/<Device Name>/logging

set IN Y RT. event loggingfEZ yes [CEBELET. £7=(& no

ME(CIHU T, set ON Y KT event_log frequency & event log unit ZaEUEXT

O0 event log frequency #EH 1-9999
O event log unit #4733 hours £ minutes

commit CEEZRFULET

[admin@nodegrid /]# /settings/devices/ipmi/logging/
[admin@nodegrid /]#set event logging=yes
[tadmin@nodegrid logging]#set event log frequency=1
[tadmin@nodegrid logging]#set event log unit=hours

[tadmin@nodegrid logging]#commit

73— bXFHEART LRIV T

T EARY FOTHBEL. BROWNELT TR, ARY FBHZERLINSDAANY FTEDL
THARI LRV VT R ERTIBIENTEFT, B, 75— bXFIEERTBETT—hA17T
SNFET, 75— EXFIE. YVTINBTFALO—H. BT -FRERKCT—FY—-XX K-
AR UTHAS NS ERKRINI -V XFICT B EDNTEEXT, ARV FE—HITBILV(CEMT



nxdy,
27 VT RE BEFLETO7 2y a Il —EXRZNEB U TER - RESNBIUELHD T,

AV T rETINA ZARAT—45 ACEN) HTBHEIC. Nodegrid [COE—FB2URENBHWET, AT UTE
F. T—9004XRY BT # )Y /etc/scripts/datalog . £ FARY FOTAH7 # )L
% /etc/scripts/events ([CEEBT 2UNENHVET, ERIVUT I, I—F—1HERTEITAREE RS
WMEHBVET,
WebUl- 7—=4%0F>J 75—k

o F2E)Y Managed Devices:: Devices

o (=T Yy brTNAR]ZV VYT UTHRELTIVEAL, MTFICBEUEXT Logging

o F7avEAMIIULET pata Logging

o 77 avEBMICUET Enable data logging alerts

o F—HZAKL)—AIC—HT B Data StringDEVEDEHBUET

o HAILRYV VT HERITT BUENGBIHE. ERSNT pata script DEMATRERRAI VT &
BRUET

Access Management Logging Custom Fields Commands

Managed Devices :: Devices :: Serial_Console :: Logging

Name: Serial_Console

Data Logging

Enable data logging alerts

Data String 1: date

4r

Data Script 1: PowerCycleDevice_sample.sh

Data String 2:

4r

Data Script 2:

WebUl - /XY ~OJ 75—k

o TZENS Managed Devices:: Devices



o (=T Yy brTNARZEV )Y I UTHREILT VAL, Logging [CREEULET
o F 7 avEAMICUEXYT Event Logging

e #7733V EAMICUET Enable event logging alerts

o F—HZAL—AC—HT % Event StringDZEVEDEHBLET

® NAZLRIV VT FERTIBRENGZIHE. EHESNIC Event script DEMABERZI VT H
EERULET

Access Management Logging Custom Fields Commands

Managed Devices :: Devices ::ilo :: Logging

< Reload

Name: ilo

") Data Logging Event Logging

Enable event logging alerts

Event String 1: date

Event Script L PowerCycleDevice_sample.sh

Event String 2:

CL/ - Data Logging Alerts

T2E)5% /settings/devices/<Device Name>/logging

set INX Y RT. data loggingfH%& yes [CEEUXT

set JY Y RT. enable data logging alertsfEZ yes ([CEBEULET

T—H AL —=ALIC—T ZXFS data_string 1 FEFERRIBEEHZELUET

HARI LRV V) T EETTBIRENGBIHEIC. FRAAUBERRAY U T data_script_1 ZEHL
EScCl

® commit CEEZRFLEXT

[admin@nodegrid /]# /settings/devices/Device Console Serial/logging/
[admin@nodegrid /]#set data logging=yes

[tadmin@nodegrid logging]#set enable data logging alerts=yes
[tadmin@nodegrid logging]#set data string 1="String"
[tadmin@nodegrid logging]#set data script l=ShutdownDevice sample.sh
[+tadmin@nodegrid logging]#commit

CLI - Event Logging Alerts

o F2E)JL /settings/devices/<Device Name>/logging
® set OX YV RT. event loggingfBEZEMUTICEEULXT yes
o NECHUT, set DNV RTevent log frequency & event log unit ZiEULEXT

0 event log frequency #EH 1-9999
O event log unit 747> 3> hours £7(E minutes



® set IX RT. enable event logging alerts % yes [CEEUEXT
o T—HAL)—ALIC—HTBXFT event_string 1 XFERKRIVEERZLET

o WRAHLARV )T +ERITITZ2VENDHBIEHEE(C. FERAFBERAY ) T event_script 1 ZEHL
ESCH

® commit CEEEZHRFELET

[admin@nodegrid /]# /settings/devices/ipmi/logging/

[admin@nodegrid /]#set event logging=yes

[tadmin@nodegrid logging]#set event log frequency=1

[+admin@nodegrid logging]#set event log unit=hours

[tadmin@nodegrid logging]#set enable event logging alerts=yes
[tadmin@nodegrid logging]#set event string 1="String"

[tadmin@nodegrid logging]#set event script 1=PowerCycleDevice sample.sh

[tadmin@nodegrid logging]#commit

HRAILT « =)L F

NRILT « —ILRZEFRATZE. - —BT NI ALCEMBEREBEVHTEIENTEEXET, CDIF
HE. TNAAOBER—ITETNAALCRRTN., BECKRETEFXT,

ARG LEHRIE, F—/MEDODRT EULTREFINET,

WebUI

o TZEN Managed Devices:: Devices
o [ —UYyhrTNAREIIY I UTEEICTIERAL., custom Fields [CREILFET
¢ AddZEV YOI LT, iLWHRIY LT« —ILRZEERULET

o 74 —-ILRBERELEY
o 74— JLFEEEELEXT

CLI

o 2Bt /settings/devices/<Device Name>/custom fields
® add OXYVRT. fiLWHRI AT+ —ILREERLET

e set ONXV RT. field name ZEHEULFT field value

e comnit CEEZREFLEXT

[admin@nodegrid /]# /settings/devices/Serial Console/custom fields/
[admin@nodegrid /]#add

[tadmin@nodegrid custom_ fields]#set field name=Custom Field Example
[tadmin@nodegrid custom fields]#set field value="A Value"

[tadmin@nodegrid custom fields]#commit



YEEDBRZLAORVE

EBTNARADIZA T E, - —DBTFNARALCT7 VALV TRETEZ IR ROOL VY a v ERIHL
£, K¥DA—HF—([CE>TT 7 A LERETTDRIESD., HRENZ AT 3V T, 774V EER

ENTDTRVGEER, BEEI T -HNhEBENCTTSH., BEOIRVREZELT, 774/ k
TEMESNTUORVEEDIN Y RZEINT 2H. DAY ALAIIVRETNARICEVETZZENT
EFET, IV REERETIONEZEL., IRTOA-F—CHEES5ZIZOTEENUETY, BEEH
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DBFEC KD CNERITTEET,

FINA ATEARIGERIAT Y RE. TNAADIATICELH>TERVFET, FIZAE, (T—EX7OtzyvH
KVWMtEy > avHR—bZBMCTS) kvu IX Y RIE, Y—EX 7Oty Y TNAL ATOMERTE.
HAHARY RETNARAOEY A T TERTEET,

ARG LRV RE IRTDILTDTNA XATERTE, WRYLRT VTR EN U TRMHMENE
. DRI LARVERE, BMOtEy > avA T2 avns, TNAATETITBRENDBHFEDNR
FLI XV EXT, BILVWESEEECIETEXT,

27 VTRE BEFLETO7 2y a Il —EIRRZNZEB U TER - RIESNBIUELHD XTI,

AR LRV BIEWebUl & CLIZNUTETTELZFIN., BEHARY LR Y K&, WEBUI
TEIBLCLOHCT 1 — Ny EENERBTEET,

WebUl- ¥z RU v D

o TZENSG Managed Devices:: Devices

o [T YrTNAR]ZEV )YV ULTRELTIVEAL. UTFICEELET commands
e AddZEV Uy ULTOXRY RZEBERL., TNA ACEENRITET

e IFOIORVEFEV )y I LT, OXY FEZBIRICEENCLET

Access Management Logging Custom Fields Commands

Managed Devices :: Devices ::ilo :: Commands

 sre J conce f o

Command: ‘ KVM

4»

Enabled

Protocol: SSH

The command will enly be available if the protocol it uses is enabled under management.

4r

Type Extension: ilo.py




WebUl - A& ARV R
o TZFST Managed Devices:: Devices
¢ [T YErTNAREV )Yy I UTREILTIZEAL., UTFICHBELUET commands
e Add &V )y UTEIRLEXT custom Commands

o {FAFRERRI T DA RHS script ZIBIRLET
o[BI ZEV VY I LT, BEDIRY RZBMHELET
o RV VT FARAOOR Y RATYa v (C—TRLICOARY RINIVEREBLET

Access Management Logging Custom Fields Commands

Managed Devices :: Devices :ilo :: Commands

Command: ‘ Custom Commands

4r

Enabled

Protocol: None

The command will only be available if the protocol it uses is enabled under management.

Custom Commands

Script: ‘ SSH.py #‘ Enabled Command SSH
Label:

Script: ‘ 3‘ () Enabled Command customcommand2
Label:

Script: ‘ :‘ ") Enabled

Command customcommand3
Label:

CLI - Custom Commands

T2EN5C /settings/devices/<Device Name>/commands
add ANV RT, iLWHRY L7« =)L FEERLET
set DNV RT. field name ZE&HULU XY field value
commit CEEZRIFLET



[admin@nodegrid /]# /settings/devices/Serial Console/commands/
[admin@nodegrid /]#add

[tadmin@nodegrid commands ]#set command=custom commands
[tadmin@nodegrid commands ]#set custom command enabledl=yes
[tadmin@nodegrid commands ]#set custom command scriptl=SSH.py
[+admin@nodegrid commands ]#set custom command labell=SSH

[+tadmin@nodegrid commands ]#commit
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Tracking System Network Managed Devices Cluster Security Auditing Dashboard

Open Sessions Event List System Usage Discovery Logs Network Devices Scheduler
Sessions Table Devices Table
Tracking :: Open Sessions :: Devices Table & Reload
| Device Name Number of Sessions Users

A= tyvay
Open Sessions R—J(CF. EHEINTVWBRIA—TF—ETNAM ALY aVOBENARRINET,

Sessions Table XZ a1 —I(C(d. YATALBMCTEGELTVWZIRTOI-—T—HRRIN. ThED
dA—F-—DNETHEEGELTLDD., EleZ0HERBZRRIVLET,

Device Table AZa1—I(C(E. BMLBTNAM Atzy>ay, EHSNTLWdtzyYavDE. LUELS
SNTVWB - —(CETIEEIRRINET,

A—F—DERIIN—TLLBT7 IV CRFAERF > TLBIEE. ZO1-Y-BEy>avE&TI3C
ENTEXT,

ARV VR

Event List AZa1— (X, YATLARY RECAT 3G ERE RRLEX T, 1Y FZEERUT,
REOHAY VI ZE )Y FTEXT,
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Access Tracking System Network Managed Devices Cluster Security Auditing Dashboard

Tracking :: Event List & Reload
Event List
5
4 System Event
3 AAA Event

M Device Event

M Logging Event

100 102 104 106 108 110 112 116 119 121 123 126 128 131 133 135 137 139 151 153 155 157 159 161 201 300 302 304 306 308 311 313 315 401 410 450 452 454 461 463 465 467

Event Number Description Occurrences Category
100 Nodegrid System Rebooting 0 System Event
101 Nodegrid System Started 1 System Event
102 Nodegrid Software Upgrade Started 0 System Event
] 103 Nodegrid Software Upgrade Completed 0 System Event
] 104 Nodegrid Configuration Settings Saved to File 0 System Event
105 Nodegrid Configuration Settings Applied 0 System Event
106 Nodegrid ZTP Started 0 System Event
107 Nodegrid ZTP Completed 0 System Event
108 Nodegrid Configuration Changed 0 System Event
) 109 Nodegrid SSD Life Left 0 System Event
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Tracking S M E Cluster 2C Auditing

Open Sessions Event List System Usage Discovery Logs Network Devices Scheduler

Memory Usage CPU Usage Disk Usage

Tracking :: System Usage :: Memory Usage 2 Reload

Memory Swap
Used (Kb) Used (Kb)
Free (Kb) Free (Kb)
Memory Type Total (Kb) Used (Kb) Free (Kb)
Mem 8048328 1959868 6088460
Swap 1048572 0 1048572

Edan]m kg

Z M Discovery Logs N—Y ([C(F. BEREBOEENRT /A X' TRESNERE7OER0OI7HE
menxXd,
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Tracking

Open Sessions Event List System Usage Devices Scheduler HW Monitor

Tracking :: Discovery Logs

Reset Logs

£ Reload

Date IP Address Device Name Discovery Method Action

Fri Aug 16 16:19:47 2019 N/A usbS0-2 KVM USB Device Connected
Fri Aug 16 16:19:47 2019 N/A usbS3-16 KVM USB Device Connected
Fri Aug 16 16:19:47 2019 N/A usbS0-1 SENSOR USB Device Connected
Fri Aug 16 16:19:48 2019 N/A usbS1-1 Serial USB Device Connected
Fri Aug 16 16:19:48 2019 N/A usbS0-3 Serial USB Device Connected
Fri Aug 16 16:19:48 2019 N/A usbS1-13 Serial USB Device Connected

2y D7 -0
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Tracking Syste etwork Ma vices Cluster Security Auditing Dashboard Applications

Open Sessions Event List System Usage Discovery Logs Network Devices Scheduler HW Monitor

Interface Switch Interfaces LLDP Routing Table

Tracking :: Network :: Interface 2 Reload
IfName Ifindex State Rx Packets Tx Packets Collisions Dropped Errors
backplane0 5 Up 0 15291 0 0 0
backplanel 6 Up 0 15333 0 0 0
docker0 12 Down 0 0 0 0 0
eth0 7 Up 1073398 175196 0 0 0
ethl 8 Down 0 0 0 0 0
loopback 3 Up 0 32 0 0 0
loopback0 4 Up 0 32 0 0 0
tap0 9 Down 0 0 0 4208 0
virbr0 13 Down 0 0 0 0 0
virbr0-nic 14 Down 0 0 0 0 0

Network #istR—I(CIF. RY T —7 Interface IFHR. LLDP LV Routing Table DFFANKRRET
nxtd,

Z D Interface R—I(CIE. ME. Ny T —IHUVY, BR., ROv /. I7—RBREDRY RT—04
V=7 1 —RICEAT BHEHERIARRINET,

CDLIDP R—J(C(E. LAN ETZDID EHEEZERLTLWBT NS ADRREINET, Ry FT—0#%

4 CTEREI S & T, Nodegrid T LLDP advertising and reception through this connection &

BNCTBENTEFT,

C D Routing Table R—(C(d. Nodegrid Ry T —IBEDIEOHCHEDIL—T « T IL—ILHERR
TNET, o, BMSNEBOBNRY T -7 I)L— FEEFNTVET,
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Tracking Syste et K ana o r Security Auditing
Open Sessions Event List System Usage Discovery Logs Network Devices Scheduler HW Monitor
Interface Switch Interfaces LLDP Routing Table
Tracking :: Network :: Routing Table £ Reload

Destination Gateway Metric Interface From Table
0.0.0.0/0 192.168.2.202 0 eth0 192.168.2.146 eth0
0.0.0.0/0 192.168.2.202 90 etho all main
172.17.0.0/16 - 0 docker0 all main
192.168.122.0/24 - 0 virbr0 all main
192.168.2.0/24 - 0 eth0 192.168.2.146 eth0
192.168.2.0/24 - 90 eth0 192.168.2.146 eth0
192.168.2.0/24 - 90 etho all main
2601:641:100:c400::/64 - 1024 etho 2601:641:100:c400:290:fbff:fe60:2ccO eth0
2601:641:100:c400::/64 - 90 etho 2601:641:100:c400:290:fbff:fe60:2ccO eth0
2601:641:100:c400::/64 - 90 eth0 all main
/0 fe80::225:90ff:fe23:c0b4 1024 etho 2601:641:100:c400:290:fbff:fe60:2ccO eth0
/0 fe80::225:90ff:fe23:c0b4 90 etho all main
fe80::/64 - 256 etho 2601:641:100:c400:290:fbff:fe60:2ccO etho
fe80::/64 - 256 etho all main
fe80::/64 - 256 loopback all main
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Tracking
Open Sessions Event List System Usage Discovery Logs Network Devices Scheduler HW Monitor
Serial Statistics USB devices Wireless Modem
Tracking :: Devices :: Serial Statistics 2 Reload
Serial Statistics
800
Rx
600
Tx
400
200
0
21 22 23 2-4 25 26 27 28 29 2-10 2-11 212 2-13 2-14 2-15 2-16

Port DeviceName  Speed RXBytes TXBytes RS-232 Signals CTSshift DCDshift FrameError  Overrun  Parity Error  Break Buffer Overrun

21 ttyS2-1 115200 743 17 RTSCTSDTRDSRCD 0 0 0 0 0 0 0
22 ttyS2-2 9600 0 0 RTSDTR 0 0 0 0 0 0 0

2-3 ttyS2-3 9600 0 0 RTSDTR 0 0 0 0 0 0 0
24 ttyS2-4 9600 0 0 RTSDTR 0 0 0 0 0 0 0
) 25 ttyS2-5 9600 0 0 RTSDTR 0 0 0 0 0 0 0

Z D UsB devices X—J(CE, EH NI USB T/N\A REVHAL S NI RS NCRAT 3FlD KRS
nxv,
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Tracking
Open Sessions Event List System Usage Discovery Logs Devices Scheduler HW Monitor
Serial Statistics USB devices Wireless Modem
Tracking :: Devices :: USB devices < Reload
USB Port USB Path USBID Detected Type Kernel Device Description
$3-16 10-4 2f47:2285 KVM Device usbhS3-16 KVM Adapter
S1-1 11-1 067b:2303 Serial Device usbS1-1 USB-Serial Controller D
$1-13 17-1 0403:6001 Serial Device usbS1-13 FT232R USB UART
0-2 11 2f47:2285 KVM Device ushS0-2 KVM Adapter
0-3 1-2 0403:6001 Serial Device usbS0-3 FT232R USB UART
0-1 1-3 289b:0503 Sensor Device usbS0-1 TRH320

Z D wWireless Modem R— YV (ClF, AOv k., SIMXATF—Y R, BIVESREICEAT BEFERHINIRRN
E I
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Tracking Systen Network Devices ster Auditing Dashboard Applications
Open Sessions Event List System Usage Discovery Logs Devices Scheduler HW Monitor
Serial Statistics USB devices Wireless Modem
Tracking :: Devices :: Wireless Modem 2 Reload
Slot Interface Status SIM Status Radio Mode Signal Strength

ATTa—5

Z @ scheduler R—I([ClF. ATV a—-IIlNEHYRATDETHE., ETE. ARV EDPIZ—CDULT
DIERHIDRRSNET,
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Z D HW Monitor R—(CIX. Nodegrid ¥ X7 ABBRMNRIRSNE T, Thermal IRED CPURE. ¥
AT LRE. BXUV7T 7 VIRE (EATERIEE) ZRTUET ., Power TV 3V (@, BROKELE
HEBEERE, BEOERICOVWTOERNARREINET, D 1/0 Ports 77 3 (&, Nodegrid Gate
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Tracking Syste Network Managed Devices Cluster Security Auditing Dashboard Applications

Open Sessions Event List System Usage Discovery Logs Devices Scheduler HW Monitor
Thermal Power
Tracking :: HW Monitor :: Thermal < Reload

Name Value Unit Description

cputemp 52 Celsius CPU temperature

systemp 53 Celsius System temperature

cpufan 14375 RPM CPU FAN speed

sysfanl 12052 RPM System FAN 1 speed

sysfan2 11905 RPM System FAN 2 speed

switch 7898 RPM Switch FAN speed

1/0 7R— I (GPI0O)

ZDR=YClE. GPIO R— FDAT—F ANKRETNEI, Nodegrid Gate SR 4> Nodegrid Link SR 73
E. GPIOR—+EHBALETINTOHMEATEET,
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Tracking ysten Network Managed Devices Cluster Security Auditing Dashboard

Open Sessions Event List System Usage Discovery Logs Network Devices Scheduler HW Monitor
Thermal Power 1/0 Ports
Tracking :: HW Monitor :: 1/O Ports 2 Reload
Name Value Direction Description
ouTo Low Output lab's door
Relay Open Output my relay
DIOO Low Input dio0OInput My test with space $#@

DIO1 Low Output dioloutput high
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DANIDINEETR) EFT, <PROTOCOL>://<ServerAddress>/<Remote File> .

7y FO— R, 75990+ r vy 12 BHLTCHLVEREERLET,
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WARNING: This private system is provided for authorized use only and it may be
monitored for all lawful purposes to ensure its use. All information including
personal information, placed on or sent over this system may be

monitored and recorded. Use of this system, authorized or unauthorized, constitutes
consent to monitoring your session. Unauthorized use may subject you to criminal
prosecution. Evidence of any such unauthorized use may be used for administrative,

criminal and/or legal actions.
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Nodegrid (CHWT, PXE 7=t ET 7 2 L TEMCR> TLWETH. Security::Services FD Web
R=I%ENUT., F£FAO—7 /settings/services AD CLI ZN U TEMCTBDZENTEEFT, U
TofllE. 41>V L=JLENTL\S Apache web tF—/\_ tftpd-hpa ' —E X, &KV Nodegrid 4.1.x &

{#F L T Linux (Ubuntu) T DHCP/PXE ' —N\ZERET B 5EERLTLET, PXE, DHCP, SKU TFTP
H—N\DA VA= ILENTWVWBIUELAHVET,

e Nodegrid Ry k7 =07 —=k7 74 ) (tarbal) €5 o> O0—-RUEYT - FR—~TELZLTT7 7 1)L
ZEANFLTLLEEL
e Nodegrid Xv k7 —% 7 — | tar.gz (tarball) 7 7 1 JLZ DHCP H—/\[COE—-L. 2 DDF 1 LY
I~ 1) (nodegrid 4.1.xx & boot) ZERR T D tar 7 7 A IVERRERT Z2H. T LU FUZEERLT tar
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Example:

root@ubuntu-srvl:~# cd /var/lib/tftpboot/

root@ubuntu-srvl:/var/lib/tftpboot# 1ls -1

drwxrwxr-x 2 root root 4096 Apr 24 03:20 nodegrid-4.1l.xx

root@ubuntu-srvl:/var/lib/tftpboot# ls -1 nodegrid-4.1.xx

total 558468

-rw-r--r-- 1 root root 22270823 Apr 24 03:19 initrd

-rw-rw-r-- 1 root root 544343672 Apr 24 03:19 rootfs.img.gz

-rw-rw-r-- 1 root root 7 Apr 24 03:19 version

-rw-r--r-- 1 root root 5242832 Apr 24 03:19 vmlinuz
root@ubuntu-srvl:/var/lib/tftpboot#

o dhcpd.conf 7 7 A IIVZEHREL. RALERTEV a3V CINEDITEEIMUEXY, fixed-address
fBIX. Nodegrid 1=y D MAC 7 RLRE—FT Z2MENFH ). hardware ethernet (&,
Nodegrid 1=y D IP TY,

host PXEboot NSC ({
hardware ethernet e4:1la:2c:56:02:9e;
fixed-address 192.168.22.61;
option tftp-server-name "192.168.22.201";
next-server 192.168.22.201;
option bootfile-name "PXE/boot/grub/i386-pc/core.0";
# option bootfile-name "nodegrid-4.1.xx/boot/grub/i386-pc/core.0";
option domain-name "zpesystems.com";
option domain-name-servers 192.168.22.205, 75.75.75.75, 75.75.76.76;
option routers 192.168.22.202;

e Web t—/\ (Apache I3 &) T. cdivar/www ZERLT. XYy T =07 - hZEETITB7 7 1IN
DYT7 LIV IEERLUET INns<T7 74 IBDT« LI bU>HEXVTA LI RIICIVITS
774IA,

Example:
root@ubuntu-srvl:/var/www# pwd
root@ubuntu-srvl:/var/www#
root@ubuntu-srvl:/var/www# 1ln -sf /var/lib/tftpboot/PXE/nodegrid-4.1.xx/ nodegrid-

4.1.xx

e DHCPH—N\EBfREILET

sudo service isc-dhcp-server restart

e tftpd-hpa 7O RZBREELXT
e Nodegrid ZBIALE I, Thlck ). Nodegrid DRy k7 — k4 A—=IHUFE®D Nodegrid (T4 >
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System Network anaged Devices Cluster Security Auditing Dashboard

License Preferences Date and Time Toolkit Logging Custom Fields Dial Up Scheduler 1/0 Ports

Local Settings NTP Authentication

System :: Date and Time :: NTP Authentication < Reload

Cancel

Key Number:

Hash Algorithm: { SHA256

Password:

BEF—BSE. YATL>BTERZ >NTPBIETAALET

o F—FES:1H5 2/32-1 DERADEEDTS 7 UES

e )\v¥a7)Ld1)X/A:'MD5', 'RMD160', 'SHA1', 'SHA256'. 'SHA384' . 'SHA512'. 'SHA3-
224''SHA3-256','SHA3-384','SHA3-512"

o NAT—FR:NRT—FR@E, THESFRVWXFIELT, EFLEHEX' DT LT 1 v I AFED16
EHEUVUTIBET S IEETEXT,

NTP H—NEZDF—-FSZ) VI UEXT

£
System etwork anag es Cluster Security Auditing Dashboard
License Preferences Date and Time Toolkit Logging Custom Fields Dial Up Scheduler 1/0 Ports
Local Settings NTP Authentication
System :: Date and Time :: Local Settings 2 Reload
Date and Time Time Zone
Last query at: Fri Sep 608:56:30 PDT 2019 Options: | US/Pacific

Dateand Time: ~ ® Auto via Network Time Protocol

Last update Fri Sep 06 15:55:48 2019 (192.168.2.72)
(UTC):
Server: 192.168.2.72|1

) Manual

1)> 27§, System :: Date and Time :: Local Settings C. XE@EIRF7L>HBFERZ>0O0—-5H
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License Preferences Date and Time Toolkit Logging Custom Fields Dial Up Scheduler SMS
Local Settings NTP Authentication
System :: Date and Time :: Local Settings & Reload
Date and Time Time Zone
Last query at: Tue Sep 3 14:00:31 PDT 2019 Options: Us/Pacific

Dateand Time: ~ ® Auto via Network Time Protocol

Last update Tue Sep 03 21:00:20 2019 (192.168.2.72)
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© Manual
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API

1)\ nodegrid"

BE#MEIryy IOV

BEEFIOY Y REY vy 49OV RIE. Nodegrid DIEERY v v Y0V EBEEERRECL., ¥
ATLA>IARTCDT I T4 718y arydIficn3d C EEGAREEAYE—IERRLUET,

AZy FOBEFRIC, ARL—T a4 VIV ATLADNBHNCHBEHLET, Yry IOV TBE 7
RU=TFT 4 VI AT LAFEBIERELCRBRVEY, CORRT. EFREEZA7(CTEH. A2y +HEE
BI-—FZRWUIHILT, A2y hNOBRZIMIT2ONRETT ., IZy FOBEREF VICKRT T,
BLELUTHLETIT BREDHVET,

V7Z2bkozT70O7v7IL—F

VILDxzT7OT7yv7TIL—RICE3IDOFEENGY .. TNARBENS ., TNA R[CIEHESNTLSE O
YEa—IDE, FEEUVE-—RY—N\DETAET, FILLW T LT 70 I1SO BE(E. N5 OEE
DIBFRCERICHMAETNTUVIRENHUET,

e Nodegrid 7\1 ZBHENST7 v 7L —RITBCE iLWLW T LTz T7DISO 7 740
Z /var/sw [CEBEUXT .,

e Nodegrid [CEHKINTUVBRHELOO—HIIVE2—IHET7vTIL—RITB(CE. Local
Computer IIVARYVEV IV I UL, P TIL—RIERIZ 771 ILERIRUET,
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JND URL, RKOENBIA—TF—FBENRT—RZEANNULET, FTP, TFTP, SFTP, SCP, HTTP, H&
U'HTTPS 7O R ONAHR— TN TUVWEYT, T—N\T7RLRALE, IP7RLAEEEFRZ K
H/FQDN ZIBETEXT ., IPv6 2T 2158F. D> [1 ZFRALET.

1

ftp://192.168.22.21/downloads/Nodegrid v4.1.0 20191225.iso

YoV IL—F0BER. THHEERKOT 7 1)L FREZERT 3D RFSNTUVIREZETIT 5D
ZEIRTEXT,

REZRFELET

RAEDRE(E. Nodegrid BI&, 7N\A A([CEHShTWBO—AILAVE2—5, FEVE-FTF-—N
CRETETFT ., RELEED (BIRDHB) BRiZI(FB &, "/backup" T« LI~ [CHREFETNET,

H—N7EFLAEE, IP7FLRAXRLEBRASB/FQDN ZHETEEXT ., IPv6 Z2EAT 3155(EF. 1>
[.]ZERLET.

FTP. TFTP, SFTP. $KLUSCP 7O F LAY R— kTN TULET,
REZEHT S

RESNEEE. Nodegrid BENS ., TNA A CEGKSNcO—- DOV E2a -5, £EUE-
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THOREZRTFSNIN-—ZASAVELRUET, TRNTOREN—FHULIHBE (FXTOK) DERER
(X [B18] (LR . A—HDRESNIIBEI KM T, TOBMERELET,
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API

RESTful API

Nodegrid Platform (&, FHEW ELE, H LU Nodegrid DERE (C{EF TE S RESTful APl ZiRMH L &
9. APl FF a2 A k(& Nodegrid [CIBOHIAFENTHY . YATL>Y—ILFY E>APIREEAC VD
WEB R—Y DA LMBICH B TILF TV USER AZa—DSEFRATEXT (FILY TV UTIAPI RFa XY
MzEVUYIULETD),

])1,([ n od eg ri d : & admin@GateSR.localdomain v © Help & Logout

ZPE Systems“, Inc.

J X ke 2 & " & E

) | . - # Change Password
Access Tracking System Network Managed Devices Cluster Security Auditing

# APl Documentation

@ About

TCRZ7O-ILUT. APIERERBFO—BIESRBL TS,

])I([ Zpe Nodegrid AP (1.0)

License: Apache 2.0

Q search... Nodegrid RESTfull API
auth >
device >
security > auth
loud >
network >
diting >

i POST  /Sessi
Authenticate user and password ession

Authenticate user and password and retum a valid ticket Request samples
tracking >
REQUEST BODY SCHEMA:  application/json Payload Python
Documentation Powered by ReDoc
ssssssss string application/json
password tring
Responses

Response samples
v 200 Successful operation

v 401 Authentication failure m

application/json

Bl TEXA-ILDXEFRBREDBEERST 3.



zpe

- /auditing/destination/email

Q Search...
” Request samples
auditing v
Python

Get auditing email destination

configuration
I8 Update auditing email import requests

destination configuration url = 'https://<nodegrid_ip>/auditing/destination/email’

headers = {"ticket": "fea0el698679c7b530e343dc77£551b2", "Content-Type": "application/

5D Test email response = requests.get(url, headers=headers, verify= )

print("Response Status Code: ", response.status_code)

print("Response:", response.text)
Get auditing file destination

configuration

53 Update auditing file destination Response samples
configuration
200
Get auditing SNMP trap
destination configuration N
application/json
53 Update auditing SNMP trap

destination configuration

- - "destination_email": "string"
Get auditing syslog destination - N
configuration "password": "string",
"confirm password": "string",
B Update auditing syslog ERslll e’ Mg
destination configuration "email server": "string",

"username": "string",

7 APl R a1 AV ~ &, & Nodegrid Platform TSR TE XY, https://<Nodegrid
IP>/api doc.html

gRPC

Nodegrid Platform(& gRPC 7 L — AT =0 Z Y R—bLTVWEYT, COY—ER[ET7 #)L ~TEMT
J. gRPCOTR— L ZEBMCTTBCE. [PATA-EFaUT11E7¥aVESBLUTILESL,

gRPC (&, BARY —EAERBEBENT — Y EFERALUIL. FFBLCRT—FTIVTNT =XV AR—ZAD
RPC7L—ALT7—UTY,

Nodegrid &, XD 4 DD —ERXERERELFET:

e get request (APIRequest) - 7— % D&cd+EXL) . R W IE (APIReply) & FFF]

® post_request (APIRequest) - AN Y RDEFT. IV LU DIEM. RYE (APIReply) Z&Fr]

® put_request (APIRequest)- T M OER/EfMZLEELE T ZIX Y FOEIT. RY1E (APIReply) Z
Al

e delete_request (APIRequest) - BEFEDT—4% v FOEIBR. v a v OEE. RYE (APIReply) &
A

IARTD APIRequest (&, XD 3 DO5|HENEE LET:



1. path- =N % gRPC /\Z,
2. ticket-1) 7 IR |\(DDIL,\|:IE9:'7— v |\
3. data-#BESINTET—4% . json 2=,

3DD5|HEIT T, BEED RESTAPI EE UIBEICREDDENH W XTI, F40(d https://<Nodegrid
IP>/api_doc.html ZZR L TLEEY,

IRTODAPIReply(d. 2 DD5|HERLET:

1. message - json X CTHRESNET -4,
2. status_code -int32 7> /\—¢& LT ODstatus_code,

BEARRY724:
post_request-iRFE- Ly a v FTry FEIRUET

post request({path: '/vl/Session', data: '{"username": "admin", "password":
"admin"}'}, [...]

get_request- Xy b7 — U OFMAZEEE
get request({path: '/vl/network/connections', ticket: 'XXXXXXXXXXXXX'}, [...]
post_request - SMS /R A kU X ~ (CEBFEHES EIEBM

post _request({path: '/vl/system/sms/whitelist', ticket: 'xxxxxxxxxxxxx',6 data
'"{"name": "phonel", "phone number": "+111111111111"}"' }, [...]

Putrequest_request - SMS /R 74 ~1J X ~ CEEEDEEFH

put_request({path: '/vl/system/sms/whitelist/phonel’', ticket: 'xxxxxxxxxxxxx',6 data
'{"phone number": "+122222222222"}' }, [...]

Deleterequest_request - SMS 7R 7 4 k1) X ~ TEEFDE & HIFR

delete request({path: '/vl/system/sms/whitelist', ticket: 'xxxxxXXxxxxxx',6 data
'{"whitelists": [ "phonel", "phone2" 1}' }, [...]
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Tracking System Network Managed Devices Cluster Security Auditing Dashboard

License Preferences Date and Time Toolkit i Custom Fields Dial Up Scheduler SMS 1/0 Ports
Settings Whitelist
System :: SMS :: Settings < Reload
SMS Actions Settings

¥! Enable Actions via incoming SMS

Password:

SMS format: <password>;<action>;[<argument>;]

Allowed SMS Actions

¥! apn - configure temporary APN

|#| simswap - temporary swap SIM card

¢/ connect and disconnect - on/off data connection

|#| mstatus - request wireless modem status

¥ reset - reset wireless modem

¢! info - request information about Nodegrid

« factorydefault - factory default Nodegrid

¥ reboot - reboot Nodegrid

SMS 790> avERXytz—I Dl

SMS 7972 avEZDEDBEDERE. MFOUARCRSNTWVWERT, —8O70 a3V (E, BEZ

WEE URVEEDRH D ET,

Message format: < password >;< action >;< argument >;

Response: <response>;

1. connect: try to power on data connection:
< password >;connect;

Connect action started;



2. disconnect: drop current data connection
< password >;disconnect;

Disconnect action started;

3. reset: reset wireless modem
< password >;reset;

Modem Reset will start soon;

4. apn: configure temporary APN

< password >;apn;<new apn>;

5. mstatus: request modem status
< password >;mstatus;
Service:< LTE|WCDMA >;RSSI:< value dbm >;SIM:< sim number in use >;State:< status

>;APN:< apn in use >;IP addr:< ip address when connected >

6. simswap: swap sim card temporary
< password >;simswap;<timeout for sim to register in secs. max 180>;

Modem will reset to swap sim;

7. info: request Nodegrid information
< password >;info;
Model: < Nodegrid model >; Serial Number: < Nodegrid serial number >; Version: <

firmware version >;

8. reboot: reboot Nodegrid
< password >;reboot;

Nodegrid will reboot soon;

9. factorydefault: restore Nodegrid configuration to factory default
< password >;factorydefault;

Nodegrid will restore configuration to factory default and reboot;
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Digital Output OUTO

Description:

State:

Alarm Relay

Description:

State:

Dry Contact DIOO

Description:

Direction:

Dry Contact DIO1

Description:

Direction:

Date and Time

Managed Devices

Toolkit Logging

lab's door

Cluster

Security

Custom Fields
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Auditing Dashboard

Dial Up Scheduler

SMS

Low
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my relay

() Open
() Close

® Power Source Control

dioOInput My test with space $#@

® Input
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dioloutput high

© Input
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State: Low

«
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Security :: Authentication :: Servers
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Security
Local Accounts Password Rules Authorization Authentication Firewall
Servers 2-Factor
Security :: Authentication :: Servers :: 3 & Reload

Cancel

Method: | LDAP or AD #}
2-Factor Authentication: ‘ none éJ
Status: ‘ enabled cw

Fallback if denied access

Remote Server: 192.168.2.88

LDAP

Base: dc=zpe,dc=net

Authorize users authenticated with ssh public key

Secure: off

" | Global Catalog Server

LDAP Port: default
Database Username: cn=admin,dc=zpe,dc=net
Database Password: ~ wsseene
Confirm Password:  seueesee
Login Attribute:
Group Attribute:
Search Filter:

Search Nested Groups (AD only)
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. . . cn=Administrator. cn=Users. dc=zpesystems.
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TIN—-TREMY memberOf

LDAP & & U Active Directory Dty b7 v 7 HEDFM(C DT, Active Directory F 7= (d LDAP 23
TONM IR/ FEIT2HEESRBLTLIIESL,

TACACS +

Y—==FIN TR AV bO-F 7O A AT L 75 A (TACACS+) (&, Ciscon\BFELIE7ORT
IWTON9BFELCA-—TVRIVT—FELTUY —RENE U, TACACS B EIRELEEDD,
TACACS+ (&, FRBEE. &FR. BXUT DOV T 1 VT (AAA) T —ERZNBTZREOZ7O0RI)LTT,
TACACS+ B LUV ZDMOREU/R AAMA 7O R LI, BRIOEDZEFEESHRAELE, CORX=IT
(¥. Fallback if denied access . Authorize users authenticated with ssh public key. &
&' Enable User-Level attribute of Shell and raccess services association to local

authorization group 7REDNA S 3V EREICTEET,


https://desk.zoho.com/portal/zpesystemsinc/kb/articles/how-to-configure-active-directory-or-ldap-authentication-provider

@

Security
Local Accounts Password Rules Authorization Authentication Firewall
Servers 2-Factor
Security :: Authentication :: Servers :: 2 < Reload

men

Method: [ TACACS*+ ¢]

o«

2-Factor Authentication: ‘"ﬂne

Status: ‘ enabled

«~

Fallback if denied access

Remote Server: 192.168.2.88

Tacacs+

Accounting Server: 192.168.2.88

Authorize users authenticated with ssh public key

TACACS+ Port: 49

Service: { jLacress 9}

Secret:

Confirm Secret:
Timeout: 2
Retries: 2
TACACS* Version: [ Vo_v1 ¢J

Enable User-Level attribute of Shell and raccess services association to local authorization group

Enter local authorization group name for each User-Level.

User Level 1: userl
User Level 2: user2
User Level 3: user3
User Level 4: user4
User Level 5: user5
User Level 6: user
User Level 7: user7
User Level 8: user8
User Level 9: user9

User Level 10: userl0
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RADIUS (&, 77V —>aVBTETIBDI AT MY —=N\70O0R3JLT, TCP £7=(X UDP OL\T
NHhE rSYRR—FEUTERTEXT, R— 1812 TEIMEL. A—H— (CERNH UTREE. #Fa]. &
KOTHI VT 17 (AAA) BEZIRELE T,

Nodegrid Platform Tl&, £ £S5 ET Radius 21— —% Nodegrid 7 IL—FICE|WLHTZZENT
EEIT. MTFOF T avhhplET:

e Radius —EXR% 1 F(&, RBIA7TONA Y —DFREZEFEABL T, Nodegrid FIL—7([CEIVEHTEZ
ENTEXT,

e Radius Y —/\Tld. CDEM Framed-Filter-1p Z{FEA L T1—1—%& Nodegrid V)L —7(CEIV
HTBHIENTEXY, ffl: Framed-Filter-ID = “group_ name=<ng-groupname>|[ ,<ng-
groupnamel>];”

® Framed-Filter-ID Off(C. Nodegrid (&, (ZIBMTERTE IRV Y —EBREM (VSA) EHR—
FLUTWET, Radius T—N\TRD2DO7ONT 1+ EEET ZUENHYFT., - VENDOR ZPE
42518 -- ATTRIBUTE ZPE-User-Groups 1 string

Nodegrid Platform HVEER T 5 & 1 —H — (X, ZPE-User-Groups BN EID HTE5NTWLWBIHENGH L
£9., COER. VI TSN Nodegrid 7 IL—TBDJARTY,

FreeRadius t—/\D&EH,

1. MDY F YT, [Jusr/share/freeradius/dictionary.zpel7 7 1 L EER ULE T,

VENDOR ZPE 42518
BEGIN-VENDOR ZPE

ATTRIBUTE ZPE-User-Groups 1 string
END-VENDOR ZPE

2. AFD &SI dictionary.zpe Z&31TZEIMUL T, 7 7 4 )L [/usr/share/freeradius/dictionary] %z 4
£LFJ. 05— avE—HITY,

SINCLUDE dictionary.zpe
SINCLUDE dictionary.jradius

3. A—HY—0JIL—TEEYHTT., /etc/freeradius/users TA1—H—&ZELE T, B [Framed-
Filter-ID] (87 & [@#%) 2. 1 UULVEM [ZPE-User-Groups] Z EH CEX T,

F: A DOBRUDNERSNTLBIHE. [ZPE-User-Groups] NMBRENE T,

rad-edmond Cleartext-Password := "#****xx"
Service-Type = Framed-User,
Framed-Protocol = PPP,
Framed-Filter-Id = "group name=filter-grpl, filter-grp2;",
ZPE-User-Groups = "vsa-grpl, vsa-grp2",
Framed-MTU = 1500,

Framed-Compression = Van-Jacobsen-TCP-IP
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/)= RP, EFa)T 1 TIRESNLEAETHEIC ID ZiAFIRECT S, IVEa1—9RY LT -0
E7O0R3JNTY, ECVFAT7 V-0 =N ETFTILE LTSRS N, HERIEERMHLUET, 21— —
EY—NEAENEVD D ZHERLET, JWRF—BSHCEDVWTHEEIN., BRETCEZT—F/N—FT~«
ENBEL, ATV a3V TARF-BENEFERTEEXY, 7 74J)LETUDPR—~ 88 ZFRALET,

Z1—JLE (] OAYV R
2582 TRUE F7 A MMEFEWMTY, 2FV., 7ONCM Y- -0
7 FALSE D ERENET .,
T EADET NI BMEE FT72ILEE. BWTT, TONA Y EFRATERVES
i WA (XEZN . COMEREEEFMCITBZIZEEDENDOLET,
. IP7 KL
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JE—FY 2
. R Kerberos
LIV R AL V3 LILAE
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RSA SecurlD 2 EZ:75F

O AT /T(g NOdegrld & RSA t:FJ R G| /\/_JI/TM\EH 2 g%ulun /'_‘:E(L_DL\TEXU
EFFET,

Nodegrid DERE: Web 1 ¥ —7 1 —X
SecurlD ¥ —/\DIENM

e NodegridWeb 4 >4 -7z —XATEBELLTOJAIVULET
o [(EFalUT«17A4aVEV Iy L. RCERR Y70 )y V7 ULET
o RER|#7ZEVVYIUL., RCEBMIARYVEI )Y I ULET
o UTOBICHL., IRTDT7 1 —ILRECADULET UTOEESR),
o HAHl COEFIE. 21— —d SecurlD ¥ AT LAEHAILET, il SecurlD

o Rest URL: SecurlD FB3E APl (L7 7 AT B 7csh®d URL, https://:5555/mfa/v1_1/authn @
74 —XY CRVWET

o LTUNEBMKT S H—/NICT7 2 —ILA—/\—T % Rest Service URL, X 15D LT h%E
FRTEEXT, 117(C 1D, fl:rsa-am-replica2.zpesystems.com:4444, 192.168.2.229:5555



o USAT VU rF—RSAEZFaVF4AVY—ILHBAFTEZXT, SecurlD a5,V
V=IO 7V EAF—%Z22E—/R—AUEYT, 77 tzAXF—I(3 RSA SecurlD B:E APl TA
FTEEXFIT ATLREREDT)

R SA SECURITY CONSOLE Logged on as: zpersa My Permissions | My Preferences | Log Off

Home Identity ~  Authentication v  Access v Reporting ~ RADIUS v  Administration ~  Setup v Help ~

" Authentication Settings
(\" RSA SecurID Authentication API

(2) Help on this page ~

The Authentication Manager REST service allows authentication agents that use the RSA SecurID Authentication API to securely pass user authentication requests to and from Authentication Manager.

f After you and apply API settings on the primary instance, you must click "Apply Settings" on each replica instance.
cancel | [ Reset | (IR
(@ Authentication API: Enable Authentication API
(@ Agent Credentials: Access ID :
[ Access key : |

Regenerate Agent Credentials (Changes made to Agent Credentials will be saved immediately.)

(@ Communication Port: 5555

cancel | [Reset | (TN

Dell Inc. or All Rights Reserved.

O UZAT7VMID:RIAIRR— v DELEF VA DTN/ - RRZBRELET,
RS /\ SECURITY CONSOLE Loaped on os: mperse My e

Home  Identity v  Authentication v [WYSESRE  Reporting v  RADIUS v  Administration ~  Setup v  Help v

- . Active User Sessions

[d Authentication Manager Contac (@) Help on this page -
Authentication Agents » | Manage Existing

Authentication Manager contact lists are associate. Manager(s) the agent can send authentication requests to.

Search Criteria «  Search Results Add New
1 Rems found. Generate Configuration File

Where:

Name ¢ Download Server Certificate File Show 25 ¢ per page

starts with Manager Contact List » | Manage Existing = Notes

4 1.com Automatic server list for instance: rsa-am.zpesystems.com
Add New

Automatic e Notes

Automatic Rebalance

Show [ 25 4| per page

o VIR —ERZBME: BMCTBE. 2DDT7 1 —ILRHARREINET., T—EZAN
EBCEETBRHIC. N5 2DD7 1« —ILEHDRETT,

Enable Cloud Authentication Service

Policy ID:

Tenant ID:

m RUY—ID: V27 REBIVY - I)ILTRESNET VAR —F, COREBIE. 77
D RBIHIT —ERZX-N—BEEHNSEEBLET,

m FFURID:VZUREBIOVY -IITHERSNET TV RIDR, CORFIE. 77V K
R —EAR-N—BEEHNSEELEY.



]

Security
Local Accounts Password Rules. Authorization Authentication Firewall NAT Services
Servers 2-Factor
Security :: Authentication :: 2-Factor 2 Reload
. b °
Method: RSA s
Status: bled
RSA

RestURL:  https://rsa-am.zpesystems.com:5555/mfa/v1_1/authn

() EnableReplicas | Note #3

ClientKey: Note #4

ClientD:  rsa-a stems.
(1) Enable Cloud Authentication Service
Read Timeout [seconds]: 120
Connect Timeout [seconds): 20
MaxRetries: 3

o RTFELUYILET
SecurlD H—/N\[CT7 VAT B=ODIIAEERELET

e RSAH— NN S5 RPEIE(FERT B15S a. RSA SecurlD 77 X (CHEE L. URL DIEICH BT A
a2 )vy o UEY,

b.certificate €V vV UET, CORY T T7 v THERRINET, R¥/—FBLOIIBPEEE Y

Jy U, TR,y 7 CRZYv I ULTIAE-ULEY, JE=UEIPRERFSFEVLDT—I AT —

> 3V T{ERTE. Nodegrid (CEHIE7 v 70— R TEFX Y, Nodegrid &, ZNn& FH UIiERER
KCEHTERRUET,

@& https://rsaready.auth-demo.securid.com/mypage/#/login

.o X NG3.2 NG4.0 wiki Jenkins GUI Sprint
Connection is secure e ﬁ A s

Your information (for example, passwords or credit
card numbers) is private when it is sent to this
site. Learn more

Q@ Location Allow ¥
B Certificate (Valid) R SA SECURID® ACCESS
@ Cookies (8 in use) Mg Pﬂ@@

€& Site settings

Email Address

Next



B Entrust Root Certification Authority - G2
L Entrust Certification Authority - L1K
i *auth-demo.securid.com

= Entrust Root Certification Authority - G2
"/’”’///'/"”/' Root certificate authority

= ¢ | Expires: Saturday, December 7, 2030 at 9:55:54 AM Pacific
T .
Standard Time

@ This certificate is valid

» Details

e VI REMALTULWEWNGSRE. RSRAARL—YayaVVY—ILHEERI— MIREET VY
O—KRUZEY,

IR S /\ OPERATIONS CONSOLE |

Instance Type: [Primary] Log Off

Hostname: rsa-am.zpesystems.com
l Home I Deployment Configuration + Maintenance ~ Administration ~ Help ~
Identity Sources , :
* In 2ms.com (@) Help on this page ~
Instances » i i
You are Id re Operations Console provides and utiltes for your
My Cons| Certificates » | Application Trust Certificates  » [ Manage Existing | Help & Status
» Mang Web-Tier Deployments » | Console Certificate Management Add New * All Help Topics
* Crea| Virtual Host & Load Balancing Virtual Host Certificate Management * RSA Link
* Flusti peplica Promotion » ’

Replication Status Report

RADIUS Servers

RSA SecurlD Authenticate App

Copyright © 1994-2018 Dell Inc. or its subsidiaries. All Rights Reserved.

[R'S/\ OPERATIONS CONSOLE Instance Type: [Primary] Log Off
Hostname: rsa-am.zpesystems.com
m Deployment Configuration v Maintenance v Administration v Help ~

@ Application Trust Certificates

Manage application trust certificates signed by a trusted certificate authority.

(2) Help on this page «

1 items found.
Show [ 25 %) per page
Eriendly Name Administrative Valid To Subject Notes
Account
RSA Console Server Application Trust v 1/1/37 12:00:00 AM  SERIALNUMBER= 2 50a3cd24a81, CN=RSA Console RSA Console Server Application
2 Sees s RRIELO0 S - trustedapp pST Server Application Trust Trust
ri [ ovioas ninistratve  VallaTo subject Notes
B View [ount
° Show [ 25 #)per page
JEdit
1ite
| 3¢ Delete
® ‘

Copyright © 1994-2018 Dell Inc. or Its subsidiaries. All Rights Reserved.

RS /\ OPERATIONS CONSOLE insiznce Type ey IR

Hostname: rsa-am.zpesystems.com
Home Deployment Configuration + Maintenance ~ Administration ~ Help ~

» Download Application Trust Certificate (2) Help on this page +
Download the application trust certificate and signing root certificate.

Download Files

The application trust certificate is ready to download.

Filename: AppTrust.cer

Download: Download Now

The root CA certificate is ready to download.

Filename: ROOtCA.cer
Download: Download Now
Done

o> 0O— R UTCEEBE Y 7 1)L (RootCA.cer) EHFEVDT -V AT —2 3V TERATE . Nodegrid (CH
7y 70— RTEXY, Nodegrid (&, ZhZEFHUIBBERR CEEBTRIRUET,

e ME(CISLUT. NodegridWeb 1 4% —7 1 —RATEBEL UL TCHBEOJMV ULET
o [LFalF«1742VEV )y L, RICRBE Y 7&2V Vv I ULET
e REXR|YTEVUYI UL, LEDOFIETEMENT SecurlD Y—NEXRTV V&I )y I ULFE
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Dy UXRT

o V—VURT—avI7AINYATLESRBUT, YU O0—-RUERE7 711 (DF W,
RootCA.cer 77 M) ZRDIFTET., 1 ViR—+T3ICE. BREVVYIULET

nodegrid

@

Security

Password Rules Firewall

Servers 2-Factor

Security :: Authentication :: SecurlD :: 2-Factor

o )

From: '® Local Computer

Choose File RootCA.cer

Filename

() Remote Server

2 ;%WUH WUHEﬁIﬁl\a)EIJ (') é—t

RSA SecurlID 2 g%munﬁ(i NOdegnd _C-U-/—J_ Féntb\%ulunﬁﬁiim &‘ﬂ(:'@ﬁﬁﬂﬂ?%i@' O— jj
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Telnet, ¥=FavV—-Jlik—krENLTOdA V31— —(CEAEAINET,



nodegrid

&

Security

Local Accounts Password Rules Authentication Firewall

Servers 2-Factor

Security :: Authentication :: 1:: Servers

Local Authentication - none configuration

Method: Local
2-Factor Authentication: Hadtiiac il j
none
Status: [ enabled 3]

.| Apply for Admin and Root users

O—DIVBAEAETE, 2 BRRAZEREXCERAF Yy T TEZCLICTEFELLEETV, Ihlc&W, O—
$1)U Nodegrid EIZE (&, RSACFaUFT 4 AVYV—ILTHI VI —N— 1T -ZRET DL
OJ4 > TEXY,

d—4—
QERTEANBNCRZE. AT -RBT7 IV ERIEEBZLHICERBRENAT - FZRIBT I2LEDLH
WET, DFW., OV v EHFASNI—Y -3 RALFaUT+IVY—ILTERESNBIHEN
Nodegrid DO—AIT7 HD Y b TOI-F - DRESE:

e NodegridWeb 1 V4% —7 1 — XA TCEBEE L TCBEDJ1 Y ULEY,

o [EFaUT«17A4VvEI YO L, 'O—ANTHOI VN ZTEI )y L, BINZEV)Y UL

9.
o 1-Y— OBHME/NRT-REANAL. ‘®REEIVYILET



i)\ nodegrid’

Confirm password: e

Hash Format Password

uuuuuu

EU1—%—% RSASecurlD TEHEL. h—UVZEEVHTZOHENHVET,

BT 7V (U 59 RREY — EXFR)

RSA SecurlD
R SA Authenticate
. RSA Security
=

e 771 MAH ™ O— R:RSA SecurlD 2

e J—J2F7—3aV T, RSASecurlD 77 R([CEEILTOJA Y ULET, KRIC. FIECHK>TTN
1 A=EHFUET,

aJ4 Y
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HDURBERIGEEXEC, SecurlD ([CX > TEHEERSINEZBHROADDKRDHENET,



(= Securld

[ SecurlD: Enter PASSCODE: ]

joe: >

000412403232 anns Vl =]

| 0151 0560

(Copy)

[y securip®

SSHKey i2;

Nodegrid Platform Tl&., I —% — (I ssh ¥ —ZRFCFERATEFT ., COMEEFEIC. 7—F A= 3
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o FZENSG Security :: Local Accounts
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£ DT X UTe ssh-copy-id
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root@ZPECloudNSR2:~# zpe cloud_enroll -h
Usage: zpe cloud enroll [options]
ZPE Cloud Enrollment

Options:
-v, --version Displays version information.
-h, --help Displays this help.

-c <customer-code> ZPE Cloud customer code to enroll device.
-k <enrollment-key> ZPE Cloud customer enrollment key.

-r Read customer enrollment key from barcode.
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root@ZPECloudNSR2:~# zpe cloud_enroll
Enter your customer code: 2
Customer Code: "2"

Enter your enrollment key: example key
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zpe cloud enroll -c 2 -k example key
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Cloud Based Branch IT Device Provisioning and Deployment

. Secure,

- Fast,
° and Consistent.

© Eliminate the Opportunity for Backdoors via Device Theft
® Cloud Based Zero Touch Provisioning

© Scale Quickly, Deploy Branches Faster

© Quick Reset and Reconnect

©2013-2019 ZPE Systems, Inc
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MIBZ 7 1 JLDISHR:
root@nodegrid:~# 1ls -1 /usr/local/mibs/
total 104
-rw-r--r—-- 1 root root 36940 Nov 20 2017 NodeGrid-MIB.asn
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X IPMI ZHR—F U TV REBEETRT /NI ADS, o —FT -9 ZEBERBPLONETEFET,
IREETNf=T—4%(d. Monitoring Templates ZEBUTER. OLUFHIEHIN., ZOREFCER/TRT
NARCEIHTBENET,
BRT Y7 L—FOHRIRA X
BEOBRT YL — IS <EFEEL. BEEI-—T-0DEH#ZHEELET., DELCHKHLUT. IN5D
TUTL—FEHARIIAAXTEET,

IRTDT V7L — k& SNMP £ IPMI OWIThHADERT — 5 OUE(CFEFRINS 70O 3L
6> T. /etc/collectd.templates T4 LI RUDYTT 4 LYV MNJICEBRESNETFAL 774ILT

ER

® /etc/collectd.templates/snmp
® /etc/collectd.templates/ipmi
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<Data "pdu_in_cur">
Type "current"
Table true
Instance ".1.3.6.1.4.1.476.1.42.3.8.40.20.1.20"
vValues ".1.3.6.1.4.1.476.1.42.3.8.40.20.1.130"
Scale 0.01

</Data>
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Ayt—Y TERAL WAy E-IT7FZ
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Dashboard

o UTZEV1)vY visualize

Discover Visualize Dashboard Settings

o FHITZEIY2aT7IAME—YaVDRIMIEREIRLET, COHITIE. Line chart ZER L E

Dashboard 2 Reload

Discover  Visualze  Dashboard  Settings

Create a new visualization Step 1

Great for stacked timelines in which the total of all series is more important than comparing any two or more series. Less useful for assessing the relative
change of unrelated data points as changes in a series lower down the stack wil have a difficult to gauge effect on the series above it.

|Ma  Area chart

The data table provides a detailed breakdown, in tabular format, of the resuits of a composed aggregation. Tip, a data table is available from many other

B8 Datatable charts by clicking grey bar at the bottom of the chart.

W Line chart Often the best chart for high density time series. Great for comparing one series to another. Be careful with sparse sets as the connection between points
‘a' | Line char can be misieading
o

(/> Markdown widget Ui displaying explanationsor instrucions for dashboarcs.

& Metic One big number for all of your one big number needs. Perfect for showing a count of hits, or the exact average a numeric field.
A pio chart Pie charts are ideal for displaying the parts of some whole. For example, sales percentages by department.Pro Tip: Pie charts are best used sparingly, and

& Piecha with no more than 7 slices per pie.

Q Tiemap Your source for geographic maps. Reqires an elasticsearch geo_point field. More specificaly, a field that is mapped as type:geo_point with latitude and

longitude coordinates.

|shl  Vertical bar chart

The goto chart for oh-so-many needs. Great for time and non-time data. Stacked or grouped, exact numbers or percentages. If you are not sure which chart
your need, you could do worse than to start here.

® Select a search source CNICE. FIULLWEELSE I )OI LET,
Select a search source

From a new search



Select a search source

[ From a new search

LogStaSh'*E L\j\—F (‘:. L/ ti%?R LJ i 3— index pattern Select an index patten

b22f0e48-abbf-42ad-9e2c-5736fc5edbc7_date_*
logstash-*

MRET 14 —IJLR(C host:"<device name>" IREDIREXZAN LT, REMNTZT—FR1 Y &EE

Discover Visualize Dashboard

RUET,
host:"Facilities_APC_04"

Discover Visualize DEELLLETG Setiings

REXZHRLTRVIADZ EDTEET,

host:"Facilities_APC_04" AND collectd_type:"current”
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X-Axis
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buckets

B x-Axis 8
Aggregation

Date Histogram v

El ° Field

@timestamp v
Interval

Auto v

O Add sub-buckets Vv LT, EHROT—9RAV LEEMUET, ¥ Add sub-buckets

Select buckets type

o Split Lines &% vy Lxg, Splttnes

Split Chart
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Filter 1 (& x|
Filter 1 (& x|

o REANZEANLT, BEAMTIERZERLET.

type_instance:"pank_0"

o MEICKHUT. UTFZIV VY I UTINILEREERFTEXT settings icon
Filter 1 m

type_instance:"pank_0"

Filter 1 - Total (& x|

type_instance:"bank_0"
o SNRIVEHEELEXT
Filter 1 label

Total

0 Add Filter &7 v LUT. EYVa1754 -y avVICROEZEEMUET,

n CNEOFIEELRY) . DERBRIRNTOEZRZEMLET,
Filter 1 - Total m

type_instance:"bank_0"

Filter 1 label

Total

Filter 2 - Bank 1 (& x|

type_instance:"bank_1"

Filter 2 label

Bank 1

Filter 3 - Bank 2 (& x|

type_instance:"bank_2"

Filter 3 label

Bank 2
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Average value

| VA
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@timestamp per 30 seconds

® save 7AOVEVUYILT, EVa7S3ME-YavEREFELET,
B & [y =

Title
Facilities_ APC_04 Current (A)

Save

e EIVaT7I3AME—Ya VAL RIERITT, saveZV Uy LET,

HYZ7
Y57 PDUDIVEY FaE, SHESERMEIY T « 7« OAEEEEET 2IBECEATT,

7 B (EDRIC. Line chart 7Y 3V ZEERLTLESL), Area Chart

Dashboard
e DI TZEV vy visualize

Discover Visualize Dashboard Settings
o FHITZLEYa7ZM4E—YavVDRIMIVEZEIRVUET, COBITIE. Area chart ZIERLE
|Ma Area chart
a' o Great for stacked timelines in which the total of all series is more important than comparing any two or more series

Less useful for assessing the relative change of unrelated data points as changes in a series lower down the stack will
have a difficult to gauge effect on the series above it

o EVaT7IA4E -3 vDATY 3%, chart Mode N"BETNBLDICHRELET,

Data Opfions

view options
Chart Mode
stacked v

Smooth Lines
) Current time marker
| Set Y-Axis Extents
- Scale Y-Axis to Data Bounds
¥/ Show Tooltip

¥/ Show Legend
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Y L7 4 —)bFrackiabc”. €20 EDEHARY LT « =)L Frackixyz"TY,

Search: | rack-abc OR rack:xyz Qe

2 results

Facilities_MPH_01

Name: Facilities_MPH_01, Status: Unknown, Type: pdu_mph2, Mode: On-demand, Licensed: Yes, IP Address:
192.168.3.116, MAC Address:

00:02:99:11:B7:1D, Tunneled Ports: 80,443, NodeGrid Host: nodegrid. zpesystems.com. zpesystems.com, IP Alias: ,

Groups: admin [fack: xyz]

Console WEB Tunnel Info

Facilities_PM3000_03

Name: Facilities_PM3000_03, Status: Unknown, Type: pdu_pm3000, Mode: On-demand, Licensed: Yes, IP Address:
192.168.2.214,

MAC Address: 00:E0:86:1C:B7:99, Tunneled Ports: 80,443, NodeGrid Host: nodegrid.zpesystems.com.
zpesystems.com, IP Alias: , Groups: admin

Console WEB Tunnel Info
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Visualizations Searches

|~ Facilities_ APC_04 Current (A)
|~ Facilities_ APC_04 Power (W)

l~ User Activity
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Discover Visualize Dashboard Setlings

Faciliies APC_04 type_instance:bank_0 OR type_instance:total_power

o REFAIVEIIYILET,
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Save As

Facilities APC_04|
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Discover Visualize Dashboard

o JA)NATAaVEIIYIULET,
B =3 @ o

® FJyTaR—FREVIYIULET, Fv¥aR—FT74IVICRELZANDLT, FyTaR—F
ERRTEXY.
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Year to date
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Nodegrid Platform Tl&. BIOT7 7V T —>aV&EERTTEXRT, ChEEC. BET7 TV —> 3y
EIVRTNARDELTERITIZRE, V7 box 7HEEZENGRT 2O CERASNE T, B8 & SD-
WAN OB TRE—MUWICERINE T, INTO Nodegrid 1=y I DHEEE T R— R LEI D
ZMDServices Router 7 7 T (E, 77V =2 aVvETHICECEFSNTSY . BLVEGA T3>
ZRHULET,

T TV aVBEEEFER T3 (CE. BIMOSA BV REA VA M—ILTBZRENHDET,
REBET—ERXET 7 I TEMCRB>THY . LT TEMHLT 2LEDH U ET services

Docker 7 7’4 —< 3y

Docker (&, PEE T SV —> a v OBE, BE. ETETO2EODOF TV TSy b7 +—ATY,
Nodegrid Platform Z{#EB L T. BEE (X Docker 7 7V —>aVERITTCEEXET., COT Iy b7 7 —
LATI(X. Docker Hubh5 Docker 7 U4 —> a3V &5|EH U, Docker AV TFF OB - BLEETAE
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Cluster Security

Local Accounts Password Rules Authorization Authentication Firewall Services

Security :: Services

Active Services

Enable detection of USB devices

Enable RPC

~ Enable FTP Service

Enable SNMP Service

| Enable Telnet Service to NodeGrid

~ Enable Telnet Service to Managed Devices

Enable ICMP echo reply

~ Enable USB over IP

Enable Virtualization Services

Cloud TCP Port: 9966

nodegrid i & admin@nodegrid.localdomain v @ Help @ Logout

O

System Devices Security

Preferences Toolkit Logging Custom Fields Dial Up Scheduler

System :: License 2 Reload
m Access: ( Licensed | Used | Available ): 5| 0|5
Monitoring: ( Licensed | Used | Available): 0|00 |
Serial Number License Key Application Number of Licenses Type Peer Address Expiration Date Details
00000002049 XXXXX-XXXXX-XXXXX-HAKWG Docker Containers 500 Locally Installed  Local 2019-05-19

s :IR7E. Docker 7 77U — 3V DE(E WebUl ZN L TDOHTAET ., WebUI (&, Docker
AVT T BRI BOOERNBA VY —T7 1 —AEEBHUETT, BIEE(L docker AXV RS
AUY—=ILT, LVUSERMEZFERTEXY,



Docker £ A—<

Z D Applications :: Images €03 3T, BEEEIFED Docker AV TFFA A=Y &S o rO0—R
BLUVHIFTEEXYT, ENSI(E. Docker HubNSEIEY 7> O— R TEEXT, IN(TE. Nodegrid h5
Docker Hub NOBEERY F 7=V 7V CADNNMETT,

LW A=T [, UTOFECH>THY7O-RTEXT,
o TZEN Applications :: Images
o UTZJUv%Y add

o TYYO-RTBAA-YERELET, HEON-YaVE, RSEEALTIYVO-KT3
ZENTEET

Applications

Applications :: Images

Image name: hello-world:latest

e saveZV v I TBE . AA=INT I O0-RESNET,

Links Containers Images
Applications :: Images & Reload
1 ID Name Status

"] sha256:fce289e99eb9bcad77dael36fbe2a82b6b7d4c372474c9235adc1741675f587e hello-world:latest Complete

Docker OV 57

Z D Applications :: Containers €473 3V T. BEEBEEBREFOAA-—YCEDVWTIOVTTZ.
Nodegrid ¥ A7 ACBMNTEEXT, AV TFIE. HECISUTHEA., ik, BIVHIBRTEET,

FHHCDOWTI(E, Docker tEDARXEZSR L TLLIEELN,
i OVTHERNE. BEITERAIBLEEA,
JIVTTZEEMTBCE. ROFIECHNET,
e T4F)ST Applications :: Containers
e (EMEVIVYITB
o LTOIFHRERMHELET


https://docs.docker.com/engine/reference/commandline/create/
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Applications :: Images

AVTFTATEFSIND A TYayoax VR

IVTFICEVETOENSRA LA

IVTFICEVHETEND FAS VA

Docker > 7+ D&Hi

IVTFICEWHETENS CPUDE

VT FICEIVET SN RAM O=

IV T T OERECERESNSF 7> 3>

T7Vr—av v T, BBEFETROIVT T OEOMOT 7TUT —2 a A AOEEIE Web U Y

VEFMTEXT,

® Applications :: Links N\TEENT S

e Add EU YD
e U (C Name ST ET

e URL 71— JLRICBMWBRURLEANHDULET

® sSelect Icon C{ERT 3740V ZERLEXT
Links Containers Images
Applications : Links 2 Reload
sove J cance
Name:  Hello_World
URL:  hitpy//127.00.1
eon 5

o INT., UYIMFARREICRVET



Links Containers Images
Applications :: Links £ Reload

By

Hello_World

ETTVT—2aVICEoTR ERESNET TV T =2 3> 05 =7y b TINA REERT B &
BHRIBEDNHVET,

Xy k7 — U HEEEREN

Nodegrid Platform T, BIEE(ZEMD NFV XTcEZOMOREY Y VERTTEXRT, ANV RT1 Y
AV =T —RENUT. LBREREA T a Vv &ERATEET,

HMMICOVWTE, TZHIVTR—-FCHBBVEDELESTLY,
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BHOT UV ZAIWGR-— ATV T, AV REZ(FTHEETED Nodegrid B (CIRELOBEET
FA VR =L EORBENRELISEIC. YR—FZRHELULTVET, TEERRVRRCYR—- 2R
(FBHC. KTOFIECHE > TEETLY

o COXRZaTZIDEELYY 3aVESRLU, RSN TV IHEFIECRBEZRATET 2N E DDER
LET,

o FUTAUNIVT RF a1 A k&, www.zpesystems.com/supportZE SR L T,

o FLYIR=ZADPZOMDRIDIVZICDVWTIE ANLTEV -0t THA FETELRES
LY,

HR—+F7y FOE(F

AVIAVTHR-FIIIALFT Yy FEFETBICE. ROFIECH > T IE=LN

o R—IDAHLIEICH B Submit a request J I &T )y I UET,

o JUIUIRLT7 #—ALLCKLBRIGEHREANLET, BELEROATE TESREIFFHFULEBALTLE
=0,

o MIT77AILDHBHRIE. 77MILEEBNTZHD. ROy TEEHCT7 7rIIlEa Oy ULET,

e FTvV/U/RYZ AI'm not a robot A VICUET,

Submit 227 v UEXYT

O TR FDZEEMERT D A— )LD ZPE Systems hBf@E, HR—FRY v IDRZNEHERALET ., E
A= CEFTy FBSEREINTVET, DELIGUTETSRBTESRLOC. Fryv hBSEAE
LTLTES0Y,

BEEE/NYF

BEREFAVTANYFOTFTIVR, SHBDT7 7—LV 1 T7OEH. HLUZOMORMIEHRZ B
TEETBRHIC. TESEHSEThe Looplc 1 V7 vy FLTLIEEL,

www.zpesystems.com/loop/

VM B —N\TO®RE> U 7IL IR— | (VSPC) DERTE

Vmware {R#8< < > vSPC 7 —4% % Nodegrid Platform (CU 54 L7 kI3 (ClE. REI> VDI UTIL
R—FEUTLECRIELDCHRETDUNENHVET:

o ESXi%iE (VSphereTM) [CREILE T, EH I BIREYI UV EIEBRL. IREY Y VEREDHRE] ) >V
)y UEY,

o [BMZEYV )YV ULEY, REIXIVEA7CITIRENGH)ET,

o [JUTFIRZ=Iv TINAR)ZVIVI UL, Ry TT7YTO14VRIDRNEI )y UE


http://www.zpesystems.com/support
https://desk.zoho.com/portal/zpesystemsinc/kb
http://www.zpesystems.com/loop/

E

o [RyhI—VURATEGZV )y I L. DAIN1Z7 )Y I ULET,

o US4 TV FDER (VM MEGRZRIBLET) - T 7 4ILETT

e R— RURIIC <group_id> EA N ULET, group_idd. BEMEHRECEIL IV — 7O —/\EEE R+
BIEHICERATETBHANFTI, D7« —I)LFETERAETT,

e VSPCURI T, telnet://<IP or Nodegrid Manager hostname>:9977 EAHDUET

e [ET1Z7)y I ULET,

¢ Use network

" Server (VM listens for connection)
' Client (VM initiates connection)

Port URI: [Network

[V Use Virtual Serial Port Concentrator

vSPC URI: |te|net: //192.168.2.230:9977

o HRIC. ESXi 7747V #—)LTVSPCR— bDBHMCBOTVB I LEBABLET, CNZEHERT
BClE. ESXIRELCEBL., [EFaUT«7O7 70 EERL. [FONT«]1ZI Vv I ULE
3—0

Getting Started ' Summary ' Virtual Machines ' Resource Allocation ' Performance JeGINEMEILIN Tasks & Events ' Alarms ' Permissions ' Maps ' Storage Views ' |

Hardware Security Profile
Services Refresh Properties.
Processors
Memory 1/0 Redirector (Active Directory Service)
R snmpd
Storage Network Login Server (Active Directory Service)
Networking Ibtd
Storage Adapters vpxa
Network Adapters ESXi Shell
Advanced Settings Xorg ) L o )
) Local Security Authentication Server (Active Directory Service)
Power Management NTP Daemon
vprobed
Software S5H
Licensed Features Direct Console UI
Time Configuration CIM Server
Firewall Refresh Properties.

DNS and Routing

e Incoming Connections
Authentication Services S

cmmds 12345,23451 (UDP) All

Power Management DHCPv6 546 (TCP,UDF) Al
Virtual Machine Startup/Shutdown VM serial port connected over ne.. 23,1024-65535 (TCP) All
Virtual Machine Swapfile Location DVSSync 8301,8302 (UDP) All

» Security Profile vSphere Client 902,443 (TCP) All
Host Cache Configuration =SH Server 22 (TCP) Al

. . CIM Secure Server 5383 (TCP) All
System Resource Allocation ipfam §999 (UDP) Al
Agent VM Settings vsanvp 8080 (TCP) All
Advasnrad Satinac wCnhara Wah Arrace an fTro\ All

o UE—FrT7UEAR—=I T, VSPC [CEHNTLWB VM U TZILR—FICEAETZFIvI Ry
2EAVICUET, BER— X 1024 A ED TCP R— FERNNETH Y . R— FEEICE
VSPCURI 7 1« —JLR (T 7 #JL LT 9977) TERASINS TCP R— FZETCUENHVET .



Remote Access
By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts.

Select a check box to provide access to a service or dient. Daemons will start automatically when their ports are
opened and stop when all of their ports are dosed, or as configured.

Label Incoming Ports Outgoing Ports Protocols | Daemon -
CIM Secure Server 5989 TCP Running
vSphere Client 902,443 TCP NfA
DHCP Client 68 68 UDP N/A E
Software iSCSI Client 3260 TCP N/A
VM serialport connectedto vSPC 1024-65535 TCP N/A
CIM Server 5988 TCP Running
NFS Client 0-65535 TCP N/A
WOL 9 UDP N/A
D vCenter Update Manager 80,9000-9100 TCP N/A
[0 NTPClient 123 UDP Stopped il
™ nire aAn AAn - nida

FER—FOBEAZEEIT H(CIE, ESXIi ARV R/ V[CHEGEL. MTOIORY RFERTULET:

~ #

~ # vi fetc/vmware/firewall/service.xml

R—bEI2aVERELETT:

<!-- Remote serial port with v3PC: all remote serial port traffic is initiated
<service id="0030">
LidevaPCL/ids
<rule id='0000'>
<directionroutbound< /direction>
<protocol>tcp<L/protocol>
{porttypexdst{/porttype>
<ports>
<begin>1024< /begin>
<end>65535< /end>
</port>
</rule>
<enabled>-false</enabled>
<required>-false</requireds>
</service>

BEERZFL. 7747 04— I —EXZBEEBULET:

esxcli network firewall refresh

VMware 7 74 77 # — JLDFEMIE. VMware 7Ly IXR—ZEZSRBLTLIESTU)Y,



https://kb.vmware.com/s/article/2008226
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DC EJE T Nodegrid 1=y ~CEHEHIBT B (CIS:

1.
2.

10.

11.
12.
13.

AZy FOEBEIMINTVWDCEEERLET,

DCERT —7IHERICEHESNTLWVERVWCEZERLET., BEL TS 71 Y TIBT CIEE
LRBWLWTLIESL,

DCER7OVIDSRENN—ZERAICATA RSETERVINLET,

3AD DC EREGIHFRIEINTEDET,

)5 —>1)—R%ZERINIHGFICEGEL. V70V R —REeLinF(CiEs L. 48 VDC — R(3F48 VDC
mFICEE, RIYEHMDET,

REDN—ZZAZA RSETDCIHF7OVIDLEICRUET,

A=y FCTF a7 AN DCImFHIH 548, 2BBDIHF/Ov I TEFIEI ~ 6 EEVIRUE
ER

DCERT—7 )& DCERCESGSEL. DCEREAVICLET,

STV 547k (115200 8N1 (CERRE) 72 O Y — LR — b (Teraterm, puTTY 78 &) ([CiFE4 U E
(A TaYy)

A=y bDEREAVICULET ., BHLTWBTUTILI A7 L TORBMAY - ZBERL
£7,

EGSNTUVWBTNT ADERRA vFEAVICUET,
DCERT—7I)LZ DCERICIES L. DCEREAVICUET,
IZv hOEEZAVICUET,



14, BEHSNTWVWBTNA ADERASNvF=AVICULET,

-48VDC EFDIEE

GND g

o— +
Ext -48 VDC
Ret |Gnd

NG device DC power
terminal block connector

Isolated from NG
device internal ground

......................................................

NG |

7 o suppi 5

supply to :

Z = internal circuitry E
7

+48VDC EF DS

........................................................



+

Ext 48 VDC
NG device DC power
terminal block connector

=~/ |/

Isolated from NG device

| Ret | Gnd ‘4sv.
l — internal ground
NG
DC supplyto
:> internal circuitry
/2
' = GND
5 RN
AC %[, LY
POE+ HR— FEHBATENSRETILD ACH AT TS I
AC PoE
AC

K: NSR>>VJJLAC+PoEBEANTERAL v F
)T IVIR—FOEY TR
RDORICTVITILR— EOEY 7o MESRHNRRSINET,

Cisco DLSBREV T+



Ev ESH A7

1 CTS IN

2 DCD IN

3 RxD IN

4 GND ZHR L
5 GND ZHR L
6 TxD ouT

7 DTR ouT

8 RTS ouT

EY E5& AEH

1 RTS ouT

2 DTR ouT

3 TxD ouT
4 GND ZHR L
5 CTS IN

6 RxD IN

7 DCD IN

8 RIEA ZERL

TEHE
WRORLMCHET BHBHE. UTOU Y/ 2TSRLSL,

e Nodegrid Serial Console
e Nodegrid Services Router
e Nodegrid Bold SR

DAV A2VAR—IL AAL K

HEOA YA R—IVERICOVWTE, KTFOUYIZZRBLTIEESLY,


https://www.zpesystems.com/ng/Safety/NSC%20Safety%20Statement.pdf
https://www.zpesystems.com/ng/Safety/NSR%20Safety%20Statement.pdf
https://www.zpesystems.com/ng/Safety/BSR%20Safety%20Statement.pdf

e Nodegrid Serial Console
e Nodegrid Services Router
e Nodegrid Bold SR

RoHS

ROHSICEAT 31E8#H(E. U TV YU ESBLTLLESTL),

e Nodegrid Serial Console
e Nodegrid Services Router
e Nodegrid Bold SR

T — 5 OKEHE

BEORETIE, F—X+O—-7, EENRT/NAAEN. BLURREBBIT 57 /N1 RAERT—F(C
BETZ2I1I-Y-—T—%5E@. RETT —FOF VT EERDEMNCR > TVBIHE. TEREMET /NI AL
B CRESNBZEDHVET,

Nodegrid 7/N1 Z(C(&. RDAE) TNA ADEENET:

1. BIOS AEUH A X 64MB XEUS A7 NOR 7S v 1 B MY NERYE 1I-—-7—%: L \\WZ

2. 799 aT4 AT AEVHALX:32GB £7213 64 GB, ZDMDHRAY LA XE BV TF
£, AEUHYATSSDERM: FERME 1I-—HY—FT—45. BV0WN—Fsr>¥av/F—%:sda2-1
v bhEEEsda5- Ny I 7y TR Esda8 - A—F—R—LT«s Lo VEOTT 7ML

3. RAM AEUH AL 4GB £7z(&8GB XE )%« 7 DDR3 #EHM: #ERME 1—F—7—4: F0L)

Nodegrid 1= v FORBRUEAETUNS AT —T— 5 ZHIBRT B(CE. XD 2 DOFHENHVET,

e VYIFRE 774IWEHIRL, 75v¥aT 14 RV CTIHBHEIROT 7 IV FREEA VA R—ILL
x£7.

* N—FRET75v¥aT 1RV ERECHEELET., COFIELCEL>T. 75vy¥aT74 R LEDT
RTODTF—IHHEIN., T—YEIRY—ERICL>TE. RIEEFREELCRDET, TDE.
Nodegrid V7 h Dz 7&Xy bV —UVRBBATHBA VA L—ILTB2RENHVET,

V7 kiE
RDFIET. Nodegrid DAREBEREMEAET ) EHELET:

e 1. NodegridAZv r&EY vy 9oL, EREATZICULET
e 2 Ry brT—UH5 Nodegrid A=y FEBWIHINLET (AZY bODA =Ry b —TILELIMA

93)
e 3. Nodegrid 1= v FCIEHZINTUVBUSBRARL—IFTNAMREUSBRY R T—UF\1 X%
INTYMILET

e 4 ROWITNHDA T avEFHLTNodegrid 1=y M7V ERAULET:
" Q. RHM45 VY —ITHITIE, WRFEET—V AT -y aVIliEGSsNcARL—
Xy b7 =247 EER U, Nodegrid VY —JLR—k,
= b.HDMI EZ# —& USB F—R— R(C#EGHE LT HDMIZR— k& USB7R— I,


https://www.zpesystems.com/ng/QuickInstall/NSC-QSG.pdf
https://www.zpesystems.com/ng/QuickInstall/NSR-QSG.pdf
https://www.zpesystems.com/ng/QuickInstall/BSR-QSG.pdf
https://www.zpesystems.com/ng/RoHS/RoHS%20Declaration%20Letter%20-%20NSC.pdf
https://www.zpesystems.com/ng/RoHS/RoHS%20Declaration%20Letter%20-%20NSR.pdf
https://www.zpesystems.com/ng/RoHS/RoHS%20Declaration%20Letter%20-%20BSR.pdf

e 5 Nodegrid 1Zv FDERZEAN, RDAZ 1—T [Nodegrid Manager- LAFa1—E— K] %&
BEIRT %!

EE R S S S S SR S S S S S SR SR S S S S L S S S S S S S S R S S S S S S R S S S T S S S S S S S S

*Nodegrid Manager <version> *
*Nodegrid Manager <version> - Factory Default Settings *
*Nodegrid Manager <version> - Rescue Mode <-- *
*Nodegrid Manager <version> - Network boot *
*Nodegrid Manager <version> (verbose) *
* *
* *
* *
* *
* *
* *
* *
* *

kkhkkhkhkhkhhhhkhkhkkkkhkhkhkhkhkhkhhhhhhhkkkkhkhkhkhkhkhhhhhhhkkhkhkhkhkhkhkhkhhhhhkkkkkhkhkhk k khkhkhhhkkxkkx*x***%

° Use the * and * keys to select which entry is highlighted.
[Enter] F—&#MULT, BRUL os ZEEL. [e] TIANVFERELTHLOEFLET

F7fzl&X “¢' for a command-line.

e 6. 7OV k ("bash-4.3#") T, CHOIOXY RERITLUTINTO7 7M1 ILEHEEL. THHER
DREE ZimdHAH. SIBAFF(")R LT RTULX T 'apply_settings --factory-and-cleanlogs -f -h'
o 7. ROAYE—IEFEET:

TiISHERCRET UEREEBALET,
INIT: JVEAR[..] BESE: > AT AELE

e 8 v htOFEEZEYS,

N— FRE-RBEHE
ROFIET, Nodegrid 1=y FORERMEATVZEELET,

¢ 1. NodegridAZv r&EYv vy 9oL, BREAZICLET
e 2 Ry brT—UH5 Nodegrid A=y FEBWIINLET (AZy bDA —T Ry b —TILELIMA

93)
e 3. Nodegrid 1= v FCIEHZINTUVBUSBRARL—IFNAREUSBRY FT—UFN\A X%
INTYMILET

e 4 ROWTNHDA T avEFHLT Nodegrid 1=y M7V ERAULET:

" A RS AVY—IINTHTHE BARFLEQFT—V AT avCEEINEANL—+
Ry I =07 =7 EFRA L. Nodegrid Y —JLiIR—k,



= b.HDMI EZ% — & USB +—R— FIC#EL LUTc HDMIR— k& USBR— b,
e 5 I1-vhIDEEEAND
e 6. BIOS SRENR—IYDEEAICKRRINES., [Esc] F—%3]T,
e 7. GrubAZ a1 —T [Nodegrid Platform - 73 1 73X] &3&RL £ 9

GNU GRUB version 2.00

|Nodegrid Platform - Chain boot
|Nodegrid Platform - Rescue Mode

|Nodegrid Platform - Secure Erase <--

“Use the " and v keys to select which entry is highlighted.
[Enter] F—Z# LT, BRLU os ZEEHL. [e] TIOXYVFZHELTHLOEFLET

F7l& “¢' for a command-line."

o 8 IRATALDEINRTOT—HFZEKAITEET B(CIE. [Secure Erase] &iEIRLE T :

Nodegrid Boot live-tz¥ 1 7%

COFIRZEFERTSE. SSDEOITRTOT—FHRIETN., T—YEIEY —ERZFE > TERELR

BEICIRVET, COFIRZEXRITITDE. YATAVI b7 BEELGLLRBIH. Ry 77

BEATHBA VAT IRELNHVET,

HEI EANAULTSSDZEEF a7 ICEETSD. TFrotib) ZERULTBESLET
EEFaT7EETE, BEIORYVFEETIBHIC, A2y FOBERETAV7IILT3 (BEREA7ICLT
DEAVICTE) BEHNBUET, TOULRNE, MTOAYE-—IDNRRIN. YRATFLAIMELELT,
A—Y—[CERFAIINEEKRLET:

BEGYR—FEShTLWEBA, 22Ty ME BEIOX Y RFOBICERZ A VILT 2UEND L F
CIR

JRATLADELEZEFSE, AZY FOBERZETAVILLUET,

[ 4.614365] reboot: System halted

[4.614365] reboot: Y AT ADMBIELF U

o O &R



tFa17HEER. —ERERINZEF+ VU EILTEFZEA.
l'yes) ZAAULTEF a7 HEEZEALET,

e 10. T RAFAMBLEULELRE] EWLWDAYE—IEFEET
SSDOZEIHEDFHIRSINE T ...

security_password="PasSWorD"

/dev/sda:
SECURITY_SET_PASS 11X > F®M¥17, password="PasSWorD", user=user, mode=high
security_password="PasSWorD"

/dev/sda:
SECURITY_ERASE OX > F D17, password="PasSWorD", user=user

LFATHENTTUE UL, YATLANMBLELTVET ..
[ 29.083186] reboot: System halted
[ 29.083186] reboot: ¥ AT ADMEIELFE LT

e 1. -y +FOERETIVET,

TRZT4UT4 - AT—bAV K]

RITaVT 4 - AT—bAVFOIE-EF, ZEEHET7IEALTLEEL, Letter of Volatility
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